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Phan I - GIOTI THIEU VE CAC THIET BI CISCO
Chuang 1: Cac loai cap va cac loai két ndi
Chuang 2: Giao dién Command-Line

Chuong 1: Cac loai cap va cac loai két noi

Chudng nay sé cung cap nhitng thong tin va cac cau Iénh c6 lién quan dén nhitng chu dé
sau:

- K&t nGi Router hodac Switch sir dung cap Rollover

- Xac dinh cac théng s6 cai dat trén PC dé thuc hién két néi Router hodc Switch.

- Tim hi€u vé phuong phép ciu hinh cta nhitng két néi Lan khac nhau.

- Xac dinh cac loai cap Serial khac nhau.

- Xac dinh céc loai cap dudc sir dung dé két ndi router hodc switch dén cdc thiét bi khac.
1. Két ndi Router hoac Switch s dung cap Rollover.
- Hinh 1-1: Hién thi phuadng phdp két ndi tlr PC dén switch hodc router théng qua cap

Rollover.

Hinh 1-1

Consale Por RJ-45
Cannectod

Rollover R=45 1o DE-3  Compuler
Cable Adapter

2. Xac dinh cac thdng sb cai dat trén PC dé thuc hién két ndi Router hodc Switch.
- Hinh 1-2 s& hién thi hinh m6 ta phuong phap cdu hinh trén PC d€ két ndi dén router hodc

switch thong qua cap Rollover.
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Hinh 1-2
COM1 Properties

Port Settings
Bits per second: | 5600 v
|
Data bits: |8 v
Panty: | None v
Stop bits: |1 v

Fow control: | [

[ Restore Defaults ]

l oK H Cancel ” Apply ]

3. Cac két noi LAN.

- Bang 1-1 s& hién thi cac loai port khac nhau va cac loai két ndi khac nhau gilta cac thiét

bi LAN.
Port hodc Két | Loai Port Két nGi truc ti€p dén Cap
noi
Ethernet RJ-45 Ethernet Switch RJ-45
T1/E1l RJ-48C/CA81A Mang T1 hoac E1 Rollover
Console 8 pin Computer COM Port Rollover
AUX 8 pin Modem RJ-45
BRI S/T RJ-48C/CA81A Thiét bi NT1 hoac PINX | RJ-45
BRI U WAN RJ-49C/CA11A Mang ISDN RJ-45
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4. Cac loai cap Serial.

- Hinh 1-3 s& hién thi ddu cdp DB-60 cua mét cap serial dung dé két ndi dén cac router
2500.

- Hinh 1-4 s& hién thi ddu cdp Smart Serial cia mot loai cap serial dugc dung dé két ndi
dén Port Smart Serial trén router. Cac port smart serial c6 thé tim thdy trén modular cta
cac router, nhu ISR (x800), hoac trén cac modular router cli nhu: 1700 hoac 2600.

- Hinh 1-5 s& hién thi ddu cdp DTE duc va DTE cdi, |a dau cdp con lai trén cac loai cap
serial.

- Thong thudng cac may xach tay ngay nay chi cé cac port USB, khong cé cac port Serial.
Vi vy, ban can trang bi thém mot dau néi chuyén déi tir USB sang Serial (USB-to-Serial),
hién thi trong hinh 1-6.

Hinh 1-3: Cap Serial (2500)

Hinh 1-4: Cap Smart Serial (1700, 1800, 2600, 2800).

o T ——
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Hinh 1-5: Cap V35 DTE va DCE.

5. Phudng phap st dung cac loai cap Serial.
- Bang 1-2 s& md ta cach dé s dung cac loai cap serial. Diéu nay rat quan trong dé chac

chdn réng ban cai dat ding cac loai cap.

Bang 1-2: Phuong phap sir dung cac loai cap dé két ndi thiét bi.
If Device A Has A: And Device B Has A: Then Use This Cable:

C6ng COM trén may tinh Céng Console cta | Rollover

Router/switch

Card NIC cua may tinh Switch Cép théng
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Card NIC cta may tinh Card NIC cta may tinh Cap chéo
Cdng cua switch Coéng Ethernet cua Router Cap thang
C6éng cua switch C6éng cua switch Cép chéo
C6ng Ethernet ciia Router | Céng Ethernet clia Router Cap chéo
Card NIC cta may tinh C6ng Ethernet cliia Router Cap chéo
C6ng Serial cia Router C6ng Serial cia Router Cap serial DCE/DTE

- Bang 1-3 |a danh sach vi tri cac PIN cua cac loai cap: Thang, chéo, va cép Rollover.

Bang 1-3: Vi tri cta cac PIN trén cac loai cap khac nhau.

Cap thang Cap chéo Cap Rollover
Pin1l-Pin1 Pin1 - Pin3 Pin 1 - Pin 8
Pin 2 — Pin 2 Pin 2 - Pin 6 Pin 2 - Pin'7
Pin 3 - Pin 3 Pin 3 - Pin 1 Pin 3 - Pin 6
Pin 4 - Pin 4 Pin 4 - Pin 4 Pin4 - Pin 5
Pin 5 - Pin 5 Pin 5 - Pin5 Pin 5 - Pin 4
Pin 6 - Pin 6 Pin 6 — Pin 2 Pin 6 - Pin 3
Pin 7 - Pin7 Pin 7 - Pin7 Pin 7 — Pin 2
Pin 8 - Pin 8 Pin 8 - Pin 8 Pin 8 - Pin 1

Chucong 2: Giao dién Command-Line.

Chudng nay sé cung cap nhitng thong tin va cac cau Iénh c6 lién quan dén nhitng chu dé

Sau:

- Céac cau lénh tat.

- SUr dung phim Tab dé& hoan thanh céu Iénh
- SUr dung phim ™ ? ™ dé trd giup.

- Cau lénh: enable

- Cau lénh: exit

- Cau lénh: disable

- Cau lénh: logout

- Ché& do cau hinh Setup.
- Phim trg giap.

- Cac cau lénh da thuc thi.
- Cau lénh: Show

1. Cac cau lénh tat.

- P& sir dung cac cdu Iénh ¢ hiéu qua hon, phdn mém Cisco I0S cé mdt s ciu l1énh dugc
phép nhap tdt. Mac du vay phudng phap nay lai dugc sir dung rat nhiéu trong thuc té khi
lam viéc véi phan mém Cisco I10S, nhung khi ban tién hanh cac bai thi cta Cisco, thi chac

chan rang ban can phai Idm dudc cac cadu |énh day du.
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Router> enable = Router> enab = Cac ban cd thé nhép vao mdt cdu lénh
Router> en day dd hodc moét cdu lénh tat thi phan
mém Cisco IOS cling c6 thé thuc thi
dudc. Nhung cac ban can phai luu y mot
diéu la cdu lénh tadt dé phai la duy nhét

khi nhap vao.

Router# configure terminal
Ciling tudng tu nhu cau Iénh dudi :
Router# config t

2. S dung phim Tab d& hoan thanh céu Iénh :

- Khi ban dang nhap vao mét ciu Iénh, ban cé thé s dung phim Tab trén ban phim dé
hoan thanh cau Iénh. Nhap vao mot vai ky tu dau tién cua cau Iénh va nhan phim Tab. Néu
nhitng ky tu ban nhap vao la duy nhat cia cau Iénh nay thi, cac ky tu con lai ciia cau lénh

s& hién thi ra man hinh.

Router# sh -> nhén phim Tab =

Router# show

3. S dung phim ? dé trg gidp.
- Nhirng vi du trong bang dudi day sé hudng dan phudng phap s dung phim ? dé co thé

trg gitip ban hién thi ra nhitng tham s8 con lai cia mét cau 1énh nao dé.

Router# ? Hién thi tat ca cac cdu 1énh cd kha nang
thuc thi & ché do hién thgi (ché do
Privileged)

Router# c? Hién thj tat ca cac ciu |énh bat dau tir ky
tvc

Router# cl? Hién thi tdt ca cac ciu Iénh bat dau tu

cac ky tu cl

Router# clock Nhac nhd ban sé con nhiéu tham sd khac

% Imcomplete command nifa cta cau Iénh nay ma can phai nhap
vVao.

Router# clock ? Hién thi tat ca cac ciu lénh phu cla ciu

Set [énh nay (trong trudng hgp nay, Set,
dung dé dat cac tham sé ngay thang, va
thdi gian)

Router# clock set 19:50:00 14 July Nh&n phim Enter d& xac nhan lai thdi

2007 ? gian va ngay thang da dudgc cau hinh.

Router# Khdng cé6 mét théng bdo 16i nao dudc

dua ra cé nghia la cdu Iénh nhép vao da

thanh céng.
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4. Cau lénh Enable

Router> enable Chuyén ngudi dung tir ché dd ciu hinh

Router# User vao ché d6 cdu hinh Privileged

5. Cau lénh Exit

Router# exit Thoat khoi ché do cau hinh ciia Router.
Hoac

Router> exit

Router(config-if)# exit Chuyén ngudi dung thoat ra khoi mot cap
Router(config)# do cdu hinh
Router(config)# exit Chuyén ngudi dung thoat ra khoi mot cap
Router# d6 cau hinh

6. Cau |énh Disable
Router# disable Chuyén ngudi dung tir ch€ dé cdu hinh

Router> Privileged ra ngoai ché d6 cau hinh User.

7. Cau lénh Logout

Router# logout Thuc thi chlfc nang gidng cau Iénh exit

8. Ché& do cau hinh Setup
- Ché do cdu hinh Setup la ché do cau hinh khdi dong tu dong néu trong qua trinh khdi
dong router khong tim thay file startup-config.

Router# setup Vao ché d6 cau hinh Setup tU giao dién

Command Line.

* ch@ y: Ban khdng thé sir dung ché& dd cdu hinh Setup dé ciu hinh toan bd cac tham sé
trén router. O ch& dd nay ban chi c6 thé c&u hinh cd ban cho router. Cho vi du, ban cé thé
c8u hinh duy nhat RIPv1 hodc IGRP, nhung khdng thé nao cdu hinh giao thlc dinh tuyén
OSPF hodc EIGRP. Ban khong thé tao ACL & day hodc enable NAT hoat dong. Ban cé thé
gdn moét dia chi IP cho mét Interface, nhung khéng thé nao gan cho mét subinterface. Tém
lai, & ché do cau hinh Setup thi cac tinh nang cau hinh trén router sé c6 gidi han. Cisco
khong khuyén khich cac ban cdu hinh cac tham s6 cua router trong ché do Setup. Thay vao
dd, ban co6 thé sir dung giao dién Command-Line (CLI), ban c6 thé cdu hinh day du tinh
nang cda router tr giao dién nay:

Would you like to enter the initial configuration dialog? [yes] : no

Would you like to enable autoinstall? [yes] : no
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9. Phim trg giup

- Céc t6 hdp phim trong bang dudi day sé trg gilip ban trong qua trinh chinh sra cdc cau

Iénh cla Cisco IOS. Bdi vi ban can thuc thi lai nhitng cau Iénh hoac nhitng nhiém vu da lam

vao thdi diém trudc, phadn mém Cisco I0S cung cdp cho ban cac té hgp phim dé€ ban cé thé

xU ly cac cau lénh mot cach hiéu qua han.

Router#config t

N\

% Invalid input detected at
‘A marker.

Router#config t

Hién thi noi ma ban da nhap ciu |énh bi

sai

Router(config)#

Ctrl - A Di chuyén con trd vé dau dong

Esc - B Di chuyén con trd vé trudc mot tir

Ctrl - B Di chuyén con trod trudc mot ky tu

Ctrl - E Di chuyén con tré vé cudi dong

Ctrl - F Di chuyén con tré vé sau mét ky tu
Esc-F Di chuyén con tro vé sau mét tur

Ctrl -2z Di chuyén con trd tir moi ché dd cdu hinh

trd vé ché do cau hinh Privileged

Router# terminal no editing

Tat kha nadng sir dung cac phim tat

Router# terminal editing

Bat lai kha ndng s dung cac phim tat va
s dung cdc t8 hgp phim trong qua trinh

XU dung cau lénh.

10. Cac cau Iénh da thuc thi (History command)

Ctrl - P Dé goi lai cac cau I1énh nam trong bd dém
history, bat dau tu cdu lénh thuc thi gan
day nhat.

Ctrl- N Trd vé cac cau lénh vira thuc thi trong bo

dém history sau khi da& goi lai cac cau
|énh v&i t6 hap phim Ctrl - P

Terminal history size_number

Cau hinh cac dong Iénh sé dugc phép luu
vao trong bd dém history dé cho phép
ban cé thé goi lai nhitng cdu lénh nay
(I6n nhat la 256 cau Iénh).

Router# terminal history size 25

Router chi cé thé luvu dugc t6i da la 25
cau lénh da dugc thuc thi vao trong bod

dém history

Router# no terminal history size 25

Cau hinh router trd vé mac dinh chi luu
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dugc 10 cau lénh da thuc thi vao trong

bd dém history.

* Chu y: cau lénh history size cung cdp chi’c nang tucdng tu nhu ciu lénh: terminal

history size.

11. Cac cau Iénh Show

Router# show version

Hién thi cac thdng tin vé phdn mém Cisco
I0S hién thai.

Router# show flash

Hién thi cac théng tin vé bd nhd Flash

Router# show history

Hién thi tat ca cac cadu lénh da dugc luu

trir trong b6 dém history.
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Phan II - CAU HINH ROUTER

Chucong 3 - Cau hinh Cisco Router

Chudng nay sé bao gdbm nhitng thong tin va cac cau Iénh cé lién quan dén nhitng cha dé

sau:
- Cac ché do cau hinh cua router.
- Ché d6 Global Configuration.
- Cau hinh router véi cac tham s6 sau:
+ Names
+ Passwords
+ Password ma héa
+ Tén cac Interface
+ Di chuyén gilta cac Interface.
+ Cau hinh Interface Serial

+ Cau hinh Interface Fast Ethernet

+ Tao message-of-the-day (MOTD) banner.

+ Tao mot login banner
+ Cau hinh thdgi gian.

+ Gan mot host name véi mot dia chi IP.

+ Cau lénh: no ip domain-lookup
+ Cau lénh: logging synchronous
+ Cau lénh exec-timeout

+ Luu file cdu hinh

+ Xoa file cau hinh.

- Cac cau |énh show dé kiém tra ciu hinh router.

- Cac cau lénh trong ché dd cau hinh EXEC: Cau Iénh do.

1. Cac ché d6 cau hinh cua Router

Router> Ché& d6 User.

Router# Ché d6 Privileged (cling dugc goi la ché
dd EXEC)

Router(config)# Ché do Global Configuration

Router(config-if) #

Ché do Interface Configuration

Router(config-subif)#

Ché do Subinterface Configuration

Router(config-line)#

Ché& d6 cau hinh Line.

Router(config-router) #

Ché do Router Configuration

2. Ché do Global Configuration

Router>

Gidi han cac cau lénh ma ngudi dung co
thé thuc thi dugc. D& v8i ch& dd ciu
hinh nay ngudi dung chi cé kha nang
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hién thi cadc thdng s& cdu hinh trén
router. Khdng thé cdu hinh dé€ thay déi
cac thong s6 cau hinh va hoat déng cua

router.

Router#

Ban cé thé&€ nhin thdy file cdu hinh va
thay d6i cac tham s& cdu hinh trén file

cau hinh doé.

Router# configure terminal

Router(config)#

Chuyén ngudi dung vao ché dé Global
Configuration. Vdi ché d6 nay ban sé co
thé bat dau cdu hinh nhitng thay ddi cho

router.

3. C4au hinh cac tham s6 cd ban cho router

3.1. Cau hinh Router Name

- Cau lénh nay thuc thi dugc trén ca cac thiét bi router va switch cta cisco.

Router(config)# hostname Cisco

Cisco(config)#

Cau hinh tén cho router ma ban mudn

chon.

3.2. Cau hinh Passwords

- Nhitng cau lénh sau dugc phép thuc thi trén cac thiét bi Router va Switch cua Cisco.

Router(config)# enable passwork cisco

Cau hinh enable password

Router(config)# enable secret class

Cau hinh password ma hda cua ché do

enable.

Router(config)# line console O

Router(config-line)# login

Vao ché do line console

Router(config-line)# password console

Cau hinh password cho line console

Cho phép kiém tra password khi login

vao router bang port console.

Router(config)# line vty 0 4
Router(config-line)# password telnet

Router(config-line)# login

Vao ché dé line vty dé cho phép telnet

C4u hinh password dé cho phép telnet

Cho phép kiém tra password khi ngudi

dung telnet vao router

Router(config)# line aux 0
Router(config-line)# password
backdoor

Router(config-line)# login

Vao ché do line auxiliary

Cau hinh password cho line aux

Cho phép router kiém tra password khi
ngudi dung login vao router thong qua
port AUX.

* Cha y: enable secret password la loai password sé dugc ma hoéa theo mac dinh.

Enable password sé khong dugc ma hoa. Vai

ly do d6, Cisco khuyén khich cac ban khong
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nén s dung password enable d& ciu hinh. S dung duy nhat cdu |énh enable secret

password trong router hodc switch dé& ciu hinh.

3.3 M3 hoéa Password

encryption

Router(config)# service password-

Khi cdu lénh dugc thuc thi trén router
hoac switch thi tadt ca cac loai password
trén router hodc switch d6 sé dugc ma

hoa. (Trir enable secret password).

cisco

Router(config)# enable password

Cau hinh enable password la cisco

Router(config)# line console 0
Router(config-line)# password console

Router(config-line)# login

console

Cau hinh password cho line console la

encryption

Router(config)# no service password-

router hodc switch.

Tat tinh nang m& hda password trén

3.4. Tén cac Interface clila Router

- Mot van dé Idn nhat déi vdi cac quan tri mang mdi do la phan biét tén cla cac Interface

trén cadc dong router khac nhau. Vd&i tat ca cac thiét bi Cisco khac nhau trong hé théng

mang ngay nay, thi mot s6 quan tri mang dang rat ling tung trong viéc phan biét tén cla

cac Interface trén router.

- V&i bang bén dudi cdc ban cé thé nhin thdy mot s6 cac loai interface trén cdc dong router

khac nhau. Trén mdi router cac ban cé thé sir dung cdu lénh sau dé xac dinh cac interface

dang hoat déng trén router.

Router# show ip interface brief

Router Port Slot/Port Type Slot Example
Model Location/Slot Numbering
Number Range
2501 On board Ethernet Interface- EthernetO (e0)
type number
On board Serial Interface- Serial0 (S0) va
type number | S1
2514 On board Ethernet Interface- EO va E1
type number
On board Serial Interface- SO va S1
type number
1721 On board Fast Ethernet Interface- FastethernetO
type number | (fa0)
Slot 0 WAC (WIN | Interface- SO va S1
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Interface Card) | type number
(Serial)
1760 On board Fast Ethernet Interface- Fa0/0
type 0/port
Slot 0 WIC/VIC (Voice | Interface- S0/0va S0/1
interface card) type 0/port Vv0/0vaVvo/1
Slot 1 WIC /VIC Interface- S1/0vasSi/1
type 1/port vVi/OvaVvi/1
Sot 2 VIC Interface- V2/0vav2/1
type 2/port
Slot 3 VIC Interface- vV3/0vaVv3/1
type 3/port
2610 On board Ethernet Interface- EO/O
type 0/port
Slot 0 WIC (Serial) Interface- S0/0va Sso0/1
type 0/port
2620 On board Fast Ethernet Interface- Fa0/0
type 0/port
Slot 0 WIC (serial) Interface- S0/0vas0/1
type 0/port
2621 On board Fast ethernet Interface- Fa0/0 va fa0/1
type 0/port
Slot 0 WIC (serial) Interface- S0/0va so0/1
type 0/port
1841 On board Fast Ethernet Interface- Fa0/0 va fa0/1
type 0/port
Slot O High-speed WAN | Interface- S0/0/0 va
Interface card | type s0/0/1
(HWIC)/ WIC [/ | O/slot/port
VWIC
Slot 1 HWIC/WIC/VWIC | Interface- S0/1/0 va
type s0/1/1
0/slot/port
2801 On board Fast Ethernet Interface- Fa0/0 va fa0/1
type 0/port
Slot 0 VIC /VWIC (voice | Interface- v0/0/0 -
only) type v0/0/3
0/slot/port
Slot 1 HWIC/WIC/VWIC | Interface- 0/1/0-0/1/3
type (single-wide
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interface s0/0/0

Serial Interface

Configuration

interface s0/0/0

0/slot/port HWIC)
0/1/0-0/1/7
(double-wide
HWIC)
Slot 2 WIC/VIC/ Interface- 0/2/0-0/2/3
VWIC type 0/slot/
port
Slot 3 HWIC/WIC/ Interface- 0/3/0-0/3/3
VWIC type 0/slot/ (single-wide
port HWIC)
0/3/0-0/3/7
(double-wide
HWIC)
2811 Built in to USB Interface- usb0 & usb 1
chassis front type port
Built in to Fast Ethernet Interface- fa0/0 &
chassis rear Gigabit Ethernet type 0/port fa0/1 gi0/0 &
gio/1
Slot 0 HWIC/HWICD/ Interface- s0/0/0 &
WIC/VWIC/ type 0/slot/ s0/0/1
VIC port fa0/0/0
& 0/0/1
Slot 1 HWIC/HWICD/ Interface- s0/1/0 &
WIC/VWIC/ type 0/slot/ s0/1/1
VIC port fa0/1/0
&0/1/1
NME slot NM/NME Interface- gil/0 &
type 1/port gil/1s1/0&
s1l/1
3.5. Di chuyén giira cac Interface
Rouer(config) # Chuyén vao ché& dé | Router(config)# Chuyén vao ché& db

Serial Interface

Configuration

Router(config-if) #

exit

Trd lai ché do
Global

configuration

Router(config-if) #
interface fa0/0

Chuyén truc tiép
sang ché do cau
hinh cla Interface
Fast Ethernet 0/0
tlr ché do cdu hinh

clla mot Interface
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khac.

Router(config)# Chuyén vao ché& db

interface fa0/0 cau hinh cta
Interface Fast

Ethertnet

Router(config-if)# | Dang trong ché do
cau hinh cta
Interface Fast

Ethernet

3.6. Cau hinh Interface Serial

Router(config)# interface s0/0/0

Chuyén vao ché dé c8u hinh cla

Interface S0/0/0.

Router(config-if)# description Link to
ISP

LGi mo ta cho Interface Serial nay. (day

la thy chon).

Router(config-if)# ip address
192.168.10.1 255.255.255.0

Gan mot dia chi ip va subnet mask cho

interface Serial nay.

Router(config-if)# clock rate 56000

Cau hinh gia tri Clock rate cho Interface
(Chi cau hinh cau lénh nay Khi interface
do la DCE).

Router(config-if)# no shutdown

Bat Interface.

3.7. Cau hinh Interface Fast Ethernet

Router(config)# interface Fastethernet
0/0

Chuyén vao ché d6 cdu hinh cua

Interface Fast Ethernet 0/0

Router(config-if)# description

Accounting LAN

Cau hinh I&i m6 ta cho Interface. (day la

tuy chon)

Router(config-if)# ip address
192.168.20.1 255.255.255.0

Gan mot dia chi ip va subnet mask cho

Interface

Router(config-if)# no shutdown

Bat Interface.

3.9. Tao Messga-of-the-Day Banner

Router(config)# banner motd $ This is

banner motd $

Pinh nghia mét doan thong diép sé dudgc
dua ra khi ngudi dung login vao router.
Poan thdong diép doé sé dugc dat trong
mot cap ky tu dac biét.

3.10. Tao Login Banner.

Router(config)# banner login $ This is

banner login $

Pinh nghia mét doan thong diép sé dugc
dua ra khi ngudi dung login vao router.
Poan thdong diép doé sé dugc dat trong
mot cap ky tu dac biét.
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* Cha y: login banner s& dugc hién thi trudc ddu nhdc nhdp username va password. SU

dung cdu Iénh no banner login dé disable login banner. MOTD banner s& hién thi trudc

login banner.

3.11 C3u hinh Clock time Zone

Router(config)# clock timezone EST -5

C4u hinh vlung thdi gian sé dugc hién thi.

3.12 Gan mét host name cho moét dia chi IP

Router(config)# ip host lodon
172.16.1.3

Gan mot host name cho mét dia chi IP.
Sau khi cau Iénh dé da dugc thuc thi,
ban cé thé sir dung host name thay vi si
dung dia chi IP khi ban thuc hién telnet
hoac ping dén dia chi IP do.

Router# ping lodon

Router# ping 172.16.1.3

Ca hai cau lénh d6 thuc thi chdc nang
nhu nhau, sau khi ban da gan dia chi IP

v@i mot host name.

* Chu y: Theo mac dinh thi chi s6 port trong cau |énh ip host la 23, hoac Telnet. Néu ban

mudn Telnet d&n mot thiét bi, thi ban cd thé thuc hién theo mét trong s6 cac cach sau:
Router# london = Router# telnet lodon = Router# telnet 172.16.1.3

3.12. Cau Iénh no ip domain-lookup

Router(config)# no ip domain-lookup

Router(config)#

Tat tinh ndng tu dong phan dai mot céu
[énh nhap vao khéng dung sang mot host

name.

3.13. Cau lIénh logging synchronous

Router(config)# line console 0

Chuyén c8u hinh vao ché dd line.

Router(config-line)# logging

synchronous

Bat tinh logging.
Nhirng thdng tin hién thi trén man hinh

nang synchronous

console sé& khéng ngat cdu Iénh ma ban

dang go.

3.14. Cau Iénh exec-timeout

Router(config)# line console 0

Chuyén c&u hinh vao ché dd line.

Router(config-line)# exec-timeout 0 0

C4u hinh thgi gian dé gidi han man hinh
console sé tu dong log off. Cadu hinh
tham s6 0 0 (phut giay) thi déng nghia
vdi viéc console sé khong bao gid bi log
off.
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Router(config-line)#

3.15. Luu file cau hinh

Router# copy running-config startup-

config

Luu file cdu hinh dang chay trén RAM
(file running config) vao NVRAM.

Router# copy running-config tftp

Luu file cdu hinh dang chay trén RAM vao

mot server TFTP.

3.16. Xba file cau hinh

Router# erase startup-config

Xda file cdu hinh dang luu trong NVRAM.

3.17. Cac cau |énh Show

Router#show ?

Hién thi tdt ca cadc ciu lénh show cbé kha
nang thuc thi.

Router#show interfaces

Hién thi trang thai cho tat ca cac Interface.

Router#show interface serial
0/0/0

Hién thi trang thai cho mét interface da dugc

chi ra

Router#show ip interface brief

Hién thi cac thong tin téng quat nhéat cho tét
ca cac interface, bao gom trang thai va dia
chi IP da dudc gan.

Router#show controllers serial
0/0/0

Hién thi cac thoéng tin vé phan cing ctia mét

interface.

Router#show clock

Hién thi th&i gian d3& dudc cdu hinh trén

router.

Router#show hosts

Hién thi bang host. (Bang nay cd chilra cac
danh muc anh xa gilta moét dia chi ip véi mét

host name).

Router#show users

Hién thi cac user dang két ndi truc tiép vao
thiét bi.

Router#show history

Hién thi cdc cdu |énh da thuc thi trén router

dang luu trong b6 dém history

Router#show flash

Hién thi thdng tin vé bé nhé§ Flash.

Router#show version

Hién thi cac théng tin vé I0S.

Router#show arp

Hién thi bang ARB.

Router#show protocols

Hién thi trang thai cla cac giao thic layer 3

da cau hinh trén router.

Router#show startup-config

Hién thi file cdu hinh Startup dudc Iuu trong
NVRAM

Router#show running-config

Hién thi cdu hinh dang chay trén RAM.
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3.18. Cac cau lénh trong ché do cdu hinh EXEC: Cau lénh do

Router(config)# do show running- Cau lénh show running-config chi dugc
config thuc hién & ché do privileged, nhung khi
dua tUr khdéa do vao trudc cdu Iénh nay
thi ban cé thé thuc thi cdu Iénh d6 & ché

do Global configuration.

Router(config)# Router sé trd vé ché dé Global
configuration sau khi cau |énh trén dudc
thuc thi.

4. Vi du: Cau hinh cg ban Router
Hinh 3-1 13 sd d6 mang cho vi du cdu hinh router, trong vi du nay sé& biéu dién c&u hinh

cac tham s6 cd ban cua router sir dung cac cau Iénh trong pham vi cia chuagng nay.

Hinh 3-1

172.18.10.10 172.18.10.1

I 1 — 0/0/0 172.16.30:30
—— L g 172.18.20.0 AL, E " y
{ — EB S0/0/ e TR0
[t faoo "Boston- DCE L 4 =z i / 77
Metwork 172.16.20.0/24 Metwaork 172.16.20.0/30 Metwork 172.16.30.0/24
4.1 Trén Router Boston
Router> enable Chuyén vao ché dd Privileged.

Router# clock set 18:30:00 Juny 2008 | C4u hinh thgi gian cho router.

Router# configure terminal Chuyén vao ché& dd Global Configuration.

Router(config)# hostname Boston Cau hinh tén cho router la Boston.

Router(config)# no ip domain-lookup Tat tinh nang tu déng phan giai tén cho

cac cau lénh nhap sai.

Boston(config)# banner motd # This is | Tao mot banner MOTD.
the Boston Router Authorized Access
Only #

Boston(config)# clock timezone EST -5 | CAu hinh vlung thdi gian la Eastern
Standard Time

Boston(config)# enable secret cisco C4u hinh méat khdu enable secret la
Cisco.

Boston(config)# service password- Thuc hién ma hda tat cad cac password

encryption trén router

Boston(config)# line console 0 Vao ché& do cau hinh line console.

Boston(config-line)# logging Bat tinh nang synchronous logging.
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synchronous

Nhirng thdng tin hién thi trén man hinh
console sé& khéng ngat cdu Iénh ma ban

dang go.

Boston(config-line)# password class

C&u hinh mét khdu cho line console Ia

Class.

Boston(config-line)# login

Cho phép router kiém tra méat khau khi
ngudi dung login vao router qua céng

console.

Boston(config-line)# line aux 0

Vao ché do line aux.

Boston(config-line)# password class

C4u hinh mat khdu cho cdng aux la

Class.

Boston(config-line)# login

Cho phép router kiém tra mét khau khi
ngudi dung login vao router qua céng

aux.

Boston(config-line)# exit

Chuyén vé db cdu hinh Global.

Boston(config)# no service password-

encryption

Tat tinh ndng ma héa méat khau.

Boston(config)# interface fasethernet
0/0

Chuyén vao ché dé c8u hinh cla

interface fa0/0

Boston(config-if)# description

Engineering LAN

Cau hinh I16i mo6 ta cho Interface Fa0/0.

Boston(config-if)# ip address
172.16.10.1 255.255.255.0

Gan mot dia chi ip va Subnet mask cho

Interface fa0/0 cua router.

Boston(config-if)# no shutdown

Bat Interface.

Boston(config)# interface serial 0/0/0

Chuyén vao ché dé c8u hinh cla

interface s0/0/0

Boston(config-if)# description Link to

Buffalo Router

Cau hinh 16i mo6 ta cho interface s0/0/0

cla router.

Boston(config)# ip address
172.16.20.1 255.255.255.252

Gan dia chi

interface s0/0/0 cua router Boston.

ip va subnet mask cho

Boston(config-if)# clock rate 56000

Gan gid tri Clock rate cho interface
S0/0/0. Ban phai chdc chdn rang cap
DCE sé phai dugc cam vao Interface

s0/0/0 cua router Boston.

Boston(config-if)# no shutdown

Bat Interface.

Boston(config-if)# exit

Chuyén ra ché& dé cdu hinh Global

Configuration.

Boston(config)# ip host buffalo
172.16.20.2

Gan mét dia chi ip cho mét host name dé
thuc hién viéc phan dai gilra dia chi ip va

tén.
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Boston(config)# exit Chuyén ché& dé cdu hinh vé Privileged.

Boston# copy running-config startup- | Luu file cau hinh dang chay trén RAM vao
config NVRAM.
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Phan III: DINH TUYEN

Chuang 4: Pinh tuyén tinh

Chuang 5: Giao thific dinh tuyén RIP

Chuang 6: Giao thific dinh tuyén EIGRP

Chuadng 7: OSPF dan vung

Chuong 4: Pinh tuyén tinh

Chuadng nay sé cung cap cho cac ban nhitng théng tin va cac cau lénh cd lién quan dén

nhirng cha dé sau:

- Cau hinh Static Route trén Router.

- TU khoa permanet.

- Static route va Administrative Distance.
- Cau hinh Default route trén Router.

- Kiém tra Static Routes

- Vi du: Static Routes.

1. C4au hinh Static route trén Router

- Khi st dung cau Iénh ip route, ban cé thé xac dinh noi ma cac goéi tin cé thé dugc dinh

tuyén theo hai cach sau:

+ Dia chi ip cla router tié€p theo (next-hop)

+ Interface trén Router ban dang cau hinh.

- Ca hai cach nay s& dudc hién thi trong phan « Vi du :

Defautl Router trén Router«.

Static Routes « va « Cau hinh

Router(config)# ip route 172.16.20.0
255.255.255.0 172.16.10.2

Trong 4o :

172.16.20.0 = mang dich.
255.255.255.0 = subnet mask cua mang
dich.

Céc ban cé thé hiéu ciu Iénh dé nhu sau:
DE c6 thé dén dudc mang dich Ia
172.16.20.0, vdi subnet mask cia mang
doé la 255.255.255.0, thi gui tat ca dir
liéu ra 172.16.10.2.

Router(config)# ip route 172.16.20.0
255.255.255.0 serial 0/0/0

Trong 4o :
172.16.20.0 = mang dich.
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255.255.255.0 = subnet mask cua mang
dich.

Céc ban cé thé hiéu ciu Iénh dé nhu sau:
DE c6 thé dén dudc mang dich Ia
172.16.20.0, véi subnet mask clua mang
doé la 255.255.255.0, thi gui tat ca dir

liéu ra ngoai interface s0/0/0.

2. T’ khéa Permanent

- Néu khoéng co6 tir khoa permanent dudc chi ra trong cau Iénh cdu hinh static route, thi
mot static route sé bi xda bd khoi bang dinh tuyén cla router néu mét interface cla router
bi down. M&t interface d& bi down sé& & nguyén nhan dan dén mang dang két ndi truc tiép
va tat ca cac static route cé lién quan sé bi xéa bd khdi bang dinh tuyén. Néu interface do
hoat dong trd lai, thi cac route do sé dugc hoat dong trd lai nhu trudc.

- Khi thém tUr khéa permanent vao cau Iénh Static route thi cdc Static Route sé& van dugc
luu trong bang dinh tuyén néu nhu interface bi down va nhitng mang két ndi truc ti€p vao
interface s& bi x6a bd. Ban khdng thé sir dung nhitng route dé khi interface bi down nhung
nhifng route dé van s& con trong bang dinh tuyén. Uu diém khi c&du hinh st dung tir khda
nay la néu interface dé hoat dong trd lai, thi cac static route dé6 khong can phai cdu hinh lai
ma van sé dugc hoat dong trd lai nhu binh thudng, chinh vi vay sé tiét kiém thdi gian va
kha nang sU ly cua router.

- Khi static route dugc thém vao hodc bi x6a di, thi route dé sé dudc router xr ly ngay &
giay dau tién. Trudc phién ban Cisco I0S 12.0, thi thdi gian x{ ly la vao giady th( 5.

- D& chi ra mét route nao dé s& khéng bi xda, khi mét interface bi down, cadc ban cé thé si
dung tUr khéa permanent vao cu6i cau Iénh cdu hinh static route, vi du:

Router(config)# ip route 172.16.20.3 255.255.255.0 172.10.2 permanent

3. Static route va Administrative Distance (AD)

- D€ chi ra gia tri Administrative Distance (AD) bdng 200 cho mdt route nao dd, ban cé thé
dung cau lénh nhu trong vi du dudi day:

Router(config)# ip route 172.16.20.0 255.255.255.0 172.16.10.2 200

- Theo mac dinh, mét static route sé dugc gan gia tri AD la 1. AD ciia mot route néi 1én do
tin cay cua route dé, AD cang thap thi do tin cay clua router dé cang I&n. AD la mot gia tri
nam trong khoang tir 0 dén 255, khi mot route co gia tri AD bang 0 thi route dé cé dd tin
cay I8n nhéat va bang 255 thi route d6 c6 dd tin cdy thdp nhét va route dé sé khdéng bao gid
dudc chon dé dua vao bang dinh tuyén. Moét AD cd gid tri bang 0 s& dudc gan cho cac
dudng két ndi truc ti€p vao mot interface cla router. Dudi day 1a danh sach cac AD clia mdi

mot loai route.
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Route type AD
Két ndi truc ti€p 0
Static

EIGRP summary route 5
Exterior BGP 20
EIGRP (internal) 90
OSPF 110
IS-IS 115
RIP 120
EGP (Exterior Gateway Protocol) 140
On-Demand Routing 160
EIGRP (External) 170
Internal BGP 200
Unknown 255

- Theo mac dinh, mot static route s€ luén dudc s dung uu tién hdn so vdi cac route cla
cac giao thic dinh tuyén khac. Bang cach thém gia tri AD vao trong cau |énh ip route, tuy
nhién, ban cé thé si dung né mét cach hiéu qua hon bang cach tao ra mét route du phong
cho giao thic dinh tuyén ban dang s dung. Néu mang cla ban dang chay EIGRP, va ban
can mot route du phong, thi ban cé thé thém vao mot static route véi gia tri AD 18n hon 90.
EIGRP sé dudc sir dung bdi vi gia tri AD cla cac route cla EIGRP tét han so vdi static route.
Né&u cac route clia EIGRP ma bi down, thi static route s& dugc st dung dé thay thé. Phuong
phap nay dudc goi la floating static route.

- Néu moét static route tham chi€éu dé&n mot interface dang ton tai thay vi tham chi€u dén
mot dia chi next-hop, thi mang dich dé dugc coi nhu la dang két ndi truc ti€p vao interface

nay va khi do route nay sé cd gia tri AD bang 0 thay vi bang 1.

3. Cau hinh Default Route trén Router

Router(config)# ip route 0.0.0.0 Khi router nhan dugc mot goéi dir liéu ma
0.0.0.0172.16.10.2 dich cua géi dit liéu nay khoéng cd trong
bang dinh tuyén thi sé gli goi dir liéu do
ra 172.16.10.2

Router(config)# ip route 0.0.0.0 Khi router nhan dugc mot goéi dir liéu ma
0.0.0.0 Serial 0/0/0 dich cua géi dit liéu nay khong cd trong
bang dinh tuyén thi sé gui goi dir liéu do
ra interface s0/0/0

4. Kiém tra static route
- D& hién thi ndi dung cua bang dinh tuyén IP, cac ban cé thé dung céu Iénh sau:

Router# show ip route
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5. Vi du: Cau hinh Static Routes

- Hinh 4-1 1a s6 d® mang cho vi du cdu hinh Static route, cac céu l1énh dé& ciu hinh trong vi

du nay chi ndm trong pham vi cGia chuong nay.
Hinh 4-1:

Metwork 172.16.20.0/30 Metwork 172.16.40.0/30

AEEIE i o000 80010
5 17246404

- = {72.48.204 = ,—-:;-b o — . _;,1:'-“-'

Bos DCE : - mé o

. 1'_,'2:33\_‘:10_1 Sl Kb R : Buﬁ 172 16.40.2 ] Bal’!g =
falid | 172.16.30.1 80D 1172.16.50.1

[ I

17216.40.10 17214630.30 172.16.60.50

MNetwork 172.16.10.0/24 Metwork 172.16.30.0/24 Metwork 172.16.50.0/24

* chd y: host name, password, va cac interface cac ban cd thé tu cdu hinh theo nhu trong

vi du cua chudng 3: “Cau hinh mét Cisco Router”.

Boston Router

Boston> enable Chuyén vao ché& dé Privileged

Boston# configure terminal Chuyén vao ch& dd cidu hinh Global
Configuration

Boston(config)# ip route 172.16.30.0 Cau hinh m6ét static route s dung dia chi

255.255.255.0 172.16.20.2 next-hop

Boston(config)# ip route 172.16.40.0 Cau hinh m6ét static route s dung dia chi

255.255.255.0 172.16.20.2 next-hop

Boston(config)# ip route 172.16.50.0 Cau hinh m6ét static route sir dung dia chi

255.255.255.0 172.16.20.2 next-hop

Boston(config)# exit Chuyén vé ché& db cdu hinh Privileged

Boston# copy run start Luu file cdu hinh dang chay trén RAM vao
NVRAM.
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Buffalo Router

Buffalo> enable

Chuyén vé ché& dd c8u hinh Privileged.

Buffalo# configure terminal

Chuyén vao ch& dd cidu hinh Global

Configuration

Buffalo(config)# ip route 172.16.10.0
255.255.255.0 serial 0/0/1

Cau hinh mot static route si dung mot

interface dang ton tai.

Buffalo(config)# ip route 172.16.50.0
255.255.255.0 s0/0/0

Cau hinh mot static route si dung mot

interface dang ton tai.

Buffalo(config)# exit

Thoat ra ché do Privileged.

Buffalo# copy run start

Luu file cdu hinh dang chay trén RAM vao
NVRAM

Bangor Router

Bangor> enable

Chuyén vao ché& dé cau hinh Privileged.

Bangor# configure terminal

Chuyén vao ché& dd cidu hinh Global

Configuration.

Bangor(config)# ip route 0.0.0.0
0.0.0.0 s0/0/1

Cau hinh static route s dung default

route

Bangor# copy run start

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

Chuong 5: Giao thirc dinh tuyén RIP

Chuadng nay sé cung cap nhitng thong tin va cac cau Iénh can thiét cé lién quan dén nhiing

chu dé sau:

+ Cau lénh ip classess

+ Giao thifc dinh tuyén RIP: cac cau Iénh bat bubc

+ Giao thuc dinh tuyén RIP: cac cau Iénh tuy chon.

+ Xurly 16i véi Rip.

+ Vi du: Cau hinh Ripv2.
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1. Cau Iénh ip classless

Router(config)# ip classess

Router khi nhan dugc goi dit liéu ma dich
cua goi dir liéu khong cé trong bang dinh
tuyén thi géi dir liéu dé sé dugc dinh

tuyén dén default route.

Router(config)# no ip classess

Tat tinh ndng cla cau Iénh ip classess

* chi y: Cau lénh ip classess dugc enable mac dinh tU phién ban Cisco I0S version 11.3

tra 1én.

2. Giao th(rc dinh tuyén RIP: Cac céu |Iénh bat bubc

Router(config)# router rip

Cho phép router st dung giao thiic dinh

tuyén rip.

Router(config-router)# network w.x.y.z

Trong doé w.x.y.z la mang dang két nai
truc ti€p vao router cla ban ma ban

dang mudn quang ba.

* cha y: Ban can quang ba duy nhat nhitng mang day du (classful), khéng phai la moét

subnet:
Router(config-router)# network 172.16.0.0
Khéng phai quang ba:

Router(config-router)# network 172.16.10.0

- Néu ban quang ba mot subnet, thi ban sé& khong nhan dugc mot thong diép bao 13i, bai vi

router s& tu ddng chuyén subnet dé vé dia chi mang classfull.

3. Giao thdc dinh tuyén RIP: Cac cau lénh tuy chon

Router(config)# no router rip

Tat giao thic dinh tuyén hoat ddng trén

router.

Router(config-router)# no network

W.X.Y.Z

Xda bé mang w.x.y.z khéi qua trinh dinh

tuyén cua RIP.

Router(config-router)# version 2

Giao thlc dinh tuyén dugc st dung dé

nhan va gui cac gdi tin Ripv2

Router(config-router)# version 1

Giao thlc dinh tuyén dugc st dung dé

nhan va gui cac gdi tin Ripvl duy nhat.

Router(config-if)# ip rip send version 1

Router sé chi gufi duy nhat cac goi tin

Ripvl qua interface nay.

Router(config-if)# ip rip send version 2

Router sé chi gufi duy nhat cac goi tin

Ripv2 qua interface nay.

Router(config-if)# ip rip send version 1

Router sé chi gui cac gdi tin Ripvl va

Created by: Dwong Van Toan — CCNP, CCSP, MCSE, LPI level 1.

http://www.vnexperts.net

28


http://www.vnexperts.net

2

Ripv2 qua interface nay.

Router(config-if)# ip rip receive

version 1

Router sé chi nhén duy nhat cac géi tin

Ripvl qua interface nay.

Router(config-if)# ip rip receive

version 2

Router sé chi nhén duy nhat cac géi tin

Ripv2 qua interface nay.

Router(config-if)# ip rip receive

version 1 2

Router sé& nhéan cac gdéi tin Ripvl va

Ripv2 qua interface nay.

Router(config-router)# no auto-

summary

T&t tinh ndng tu ddng téng hgp dia chi
cla cac mang classful (chi cé tac dung
vGi Ripv2).

Router(config-router)# passive-
interface s0/0/0

Router sé khéng gui cac thong tin dinh

tuyén cla rip ra ngoai interface nay.

Router(config-router)# neighbor
a.b.c.d

Chi ra mot neighbor dé trao ddi thong tin

dinh tuyén

Router(config-router)# no ip split-

horizon

Tat tinh ndng split horizon trén router

Router(config-router)# ip split-horizon

Enable tinh ndng split horizon trén

router.

Router(config-router)# timers basic 30
90 180 270 360

Thay ddi cac tham s& thdi gian véi RIP:
30 = thdi gian Update

90 = Thdi gian Invalid

180 = Thdai gian hold-down

270 = Thdi gian Flush

360 = Thdi gian Sleep

Router(config-router)# maximum-

paths x

Gidgi han s6 dudng di cho can bang tai la

X (4 la mac dinh, con 6 sé la t6i da).

Router(config-router)# default-

information orginate

Cau hinh default route trong rip.

4. X ly 16i véi RIP

Router# debug ip rip

Hién thi tat ca cac thong tin vé rip dang

xU ly bai router.

Router# show ip rip database

Hién thi ndi dung cua RIP database.

5. Vi du: Cau hinh giao thic dinh tuyén RIPv2
Hinh 5-1 |a sd d6 mang cho vi du cau hinh giao thdc dinh tuyén Ripv2. Cac théng s6 cau
hinh vé& RIPv2 trong vi du nay sé& chi si dung nhitng cau Iénh nam trong pham vi cua

chuaong nay.
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Hinh 5-1.

Metwork 172.16.20.0/30

— 20/0/0
s ey 17218201 = —
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fali

172161010 172AE8.30.30

Metwork 172.16.10.0/24

ot pp i IS 0o ;
’ DCE s = DCE i
E 172.16.20.2 172.16.40.2
172.16.10.1 Acapule
w0 | 172.16.20.1 a0/

Network 172.16.30.0/24

Network 172.16.40.0/30

20100

17218401 o
—
o~ ——

Mazatl
172.16.50.1

17218.50.50

Metwork 172.16.50.0/24

* Cha y: Host name, password, va cac interface coi nhu da dudc cdu hinh trong vi du cla

chuang 3 “Cau hinh Co ban Cisco Router”,

Cancun Router

Cancun> enable

Chuyén c8u hinh vao ché dd Privileged

Cancun# configure terminal

Chuyén c8u hinh vao ché db6 Global

Configuration.

Cancun(config)# router rip

Enable giao thic dinh tuyén RIP.

Cancun(config-router)# version 2

Enable RIPv2

Cancun(config-router)# nework
172.16.0.0

Quang ba cac mang két néi truc ti€p vao

router

Cancun(config-router)# no auto-

summary

Tat tinh ndng auto-summarization

Cancun# copy run start

Luu file cdu hinh dang chay trén RAM vao
NVRAM

Acapulco Router

Acapulco> enable

Chuyén c8u hinh vao ché dd Privileged.

Acapulco# configure terminal

Chuyén c8u hinh vao ché db6 Global

Configuration.

Acapulco(config)# router rip

Enable giao thic dinh tuyén RIP.

Acapulco(config-router)# version 2

Enable RIPv2

Created by: Dwong Van Toan — CCNP, CCSP, MCSE, LPI level 1.

http://www.vnexperts.net

30


http://www.vnexperts.net

Acapulco(config-router)# network
172.16.0.0

Quang ba cac mang két néi truc ti€p vao

router

Acapulco(config-router)# no auto-

summary

Tat tinh ndng auto-summarization

Acapulco# copy run start

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

Mazatlan Router

Mazatlan> enable

Chuyén c8u hinh vao ché dd Privileged.

Mazatlan# configure terminal

Chuyén c8u hinh vao ché& dd Global

Configuration.

Mazatlan(config)# router rip

Enable giao thic dinh tuyén RIP.

Mazatlan(config-router)# version 2

Enable RIPv2

Mazatlan(config-router)# network
172.16.0.0

Quang ba cac mang két na6i truc ti€p vao

router

Mazatlan(config-router)# no auto-

summary

Tat tinh ndng auto-summarization

Mazatlan# copy run start

Luu file cdu hinh dang chay trén RAM vao

NVRAM.

Chuong 6: Giao thirc dinh tuyén EIGRP

Chuadng nay sé cung cap nhitng théng tin va cac cau Iénh cd lién quan dén nhirng cha dé
sau:

- C4u hinh Enhanced Interior Gateway Routing Protocol (EIGRP).

- EIGRP auto-summarization

- Can bang tai: variance

- Sr dung bang thong.

- Xac thuc

- Kiém tra EIGRP.

- XU ly 16i véi EIGRP.

- Vi du: cau hinh EIGRP.

1. Cau hinh Enhanced Interior Gateway Routing Protocol (EIGRP)

Router(config)# router eigrp 100 Cho phép giao thdc dinh tuyén EIGRP

chay trén router v@i gid tri Autonomous
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System 1a 100. Gid tri AS c6 thé ndm
trong khoang tir 1 dén 65535

Tat céd cac router hoat dong trong clng
mot autonomous system sé phai cau

hinh cung gia tri AS.

Router(config-router)# network
10.0.0.0

Chi ra cac mang sé dudc quang ba bdi
giao thuc dinh tuyén EIGRP.

Router(config-if)# bandwidth x

Cau hinh gia tri bang thong cho Interface
la x kbps @& cho phép EIGRP tinh todn

metric cla cac dudng di

Cau lénh bandwidth chi dugc s dung
cho viéc tinh toan metric. N6 khong anh
hudng dén hiéu xuat hoat dong cua

interface.

Router(config-router)# no network
10.0.0.0

Xo6a bo mot mang tir ti€n trinh xU' ly cla
EIGRP.

Router(config)# no router eigrp 100

Disable tién trinh dinh tuyén ciia EIGRP.

Router(config-router)# network
10.0.0.0 0.255.255.255

Xac dinh cac interface hoac cac mang sé
bdi EIGRP. Nhiing

interface sé phai cdu hinh dia chi IP nam

dudgc quang ba

trong dai ma cau l|énh network da

quang ba.

Router(config-router)# metric weights
tos k1 k2 k3 k4 k5

Thay ddi cac giad tri K mac dinh dugc si
dung bdi thudt todn DUAL dé tinh todn
metric.

Cac gia tri mac dinh: tos = 0; k1 = 1; k2
=0;k3=1;k4=0; k5 =0.

* Cha y: DE cac router c6 thé thiét 1ap dugc mdi quan hé neighbor thi cac gid tri K phai

dudc cdu hinh giéng nhau trén cac router. N8u ban khdng thuc su hiéu vé hé thdng mang

cla ban, thi cac ban khdng nén thay déi cac gia tri K.

2. EIGRP Auto-Summarization

Router(config-router)# auto-summary

Cho phép giao thic dinh tuyén EIGRP

hoat dong vdi tinh nang auto-summary

Chu y: Theo mac dinh thi tinh nang auto-
summary co thé enable hodc bj disable

tuy theo tiing phién ban cua Cisco 10S.

Router(config-router)# no auto-

summary

Disable tinh nang auto-summarization.
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Chu y: Cau lénh auto-summary da bi
disable theo mac dinh, bat dau tir phién
ban Cisco I0S 12.2(8)T.

Router(config)# interface fastEthernet | Vao ché d6 cau hinh cua interface Fa0/0
0/0
Router(config)# ip summary-address Enable chirc ndng téng hop dia chi bang
eigrp 100 10.10.0.0 255.255.0.0 75 tay cho EIGRP AS 100 trén interface da
dudc chi ra. Gia tri AD (Administrative

distance) la 75 sé dudc gan cho route

summary nay.

* Cha y:

- Giao thic dinh tuyén EIGRP sé tu ddng téng hdp dia chi ciia cdc mang thanh dia chi cla
Classful. Néu mot mang dugc thi€t khéng t6t véi nhitng subnet khong lién ké nhau thi sé
dan dén mot s6 van dé vé két néi néu tinh ndng auto-summary dang hoat déng. Cho vi du,
ban c6 cac router quang ba cung moét mang 172.16.0.0/16, trong khi dé thuc su thi cac
router d6 mudn quang ba hai mang khac nhau la: 172.16.10.0/24 va 172.16.20.0/24.

- Trong qua trinh thuc hanh néu can thiét thi cic ban nén tat tinh ndng tu ddng téng haop
dia chi (auto-summary), st dung ciu |énh ip summary-address, va phudng phap téng

hop bang tay.

3. Can bang tai vdi variance

Router(config)# router eigrp 100 Cho phép router hoat dong véi giao thirc
dinh tuyén EIGRP AS la 100

Router(config-router)# network Chi ra nhirng mang sé dugc quang ba bdi

10.0.0.0 EIGRP.

Router(config-router)# variance n Router sé chon nhitng dudng di cé metric

nhd hon hodc bdng n*metric thdp nhat
cua router dé dén mang dich. Trong do6 n
la chi s6 dudgc chi ra bdi cau lénh

variance

* Cha y:

- Néu mét dudng di dén dich cia moét router ma khéng co Feasibel Successor, thi nd sé
khdng dudc sir dung dé thuc hién co ché& can bang tai.

- Giao thlc dinh tuyén EIGPR hd trg can bang tai t6i da 1a 6 dudng cé cost khéng béng

nhau.

4. Sr dung Bandwidth trong EIGRP

Router(config)# interface serial 0/0 Vao ché d6 cau hinh cua interface S0/0
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Router(config-if)# bandwidth 256

Cau hinh gia tri bandwidth cho interface
da chi ra 1a 256 kbps d&€ cho phép giao
thdc EIGRP tinh toan metric.

Router(config-if)# ip bandwidth-
percent eigrp 50 100

C4u hinh ti I& bang thdng cé thé dudc sur
dung bdi EIGRP trén cac interface. Trong
do:

50 la gia tri EIGRP Autonomous system
100 la ti 1é % sU dung bdi EIGRP trén

Interface

* Cha y : Theo mac dinh, thi EIGRP sé st dung duy nhat 50% bang théng cla interface
trao déi thdong tin dinh tuyén. Nhirng gia tri I6n han 100% ciling ¢ thé dugc ciu hinh.

5. Xac thuc

Router(config)# interface serial0/0

Vao ché do cau hinh interface S0/0

Router(config-if)# ip authentication

mode eigrp 100 md5

Cho phép thuat todn MD5 sé dugc su
dung dé xac thuc déi véi cac gdi tin cla

EIGRP trén cac interface.

Router(config-if)# ip authenticaiton

key-chain eigrp 100 romeo

Cho phép xac thuc cac géi tin cia EIGRP.

Romeo la tén cua key chain.

Router(config-if)# exit

Trd& vé ché do cau hinh Privileged.

Router(config)# key chain romeo

Tao ra moét key chain. Tén cua key chain
dé phai tuong Ung vdi tén da dugc cdu

hinh trong mode interface.

Router(config-keychain)# key 1

Xac dinh chi s6 cua key.

* Cha y: Chi s6 cua key cé thé ndm
trong khoang tir 0 dén 2147483647. Chi
s6 key dé khong can phai lién ti€p nhau.
Can phai tao it nhat mét key trong mot

key chain.

Router(config-keychain-key)# key-

string shakespare

Xac dinh key string.

* Chu y: mot key string c6 thé chira tur 1
dén 80 ky tu va trong dé bao gom ca cac
ky tu thudng, hoa, dac biét, sé.

Router(config-keychainkey)#
accept-lifetime start-time
{infinite | end-time | duration

seconds}

Tuy chon nay sé€ chi ra khoang thdgi gian

ma key sé dudc nhan.

Router(config-keychain-key)#

Tuy chon nay chi ra khoang thdi gian ma
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sendlifetime key sé& dudc guri.
start-time {infinite | endtime

| duration seconds}

* Cha y: Thai gian khdi tao va thdi gian két thic phai tuong ng gilta cac router, vi vay
dam bao rang céac router phai sir dung cung cac tham s6 vé thdi gian. Trong qua trinh thuc

hanh, cac ban nén s dung giao thi’c Network Time Protocol (NTP) hodc mot s6 phuadng

thirc dong bo thai gian khac.

6. Kiém tra EIGRP

Router# show ip eigrp neighbors

Hién thi bang neighbor

Router# show ip eigrp neighbors
detail

Hién thi chi ti€t bang neighbor.

Router# show ip eigrp interface serial
0/0

Hién thi thdng tin vé cac interface dang
chay giao thic dinh tuyén EIGRP vdi AS
100

Router# show ip eigrp topology

Hién thi bang topology

Router# show ip eigrp traffi

Hién thi s6 lugng gdi tin va cac loai gdi
tin da dugc nhan va gui.

Router# show ip route eigrp

Hién thi bang dinh tuyén véi cac route xr
ly bdi EIGRP

7. XU ly 16i v8i EIGRP

Router# debug eigrp fsm

Hién thi cac su kién va hoat ddng cé lién
quan dén EIGRP feasible successor
metrics (FSM)

Router# debug eigrp packet

Hién thi cac su kién va cac hoat ddng cé

lién quan dén cac goi tin cua EIGRP

Router# debug eigrp neighbor

Hién thi cac su kién va cac hoat ddng cb

lién quan dén EIGRP neighbors

Router# debug ip eigrp notifications

Hién thi cac su kién canh bdo clia EIGRP

8. Vi du

- Hinh 6-1 la s@ d6 két n6i mang cho vi du cdu hinh giao thirc dinh tuyén EIGRP trén cac

router.
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Hinh 6-1

EIGRP Routing with
MD5S Authentication
Between Routers

-

17216101024

£0/0 o %
P, 172.16.20.1/24 S0 g
Ih':‘: — — 17216.202724 | om —— Corporate
. Ausﬁp’ 5ce Hou Network
falA fanvq
172.16.10.1/24 172.16.30.1/24

172.16.30.30/24

Router Austin

Austin>enable

Chuyén c8u hinh vao ché dd Privileged

Austin#configure terminal

Chuyén c8u hinh vao ché db6 Global

configuration

Austin(config)#interface serial 0/0

Vao ché do cau hinh cuta interface S0/0

Austin(config-if) #ip address
172.16.20.1 255.255.255.0

Gan dia chi IP va subnetmask cho

interface

Austin(config-if) #ip authentication

mode eigrp 100 md5

Cho phép thuéat todn MD5 dudgc s dung
dé xac thuc cac gdi tin EIGRP

Austin(config-if) #ip authentication

key-chain eigrp 100 susannah

Cho phép thuéat todn MD5 dudgc s dung
dé xac thuc cac goi tin EIGRP, vdéi

susanah la tén cua key chain.

Austin(config-if)#no shutdown

Enable Interface.

Austin(config-if) #interface
fastethernet 0/1

Vao ché do6 cau hinh cua interface fa0/1

Austin(config-if)#ip address
172.16.10.1 255.255.255.0

Gan dia chi

interface

ip va subnetmask cho

Austin(config-if)#no shutdown

Enable Interface

Austin(config-if) #router eigrp 100

Enable giao thuc dinh tuyén EIGRP hoat

dong trén router

Austin(config-router)#no auto-

summary

Disable tinh ndng tu ddng téng hogp dia
chi IP

Austin(config-router)#eigrp
logneighbor-
Changes

Hién thi nhitng thay ddi cia neighbors

Austin(config-router)#network
172.16.0.0

Quang ba cac mang dang két ndéi truc

ti€p vao cac interface cua router
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Austin(config-router)#key chain

Susannah

Tao mot key chain, key chain nay phai
gidng vdi tén cua key chain & trong mode

interface

Austin(config-keychain)+#key 1

Xac dinh chi s6 cua mot key

Austin(config-keychain-key)#keystring

Tower

Xac dinh key string

Austin(config-keychain-
key)+#acceptlifetime
06:30:00 Apr 19 2007 infinite

Chi ra khoang thgi gian ma key c6 thé
dudgc nhan.

Austin(config-keychain-
key)+#sendlifetime

06:30:00 Apr 19 2007 09:45:00
Apr 19 2007

Chi ra khoang thdi gian ma key cé thé
gui.

Austin(config-keychain-key)#exit

Trd vé ché d6 cau hinh Global

Austin(config) #exit

Trd vé ché do cdu hinh privileged

Austin#copy running-config

startupconfig

Luu file cdu hinh dang chay trén RAM vao
NVRAM

Router Houston

Houston>enable

Chuyén c8u hinh vao ché dd Privileged

Houston#configure terminal

Chuyén c8u hinh vao ché db6 Global

configuration

Houston(config)#interface serial 0/1

Vao ché do6 cau hinh cua interface S0/1

Houston(config-if) #ip address
172.16.20.2 255.255.255.0

Gan dia chi IP va subnetmask cho

interface

Houston(config-if) #ip authentication

mode eigrp 100 md5

Cho phép thuéat todn MD5 dudgc s dung
dé xac thuc cac gdi tin EIGRP

Houston(config-if)#ip authentication

key-chain eigrp 100 eddie

Cho phép thuéat todn MD5 dudgc s dung
dé xac thuc cac gdi tin EIGRP, véi eddie

la tén cua key chain.

Houston(config-if)#clock rate 56000

C&au hinh Clock rate

Houston(config-if)#no shutdown

Enable Interface.

Houston(config-if) #interface
fastethernet 0/1

Vao ché do6 cau hinh cua interface fa0/1

Houston(config-if) #ip address
172.16.30.1 255.255.255.0

Gan dia chi

interface

IP va subnetmask cho

Houston(config-if)#no shutdown

Enable Interface.

Houston(config-if) #router eigrp 100

Enable giao thuc dinh tuyén EIGRP hoat

dong trén router

Houston(config-router)#no auto-

Disable tinh ndng tu ddng téng hogp dia
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summary

chi IP

Houston(config-router)#eigrp
logneighbor-
Changes

Hién thi nhitng thay ddi cua neighbors

Houston(config-router)#network
172.16.0.0

Quang ba cac mang dang két ndéi truc

ti€p vao cac interface cua router

Houston(config-router)#key chain
eddie

Tao mot key chain, key chain nay phai
gidng vdi tén cua key chain & trong mode

interface

Houston(config-keychain)#key 1

Xac dinh chi s6 cua mot key

Houston(config-keychain-
key)+#keystring

Tower

Xac dinh key string

Houston(config-keychain-
key)+#acceptlifetime
06:30:00 Apr 19 2007 infinite

Chi ra khoang thdi gian ma key cé thé
dudgc nhan.

Houston(config-keychain-
key)+#sendlifetime

06:30:00 Apr 19 2007 09:45:00
Apr 19 2007

Chi ra khoang thdi gian ma key cé thé
gui.

Houston#copy running-config

startupconfig

Luu file cdu hinh dang chay trén RAM vao
NVRAM

Chucong 7: OSPF don vung

Chuadng nay sé cung cap cac thong tin va nhirtng cau lénh co lién quan dén nhitng chu dé
sau:
- Cau hinh OSPF: cac cau |énh bat budc

- S dung wildcard mask véi cac vung OSPF

- Cau hinh OSPF: Cac cau lénh tuy chon

+ Loopback interface
+ Router ID

+ Bau chon DR/BDR

+ Sira ddi gid tri clia cac metric

+ Xac thuc: don gian

+ Xac thuc: S dung thuat toan MD5
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+ Cac tham s6 thdi gian
+ Quang ba Default route
- Kiém tra c&u hinh OSPF
- XU ly 16i OSPF

- Vi du: cau hinh OSPF dan vung

1. C3u hinh OSPF: cac cau lénh bat budc

Router(config)# router ospf 123

Khgi déng giao thic dinh tuyén OSPF vdi
process id la 123. Process ID |a moét gia
tri nguyén nam trong khoang tir 1 dén
65535. Proccess ID khong cé lién quan
dén OSPF area.

Router(config-router)# network
172.16.10.0 0.0.255 are O

OSPF quang ba cdc interface, khong phai
la quang ba cac mang. S dung wildcard
mask dé€ xac dinh nhitng interface nao sé

dudc quang ba.

* Cha y: Proccess ID trén mot router
khéng can thiét phai giéng vdi process ID

trén céac router khac.

Router(config-router)# log-adjacency-

changes detail

C3u hinh dé cac router s& gii mot théng
diép log khi cé su thay déi vé trang thai

cua cac OSPF neighbor.

2. SU dung wildcard mask v6i cac OSPF area

- Khi dudc dung dé so sdnh cac dia chi IP, mdt wildcard mask s& xac dinh nhitng dia chi nao

tuong ’ng cho mot area:

+ Gia tri 0 1a mot wildcard mask dugc dung dé kiém tra dung bit d6 trong dia chi IP

phai tudgng Uing.

+ Gia tri 1 1a mét wildcard mask dugc ding dé€ bé qua bit d6 trong dia chi IP

Vidu1:172.16.0.0 0.0.255.255
172.16.0.0 =

10101100.00010000.00000000.00000000

0.0.255.255 = 00000000.00000000.11111111.11111111

result =

172.16.x.x (moi dia chi

10101100.00010000.xxXXXXXXX . XXXXXXXX
IP nam trong khodng tu 172.16.0.0 va

172.16.255.255 sé tuagng Ung vdi vi du nay)

Viduy 2:172.16.8.0 0.0.7.255

172.168.8.0 = 10101100.00010000.00001000.00000000
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0.0.0.7.255 = 00000000.00000000.00000111.11111111

result =
00001xxx =

XXXXXXXX =

10101100.00010000.00001xxx.xXXXXXXX
00001000 to 00001111 = 8-15
00000000 to 11111111 = 0-255

Moi dia chi IP ndm trong khoang tur 172.16.8.0 dén 172.16.15.255 sé tudng

rng vdi vi du nay.

Router(config-router)# network
172.16.10.1 0.0.0.0 are O

Cau Iénh nay ¢ thé dudc hiéu nhu sau:
Moi interface c6 dia chi IP chinh xac la
172.16.10.1 sé hoat dong trong area 0

Router(config-router)# network
172.16.10.0 0.0.255.255 are 0

Cau Iénh nay c6 thé dudc hiéu nhu sau:
Moi interface cé dia chi IP ném trong dai
tr 172.16.0.0 dén 172.16.255.255 sé
dudc quang ba trong area 0

255.255.255.255 are 0

Router(config-router)# network 0.0.0.0

Cau Iénh nay co6 thé dudc hiéu nhu sau:
Moi dia chi IP cua cac Interface déu dudgc

quang ba trong area 0

2. Cau hinh OSPF: Cac cau lénh tuy chon

- Nhi*ng cau Iénh trong phan nay, mac du la nhitng cdu Iénh khéng yéu cau bat budc phai

cdu hinh, nhung ban cé thé tham khao thém dé cé nhiéu kha ndng diéu khién va trién khai

hiéu qua OSPF han trong hé théng mang cuia minh.

2.1. Loopback Interface

Router(config)# interface loopback 0

Tao mot interface 4o tén la loopback O,
va sau d6 chuyén vao ché& dd ciu hinh

cua interface nay.

Router(config-if)# ip address
192.168.100.1 255.255.255.255

Gan mot dia chi IP cho interface nay.

* Chu y: Loopback interface sé luén up
va khéng bao giG down trir khi ban
bia chi
loopback I6n nhat sé dugc chon lam
OSPF router ID.

shutdown. IP cla interface

2.2. Router ID

Router(config)# router ospf 1

Khéi dong giao thic dinh tuyén OSPF

trén router véi process la 1.

Router(config-router)# router-id
10.1.1.1

C&u hinh Router ID la 10.1.1.1.
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Router(config-router)# no router-id
10.1.1.1

Xda bod Router ID.

2.3. Bau chon DR/BDR

Router(config)# interface serial 0/0

Chuyén ch& db cdu hinh vao interface
s0/0

Router(config-if)# ip ospf priority 50

Thay d6i gid tri priority trén interface
s0/0 la 50

* Cha y: Gia tri priority c6 thé dudc gan
tr 0 dén 255. Néu mot interface nao
dugc gan gia tri priority bang 0 thi router
doé sé khong bao gid dudc chon la DR
hodac BDR. Router nao co6 gia tri priority
[6n nhéat sé dugc bau chon lam DR. NEu
mot interface cla router nao dé dudc gan
gia tri priority la 255 thi router dé lap tuc
trd thanh DR. Néu cac router déu co gia
tri priority bang nhau, thi gid tri priority
trén router s& khdng dugc dung dé bau
chon DR va BDR. Khi dé router nao co
route ID I6n nhat sé dudc bau chon la
DR.

2.4. Stra ddi gia tri Metric

Router(config)# interface serial 0/0

Chuyén cdu hinh vao ché& dd interface
s0/0

Router(config-if)# bandwidth 128

Né&u ban thay d6i bandwidth, thi OSPF sé&
thuc hién tinh toan lai cost cho cac két

e

nol.

Hoac

Router(config-if)# ip ospf cost 1564

Thay ddi gia tri cost 1a 1564

* Chu y: Cost cua mot két n6i dugc tinh
bang cong thdc: 100000000/ BW (bps)
Bandwidth ciia mét interface nam trong
khoang tir 1 dén 10000000. Baon vi la
kbps.

Cost la mo6t s6 nam trong khoang tir 1
dén 65535. Cost khoéng c6 don vi.
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2.5. Xac thuc daon gian

Router(config)# router ospf 1

Khéi dong giao thic dinh tuyén OSPF

trén router vdi Process id la 1.

Router(config-router)# area 0

Authentication

Enable xac thuc don giadn trén router;
mét khdu dé xac thuc s& dugc trao dbi

dudi dang text

Router(config-router) #exit

Trd vé ché d6 cau hinh Global

Router(config)# interface
fastethernet 0/0

Chuyé&n c8u hinh vao ch& dd Interface
fa0/0

Router(config-if)# ip ospf

authentication-key fred

Cau hinh password la: fred

Chu y : Password cé thé |a nhitng ky tu
dudc nhap vao tir ban phim, d6 dai t6i da
la 8 byte. D& cd thé trao ddi théng tin
cua OSPF, thi tat ca cac router neighbor

phai dugc cau hinh cung password.

2.6. Xac thuc: sir dung thuat toan MD5

Router(config)# router ospf 1

Khai dong giao thic dinh tuyén OSPF

trén router

Router(config-router)#area 0

authentication message-digest

Enable phuong phap xac thuc vdi thuat
toan MD5

Router(config-router) #exit

Chuyén c8u hinh vé ché& dé Global

Router(config) #interface
fastethernet 0/0

Chuyén vao ché& dé cdu hinh interface
fa0/0

Router(config-if) #ip ospf
messagedigest-
key 1 md5 fred

1 1a key-id. Gia tri nay sé phai dugc cdu
hinh gidng vdi cac router neighbor.

Md5: |1a tir khda chi ra thuat toan MD5 sé
dudc sir dung d& ma hoda

Fred: |a password va sé phai dugc cau

hinh giéng cac router neighbor.

2.7. Cac tham s6 thdi gian

Router(config-if)# ip ospf hello-

interval timer 20

Thay d6i thd&i gian Hello Interval 1a 20
giay.

Router(config-if)# ip ospf dead-

interval 80

Thay ddi tham sd thdi gian Dead Interval
la 80 giay.

Chu y: DGi v@i cac router chay OSPF thi

s€ phai cau hinh giébng nhau vé cac tham
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sO thgi gian Hello va Dead Interval.

2.8. Quang ba Default Route

Router(config)# ip route 0.0.0.0
0.0.0.0 s0/0

Tao mot default route

Router(config)# router ospf 1

Khgi déng giao thic dinh tuyén OSPF vdi

process id la 1

Router(config-router)# default-

information originate

Thuc hién quang ba default route cho tat

ca cac router chay OSPF.

Router(config-router)# default-

information originate always

TU khoa always la mot tuy chon dugc
dung d& quang bad mét default “quad-
zero” route néu mot default route khéng

dudgc cau hinh trén router do.

Chu y: Cau lénh default-information
originate hoac default-information
originate always dugc si dung duy
nhat bai cac router gateway, router dang
két nG6i dén mang outside - Thong
thuéng router do6 dugc goi la:
Autonomous System Boundary Router

(ASBR).

2.9. Kiém tra Cau hinh OSPF

Router#show ip protocol

Hién thi cac tham s6 cla cac giao thirc

dang chay trén router.

Router#show ip route

HIén thi bang dinh tuyén

Router#show ip ospf

Hién thi thdng tin co ban vé tién trinh xur
ly ciia giao thdc dinh tuyén OSPF

Router#show ip ospf interface

Hién thi cac thong tin vé giao thi'c OSPF

co lién quan dén cac interface

Router#show ip ospf interface
fastethernet 0/0

Hién thi cac théng tin vé OSPF lién quan
dén interface fa0/0

Router#show ip ospf border-routers

Hién thi thdng tin vé& router border va

boundary

Router#show ip ospf neighbor

Hién thi danh sach cac OSPF neighbor va

cac trang thai cta né.

Router#show ip ospf neighbor detail

Hién thi chi tiét danh sach cla cac

neighbor

Router#show ip ospf database

Hién thi bang OSPF database

Router#show ip ospf database

Hién thi trang thai lién két cia NSSA mad
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nssa-external rong.

2.10. Xt ly 16i OSPF

Router# clear ip route * X6a thong tin trong bang dinh tuyén, dé

router thuc hién xay dung lai bang dinh

tuyén.

Router# clear ip route a.b.c.d Xdéa mot route nao dé trong bang dinh
tuyén.

Router# clear ip ospf process Khgi tao lai toan b0 ti€n trinh xi ly clia

OSPF trén router, khi dé giao thdc dinh
tuyén OSPF sé thuc hién xay dung lai

bang neighbor, bang database va bang

dinh tuyén.
Router# debug ip ospf events Hién thi cac su kién cia OSPF
Router# debug ip ospf adjacency Hién thi cac trang thai khac nhau cula

OSPF va bau chon DR/BDR gilta cac

router neighbor.

Router# debug ip ospf packets Hién thi cac gbi tin ma OSPF d& thuc hién

trao déi gilta cac router.

3. Vi du: Cau hinh OSPF dan vung
Hinh 7-1 la s@ d6 mang dudc dung cho vi du cau hinh OSPF dan vung, cdu hinh OSPF dan

vlung trén cac router sé chi dung dén cac cau lénh trong pham vi clia chudng nay.
Hinh 7-1

Network Network
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Netwurk Neiwork Metwork
172.16,10.0/24 172.16.30.0624 172.16.50.024
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Router Austin

Router>enable

Chuyén c8u hinh vao ché dd Privileged

Router#configure terminal

Chuyén c8u hinh vao ché db6 Global

Configuration

Router(config)#hostname Austin

C&u hinh tén router la Austin

Austin(config)#interface
fastethernet 0/0

Chuyén cdu hinh vao ché& dd interface
fa0/0

Austin(config-if) #ip address
172.16.10.1 255.255.255.0

Gan dia chi IP va subnetmask cho

interface fa0/0

Austin(config-if)#no shutdown

Enable Interface.

Austin(config-if) #interface serial Chuyén vao ché dé c8u hinh cla
0/0 interface s0/0

Austin(config-if) #ip address Gan dia chi ip va subnetmask cho
172.16.20.1 255.255.255.252 interface

Austin(config-if)#clock rate 56000

C&au hinh clock rate cho interface DCE

Austin(config-if)#no shutdown

Enable Interface

Austin(config-if) #exit

Trd vé ché& dd cdu hinh Global

Configuration

Austin(config) #router ospf 1

Cho phép router chay giao thic dinh
tuyén OSPF v@i Process ID la 1

Austin(config-router)#network
172.16.10.0 0.0.0.255 area O

Thuc hién quang ba cac mang két nai
truc ti€p vao interface cua router trong

area 0

Austin(config-router)#network
172.16.20.0 0.0.0.255 area 0

Thuc hién quang ba cac mang két nai
truc ti€p vao interface cua router trong

area 0

Austin#copy running-config

startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM

Router Houston

Router>enable

Chuyén c8u hinh vao ché dd Privileged

Router#configure terminal

Chuyén c8u hinh vao ché db6 Global

Configuration

Router(config)#hostname Houston

C&u hinh tén router la Houston

Houston(config) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché& dd interface
fa0/0

Houston(config-if) #ip address
172.16.30.1 255.255.255.0

Gan dia chi IP va subnetmask cho

interface fa0/0

Houston(config-if)#no shutdown

Enable Interface
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Houston(config-if) #interface
serial0/0

Chuyén vao ché dé c8u hinh cla

interface s0/0

Houston(config-if) #ip address
172.16.40.1 255.255.255.252

Gan dia chi

interface

ip va subnetmask cho

Houston(config-if)#clock rate 56000

C&au hinh clock rate cho interface DCE

Houston(config-if)#no shutdown

Enable Interface

Houston(config) #interface serial 0/1 Chuyén vao ché d6 cdu hinh cua
interface s0/1

Houston(config-if) #ip address Gan dia chi ip va subnetmask cho

172.16.20.2 255.255.255.252 interface

Houston(config-if)#no shutdown

Enable Interface

Houston(config-if) #exit

Chuyén c8u hinh vao ché& db Global

Configuration

Houston(config)#router ospf 1

Cho phép router chay giao thic dinh
tuyén OSPF v@i Process ID la 1

Houston(config-router)#network
172.16.0.0 0.0.255.255 area 0

Thuc hién quang ba cac mang két nai
truc ti€p vao interface clua router trong

area 0

Houston(config-router)#<ctrl> z

Trd vé ché do cau hinh Privileged

Houston#copy running-config

startupconfig

Luu file cdu hinh dang chay trén RAM vao
NVRAM

Router Galveston

Router>enable

Chuyén c8u hinh vao ché dd Privileged

Router#configure terminal

Chuyén c8u hinh vao ché dd6 Global

Configuration

Router(config)#hostname Galveston

Cau hinh tén router la Gaveston

Galveston(config) #interface

Chuyén cdu hinh vao ché& dd interface

fastethernet 0/0 fa0/0
Galveston(config-if) #ip address Gan dia chi ip va subnetmask cho
172.16.50.1 255.255.255.0 interface

Galveston(config-if)#no shutdown

Enable Interface

Galveston(config-if) #interface Chuyén vao ché dé c8u hinh cla
serial 0/1 interface sO/1

Galveston(config-if) #ip address Gan dia chi ip va subnetmask cho
172.16.40.2 255.255.255.252 interface

Galveston(config-if)#no shutdown

Enable Interface

Galveston(config-if) #exit

Chuyén c8u hinh vao ché db6 Global

Configuration
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Galveston(config) #router ospf 1

Cho phép router chay giao thic dinh
tuyén OSPF v@i Process ID la 1

Galveston(config-router)#network
172.16.40.2 0.0.0.0 area O

Thuc hién quang ba cac mang két nai
truc ti€p vao interface cua router trong

area 0

Galveston(config-router)#network
172.16.50.1 0.0.0.0 area O

Thuc hién quang ba cac mang két nai
truc ti€p vao interface cua router trong

area 0

Galveston(config-router)#<ctrl> z

Trd vé ché do6 cau hinh Privileged

Galveston#copy running-config

startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM
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Phan IV: CHUYEN MACH (SWITCHING)
Chuang 8: Cau hinh cg ban switch

Chucdng 9: VLAN
Chuadng 10: Vlan Trunking Protocol (VTP) va Dinh tuyén giita cac VLAN

Chuadng 11: STP va EtherChannel

Chuong 8: Cau hinh co ban switch
Chudng nay sé cung cap nhitng thong tin va cac cau Iénh lién quan dén nhitng chu dé sau:
- Cac cau lénh trg giup

- Cac ché do hoat dong cua cau Iénh

- Cac cau lIénh kiém tra

- Khdi tao lai cau hinh switch

- Cau hinh tén switch

- C4u hinh password

- C4u hinh dia chi IP va default gateway

- Cau hinh mo ta interface

- Cau hinh duplex

- Cau hinh toc do

- Quan ly bang dia chi MAC

- C4u hinh tinh dia chi MAC

- Switch port security

- Kiém tra switch port security

- Sticky MAC address

- C4u hinh vi du.

1. Cac cau lénh trg gitp

Switch> ? Phim ? dudc dung lam phim trg gilp

giéng nhu router

2. Cac ché do6 hoat dong cua cau lénh

Switch> enable La ché do User, gidng nhu router
Switch# La ché do Privileged

Switch# disable Thoat khoi ché do privileged
Switch> exit Thoat khoi ché d6 User

3. Cac ciu |énh kiém tra

Switch# show running-config Hién thi file cdu hinh dang chay trén
RAM.

Created by: Dwong Van Toan — CCNP, CCSP, MCSE, LPI level 1. http://www.vnexperts.net 48



http://www.vnexperts.net

Switch# show startup-config Hién thi file cdu hinh dang chay trén

NVRAM
Switch# show post Hién thi qua trinh POST
Switch# show vian Hién thi thdng tin cdu hinh VLAN
Switch# show interfaces Hién thi théng tin cdu hinh vé cac

interface co trén switch va trang thai clia
cac interface dé.
* Cha y: Cau lénh nay khdng dudc ho trg

trong moét s6 phién ban cua Cisco I0S
nhu 12.2(25)FX.

Switch# show interface vian 1 Hién thi cac thdong sd cdu hinh cula

Interface VLAN 1, Vlan 1 la vlan mac
dinh trén tat ca cac switch cla cisco.
* Cha y: Cau lénh nay khéng dudc ho trg

trong moét s6 phién ban cua Cisco I0S
nhu 12.2(25)FX.

Switch# show version Hién thi théng tin vé phan cing va phan

mém cua switch

Switch# show flash: Hién thi théng tin vé& bd nhd flash

Switch# show mac-address-table Hién thi bang dia chi MAC hién tai cla
switch

Switch# show controllers ethernet- Hién thi théng tin vé& Ethernet Controller

controller

4. Xoa cac file cdu hinh trén switch

Switch# delete flash:vlan.dat Xoa VLAN database tir bé nhd flash:
Delete filename [vlan.dat]? Nhan phim Enter

Delete flash:vlan.dat? [confirm] Nhan phim Enter

Switch# erase starup-config Xoa file cdu hinh luu trén NVRAM
Switch# reload Khai dong lai switch

5. Cau hinh tén switch

Switch# configure terminal Chuyén cdu hinh vao ché& db Global
Configuration
Switch(config)# hostname 2960Switch | bat tén cho switch la 2960Switch. Céu

[énh dat tén nay thuc thi giGng trén

router.

2960Switch(config)#
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6. Cau hinh Password

- C4u hinh céac password cho dong switch 2960 tudng tu nhu khi thuc hién trén router.

2960Switch(config) #enable password

cisco

Cau hinh Password enable cho switch la

Cisco

2960Switch(config) #enable secret

class

Cau hinh Password enable dugc ma hoda

la class

2960Switch(config) #line console 0

Vao ché do6 cau hinh line console

2960Switch(config-line)#login

Cho phép switch kiém tra password khi
ngudi dung login vao switch thong qua

console

2960Switch(config-line) # password

cisco

Cau hinh password cho console la Cisco

2960Switch(config-line) #exit

Thoat khoi ché d6 cau hinh line console

2960Switch(config-line)#line aux 0

Vao ché do6 cau hinh line aux

2960Switch(config-line)#login

Cho phép switch kiém tra password khi
ngudi dung login vao switch thong qua

cdng aux

2960Switch(config-line) # password

cisco

C4u hinh password cho cdng aux |a Cisco

2960Switch(config-line) #exit

Thoat khoi ché d6 cdu hinh line aux

2960Switch(config-line)#line vty 0 4

Vao ché do6 cau hinh line vty

2960Switch(config-line)#login

Cho phép switch kiém tra password khi
ngudi dung login vao switch thong qua

telnet

2960Switch(config-line) # password

Cau hinh password cho phép telnet la

cisco Cisco
2960Switch(config-line) #exit Thoat khoi ché do cdu hinh cla line vty
2960Switch(config)#

7. Cau hinh dia chi IP va default gateway

2960Switch(config)# Interface vian 1

Vao ché do cau hinh cua interface vlan 1

2960Switch(config-if)# ip address
172.16.10.2 255.255.255.0

Gan dia chi ip va subnet mask dé& cho

phép truy cap switch tr xa.

2960Switch(config) #ip default-
gateway 172.16.10.1

Cau hinh dia chi default gateway cho

switch

8. Cau hinh mo ta cho interface

2960Switch(config)# interface
fastethernet 0/1

Vao ché do6 cau hinh cua interface fa0/1

2960Switch(config-if)# description

Thém mot doan mo ta cho interface nay.
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Finace VLAN

* Cha y: DG6i v8i dong switch 2960 cé 12 hodc 24 Fast Ethernet port thi tén clia cac port dé

sé bat dau tir: fa0/1, fa0/2.... Fa0/24. Khoéng cé port Fa0/0.

9. Cau hinh Duplex

2960Switch(config)# interface
fastethernet 0/1

Chuyé&n cdu hinh vao ché& dd interface
fa0/1

2960Switch(config-if)# duplex full

Cau hinh cho interface fa0/1 hoat déng &

ché do full duplex.

2960Switch(config-if)# duplex auto

Cau hinh cho interface fa0/1 hoat dong &

ché d6 auto duplex.

2960Switch(config-if)# duplex half

Cau hinh cho interface fa0/1 hoat déng &
ché& do half duplex.

10. Cau hinh t6c do

2960Switch(config)# interface
fastethernet 0/1

Chuyén c8u hinh vao ché& d6 fa0/1

2960Switch(config-if)# speed 10

Cau hinh téc do cho interface fa0O/1 la

10Mbps

2960Switch(config-if)# speed 100

Cau hinh téc do cho interface fa0O/1 la
100 Mbps

2960Switch(config-if)# speed auto

Cho phép interface fa0/1 sé tu dong diéu
chinh t6c d6 phu hgp.

11. Quan ly bang dia chi MAC

Switch# show mac address-table

Hién thi ndi dung bang dia chi mac hién

thdai cua switch

Switch# clear mac address-table

Xoa toan bd cac danh muc cla bang dia

chi mac hién tai

Switch# clear mac address-table

dynamic

Xoda toan bd cac danh muc dugc xay
dung tu dong trong bang dia chi mac

hién tai cua switch

12. Cau hinh Static MAC address

static

aaaa.aaaa.aaaa vian 1 interface
fastethernet

0/1

2960Switch(config) #mac address-table

Gan mot dia chi MAC c6 dinh vao port
fa0/1 nam trong Vlan 1
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2960Switch(config)#no mac address-
table

static aaaa.aaaa.aaaa vlan 1
interface

fastethernet 0/1

Xo6a bd mot dia chi mac da dugc gan co
dinh vao port fa0/1 nam trong VLAN 1

13. C4u hinh switch port security

Switch(config)# interface fastEthernet
0/1

Chuyén cdu hinh vao ché& dd interface
fa0/1

Switch(config-if)# switchport port-

security

Enable tinh nang port security trén

interface.

Switch(config-if)# switch port-security

maximum 4

Cau hinh gigi han s6 dia chi mac sé dudc

hoc trén port nay.

Switch(config-if) #switchport port-
security
mac-address 1234.5678.90ab

Gan c6 dinh dia chi MAC 1234.5678.90ab
vao port fa0/1. Néu ban mudn gan thém
dia chi MAC vao port nay thi ban phai cdu
hinh thém gid tri cho phép dia chi MAC
dugc hoc vao moét port bang cdu Iénh

trén.

Switch(config-if) #switchport port-
security

violation shutdown

Cau hinh port security sé tr@ vé trang
thai shutdown néu vi pham luat dat ra &

trén.

* Chu y: trong ché d6 shutdown, thi port
nay sé g trang thai errdisabled, mét danh
muc log sé dudc tao ra, va ban muoén
khoi phuc lai trang thai hoat dong binh
thuGng cua port nay thi ban sé phai

Enable lai interface nay.

Switch(config-if) #switchport port-
security

violation restrict

Néu vi pham vao tinh nang bao mat thi
port security sé tr@ vé trang thai restrict
(la trang thai ma port sé hay dit liéu
nhan va dong thdgi tao ra mot danh muc
log, va interface van s& hoat déng binh
thudng)

Switch(config-if) #switchport port-
security

violation protect

Néu vi pham vao tinh nang bao mat da
dat ra cho muc d6 port thi port do sé trg

vé trang thai Protect.

* Cha y: Trong ché do protect thi frame
s€ bi hay khi port d& nhan dudc, va

khong cé log dugc tao ra. Port nay van
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hoat déng binh thudng

14. Kiém tra switch port security

Switch# show port-security

Hién thi thoéng tin bao mét cho céc

interface

Swtich# show port-security interface
fastethernet 0/5

Hién thi thong tin bdo mat cho interface
fa0/5

Switch# show port-security address

Hién thi thdng tin bdo méat cla bang dia
chi MAC

Switch# show mac address-table

Hién thi bang dia chi MAC

Switch# clear mac address-table

dynamic

Xo6a toan bd cac dia chi MAC dudc hoc
théng qua phuaong phap dynamic

Switch# clear mac address-table

dynamic address aaaa.bbbb.cccc

X6a mdt dia chi MAC cu thé nao dé dudc

chi ra

Switch# clear mac address-table

dynamic interface fastethernet 0/5

Xoa tat ca nhirng dia chi MAC nao dudc
hoc tu dong trén interface fa0/5

Switch# clear mac address-table

dynamic vian 10

Xo6a toan bo dia chi MAC dudc hoc tu
dong trén VLAN 10.

* Chd y: Bat dau tlr phién ban Cisco 10S
12.1(11) EA1, thi cau Iénh clear mac
address-table sé dudc thay thé bang

cau lénh clear mac-address-table.

15.Cau hinh Sticky MAC address

- Sticky MAC address la tinh nang clta port security. Sticky MAC address sé gigi han s

lugng dia chi MAC c6 thé tu déng hoc vao mét switch port access. Ngudi quan tri mang

cling c6 thé cdu hinh bang tay dé& gan moét dia chi MAC vao mét port nao dé. Nhitng dia chi

nay sé dudc luu trong file running configuration. Néu file nay dudc luu lai, thi sticky MAC

address sé khong dudc phép hoc lai khi switch khdi dong lai, va diéu nay sé cung cap thém

tinh nang bao mat tét han cho switch port security.

0/5

Switch(config)# interface fastethernet

Chuyén c8u hinh vao ch& dd Interface
fa0/5

Switch(config-if)# switchport port-

security mac-address sticky

Chuyén tat ca port security tir ché dé hoc
dia chi MAC ty dong sang Sticky MAC

address.

Switch(config-if)# switchport port-
security mac-address sticky vian 10

voice

Chuyén t&t ca cac port security tr ché dd
hoc dia chi mac tu déng sang ché do hoc
dia chi MAC sticky trén VLAN 10 la vlan

voice.
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16. Vi du

- Hinh 8-1 hién thi s @ mang dudc dung cho vi du c8u hinh cd ban switch 2960 s dung

nhifng cau Iénh ndm trong pham vi cia chuong nay.

Hinh 8-1

Metwork 192 188.1.0/24

—
l Eismar;

Fali [192.168.1.1

29605witch |192.168.1.2
FalA

Wonistation &
182, 168.1.10

Worstation B
192.168.1.11

switch>enable

Chuyén c&u hinh vao ché& dd privileged.

switch#configure terminal

Chuyén c8u hinh vao ché dd6 Global

configuration

switch(config)#no ip domain-lookup

Tat tinh ndng Domain Name System
(DNS)

switch(config)#hostname 2960

C&u hinh tén cho switch la 2960

2960(config)#enable secret cisco

Cau hinh password enable la Cisco

2960(config)#line console 0

Vao ché do6 cau hinh line console

2960(config-line)#logging

synchronous

Cho phép nhitng théng tin log hién thj
trén man hinh console sé khéng ngat cac

cau Iénh hién thai.

2960(config-line)#login

Ngudi dung sé phai login vao switch
trudc khi sir dung.

2960(config-line)# password switch

Cau hinh password cho console la switch

2960(config-line) #exec-timeout 0 0

Console sé khong bao gid bi logout

2960(config-line) #exit

Trd& vé ché do Global configuration

2960(config)#line aux 0

Chuyén c8u hinh vao ché dd line aux

2960(config-line)#login

Ngudi dung s& phai login vao céng aux

trudc khi sir dung cdng nay

2960(config-line) # password class

C4u hinh password cho cdng aux la class
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2960(config-line) #exit

Trd vé ché d0 cdu hinh Global

configuration

2960(config)#line vty 0 15

Chuyén c8u hinh vao ché dd line vty

2960(config-line)#login

NgudGi dung sé phai login vao vty port
trudc khi sir dung

2960(config-line) # password class

Cau hinh password cho phép telnet la

class

2960(config-line) #exit

Chuyén cdu hinh vé& ché dd Global

configuration

2960(config) #ip default-gateway
192.168.1.1

Cau hinh dia chi default gateway cho

switch

2960(config) #interface vian 1

Chuyén cdu hinh vao ché& dd interface

vian 1

2960(config-if) #ip address
192.168.1.2
255.255.255.0

Gan dia chi IP va subnetmask cho

interface vlan 1

2960(config-if)#no shutdown

Enable interface vian 1

2960(config-if) #interface fastethernet
0/1

Chuyén vao ché dé c8u hinh cla

interface fa0/1

2960(config-if)#description Link to
Bismarck

Router

bat I6i mo ta cho interface fa0/1

2960(config-if) #interface fastethernet
0/4

Chuyén vao ché dé c8u hinh cla

interface fa0/4

2960(config-if)#description Link to
Workstation A

bat IGi mo ta cho interface fa0/4

2960(config-if) #switchport port-

security

Enable tinh nang port secrity trén port

nay

2960(config-if) #switchport port-
security

maximum 1

Gidi han sd lugng dia chi MAC c6 thé
dudc hoc vao port nay la 1

2960(config-if) #switchport port-
security

violation shutdown

Cau hinh trang thai ma port nay sé hoat

dong khi tinh nang bao mat bi vi pham

2960(config-if) #interface fastethernet
0/8

Chuyén vao ché dé c8u hinh cla

interface fa0/8

2960(config-if)#description Link to
Workstation B

Pat IGi mo ta cho interface fa0/8

2960(config-if) #switchport port-

security

Enable tinh nang port security trén port
fa0/8
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2960(config-if) #switchport port- Gidi han s6 lugng dia chi MAC sé dudc
security hoc vao port nay la 1

maximum 1

2960(config-if) #switchport port- Khi tinh ndng bao méat bi vi pham thi port
security nay sé trd vé hoat doéng & trang thai
violation shutdown shutdown

2960(config-if) #exit Trd& vé ché do global configuration
2960(config) #exit Trd& vé ché do cau hinh privileged
2960#copy running-config startup- Luu file cdu hinh dang chay trén RAM vao
config NVRAM

2960#

Chuong 9: VLANs

Chuadng nay sé cung cap nhitng théng tin va cac cau Iénh cd lién quan dén nhirng cha dé

sau:

- Tao VLAN theo phuadng phap Static
+ SU dung ché d6 VLAN Configuration
+ SU dung ché d6 VLAN database

- Gan port vao VLAN

- S dung cau lénh range

- Kiém tra thong tin VLAN

- Luu cau hinh VLAN

- Xéa cau hinh VLAN

- Vi du cau hinh VLAN

1. Tao VLAN theo phuong phap static

* Static VLAN c6 thé dudc sir dung khi mét port cha switch dugc gan bang tay bédi ngudi
quan tri mang vao trong mot VLAN. Mdi port s& dudc gan vao mdt VLAN dudc chi ra. Theo
mac dinh, tat ca cac port cua switch dudgc gan vao trong VLAN 1. Ban cé thé tao cac VLAN
khac theo hai phuong phap sau:

- SUr dung ché& dd VLAN configuration, cac ban nén sir dung phudng phap nay dé tao VLAN.
- SIr dung ché do VLAN database (phucng phap nay thudng khong dudc sir dung nhung né
van dudc hoat dong).

la. SU dung ché do VLAN Configuration

Switch(config)# vlan 3 Tao VLAN 3 va chuyén vao ché& dd cdu
hinh VLAN configuration
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Gan tén cho VLAN. B0 dai clda tén vlan
cé thé tir 1 dén 32 ky tu
Nhirng thay ddi vé vlan sé& dugc thuc thi,

Switch(config-vlan)# name

Engineering

Switch(config-vlan)# exit
va gia tri revision number sé dudc tang
thém 1, va trd vé ché do global

configuration

Switch(config) #

* Cha y:
- Phuong phap tao VLAN béng céch sir dung ch& dd VLAN configuration la phudng phap
duy nhét dudc s dung dé tao cac vlan ma rong (VLAN ID tir 100 dén 4094).

- Gia tri VTP revision number s& tang |&én 1 khi vlan dudc tao hodc thay déi.

1b. S dung ché€ d6 VLAN database
- Ché& dd cdu hinh VLAN databse théng thudng khdéng dudc tan thanh dé s dung va sé
khéng con kha nang st dung nita d6i v6i mét s6 phién ban Cisco I0S. Khi ban tao VLAN thi

ban khdng nén sl dung ché dd nay dé ciu hinh.

Switch# vlan database

Chuyén cdu hinh vao ché& dd VLAN

database

Switch(vlan)# vlan 4 name Sales

Tao vlan 4 va dat tén cho Vlan 4 |a Sales.
D0 dai tén clha vlan cé thé tir 1 dén 32 ky
tu.

Switch(vlan)# vlan 10

Tao Vlan 10 va tén cla vlan nay sé la
VLANOO010 theo mac dinh

Switch(vlan)# apply

Nhirng thay déi vé VLAN sé& dudc thuc thi
va gid tri revision number sé tang thém
1.

Switch#

2. Gan port vao VLAN

Switch(config)# interface fastethernet
0/1

Chuyén cdu hinh vao ché& dd interface
fa0/1

Switch(config-if)# switchport mode

access

Cau hinh port fa0/1 hoat dong G ché do

access

Switch(config-if)# switchport access
vian 10

Gan port Fa0/1 vao vlan 10

3. Kiém tra théng tin VLAN

Switch# show vlan

Hién thi théng tin vlan

Switch# show vlan brief

Hién thi théng tin vlan & dang téng quat
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Switch# show vlan id 2 Hién thi thdng tin vlan 2

Switch# show vlan name marketing Hién thi thdng tin vlan cb tén I3
marketing

Switch# show interfaces vlan x Hién thi théng tin vlan dudc chi ra trong
cau lénh.

4. Luu cau hinh VLAN

- Nhirng théng tin cdu hinh cia VLAN 1 dén VLAN 1005 sé lubn dudc luu trong VLAN
database. Khi ban dung cau Iénh apply hoac exit trong ché d6 VLAN database thi nhiing
thay d6i vé Vlan s& dudgc Iuu. Néu ban s dung ché& dd VLAN configuration, thi ciu 1énh exit
thuc thi thi nhitng thay ddi v& VLAN sé& dugc luu vao trong VLAN database.

- Néu cdu hinh VLAN database dugc s dung trong qua trinh khai dong, va file cdu hinh
startup configuration cé chira théng tin cau hinh vé cac VLAN md réng, thi nhitng thong tin
nay sé bi mat khi hé théng khdi dong lai.

- Néu ban st dung ché d6 VTP transparent, thi nhitng cdu hinh dé cling dudc luu trong file
running configuration va cé thé dugc Iuu vao file startup configuration béng cach s dung

cau lénh copy running-config startup-config.

5. Xo6a cau hinh VLAN

Switch# delete flash:vlan.dat Xoa toan b6 thong tin vlan database tUr
flash

Switch(config)# interface fastethernet | Chuyén cdu hinh vao ché dd interface

0/5 fa0/5

Switch(config-if)# exit Trd vé ché do cau hinh Global
configuration

Switch(config)# no vlan 5 Xda VLAN 5 tUr vlan database

Hoac

Switch# vlan database Chuyén cdu hinh vao ché& dd VLAN
database

Switch(vlan)# no vlan 5 Xda vlan 5 tir vlan database

Switch(vlan)# exit Thuc thi nhitng thay d6i, tdng gid tri
revision number nén 1, va thoat khoi ché
do VLAN databse.

* Cha y:

- Khi ban x6a mot VLAN tir mot switch hoat dong & ché do VTP server, thi VLAN do ciling sé
dugc x6a khdi VLAN database cla tdt cad cac switch ndm trong VTP domain. Khi ban xd6a
mot VLAN tr moét switch hoat déng & ché d6 VTP transparent, thi vlan do chi bi xéa duy
nhat khoi switch dé.
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- Ban khéng thé xéa VLAN mac dinh trong nhifng mdi trudng mang khac nhau: ddi vdi
Ethernet la VLAN 1, d6i véi FDDI hoac Token Ring la VLAN 1002 dén 1005.

- Khi ban xéa mot VLAN, thi cac port dugc gan vao trong VLAN dé sé trg vé trang thai
khong hoat dong. Chiang sé hoat dong trd lai khi ban gan chdng vao VLAN mdi. Vi vay ban

nén gan lai cac port sang mét vlan khac sau dé mdi xdéa vlan dé khaéi VLAN database.

6. Vi du
- Hinh 9-1 la s6 d6 mang dudc dung trong vi du nay. Vi du nay sé trinh bay vé cau hinh
VLAN sU dung nhitng cau Iénh trong pham vi cta chucng nay.

Hinh 9-1
10.1.4.0/24
Native
VLAN 1 |
_F/\\.‘_\_ _'_,_,.-ﬁ"‘-
Admin
\ VLAN 10 J—
,\%._ﬁ__j
Ports: 1-8
10.1.40.0/24 —d_:“—‘ -
. 2980
Accounting
\ VLAN ED/
e Af ' N
Ports: 9-15 . :
10.1.20.0/24 Engineering I\‘]—:. |
U VLAN30 2
g / : ¥
TR . 10.1.30.10/24
Ports: 18-24
10.1.30.0/24
2960 Switch
Switch> enable Chuyén c8u hinh vao ché dd Privileged
Switch# configure terminal Chuyén cdu hinh vao ché dbé Global
configuration
Swtich(config)# hostname 2960 Cau hinh tén cho switch
2960(config)# vlan 10 Tao vlan 10 va ddng ths&i chuyén cdu
hinh vao ché d6 VLAN configuration
2960(config-vlan)#name Admin bat tén cho vlan 10 la Admin
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2960(config-vlan) #exit

Trd vé ché do Global configuration

2960(config)#vlan 20

Tao vian 10

2960(config-vlan)#name Accounting

Pat tén vian 10 la Accounting

2960(config-vlan)#vlan 30

Tao vian 30

2960(config-vlan)#name

Engineering

Dat tén vlan 30 la Engineering

2960(config-vlan) #exit

Trd& vé ché do global configuration

2960(config) #interface range
fasthethernet 0/1 -8

Chuyén cdu hinh vao ché& dd interface
fa0/1 dén fa0/8

2960(config-if-range) #switchport

mode access

Cho phép cac port tUr fa0/1 dén port

fa0/8 hoat dong & ché do access

2960(config-if-range) #switchport

access vian 10

Gan cac port tir fa0/1 dén fa0/8 vao vlan
10

2960(config-if-range) #interface
range fastethernet 0/9 - 15

Chuyén cdu hinh vao ché& dd interface
fa0/9 dén fa0/15

2960(config-if-range) #switchport

mode access

Cho phép cac port tUr fa0/9 dén port
fa0/15 hoat dong & ché do access

2960(config-if-range) #switchport

access vian 20

Gan cac port tUr fa0/9 dén fa0/15 vao
vlian 20

2960(config-if-range) #interface
range fastethernet 0/16 - 24

Chuyén c8u hinh vao ch& dd interface
fa0/16 dén fa0/24

2960(config-if-range) #switchport

mode access

Cho phép cac port tUr fa0/16 dén port
fa0/24 hoat dong & ché do access

2960(config-if-range) #switchport

access vian 30

Gan cac port tir fa0/16 dén fa0/24 vao
vlian 30

2960(config-if-range)#exit

Trd vé ché d0 cdu hinh Global

configuration

2960(config) #exit

Thoat khoi ché d6 Global configuration

2960#copy running-config

startupconfig

Luu file cdu hinh dang chay trén RAM vao
NVRAM

Chucong 10: VLAN Trunking Protocol va Inter-vlan Routing

Chudng nay cung cap nhitng thong tin va cac cau Iénh cé lién quan dén nhirng chl dé sau:

- Dynamic Trunking Protocol (DTP)
- Cau hinh loai déng goi

- VLAN Trunking Protocol (VTP)

+ SU dung ché do Global Configuration

Created by: Dwong Van Toan — CCNP, CCSP, MCSE, LPI level 1.

http://www.vnexperts.net

60


http://www.vnexperts.net

+ SU dung ché d6 VLAN database
- Kiém tra VTP
- Inter-vlan Routing s dung Router
- Cac chu y khi cdu hinh Inter-vlan
- Vi du: cau hinh Inter-vian

1. Dynamic Trunking Protocol (DTP)

Switch(config)# interface fastethernet
0/1

Chuyén c8u hinh vao ché dé interface
fa0/1

Switch(config-if)# switchport mode
dynamic

desirable

Cho phép interface dang hoat déng sé
cd gdng thuc hién chuyén déi sang

trang thai cia dudng trunk

* Cha vy:

mode dynamic desirable dugc cau

vGi cau |énh switchport

hinh trén interface, thi interface do sé
trd thanh port trunk néu interface hang
xom. ducgc hinh  1a:

desirable, hodc auto.

cau trunk,

Switch(config-if)# switchport mode
dynamic
Auto

Cho phép interface dang hoat déng sé
cd gdng thuc hién chuyén déi sang

trang thai cia dudng trunk

* Cha vy:

mode dynamic auto dudc cau hinh

vGi cau l|énh switchport

trén interface, thi interface do6 sé trd
thanh port trunk néu interface hang
xom dugc hinh 1a:

cau trunk,

desirable.

Switch(config-if) #switchport

nonegotiate

Khéng cho phép interface nay chuyén

cac goi tin DTP

* Chu y: S dung cau Iénh switchport
nhat khi

interface hoat déng & ché d6 access

mode nonegotiate duy

hodc trunk. Ban sé& phai cdu hinh bang
tay cdc interface hang xém dé thiét 1ap
dudng trunk.

Switch(config-if) #switchport mode

trunk

Cau hinh interface nay c6 dinh hoat
dong & trang thai trunk va sé tu doéng
thuong lugng véi cac interface hang

x6m dé chuyén déi lién két d6 thanh

Created by: Dwong Van Toan — CCNP, CCSP, MCSE, LPI level 1.

http://www.vnexperts.net

61


http://www.vnexperts.net

trang thai trunking.

* Chu y: Vi cau Iénh switport mode
trunk dudc cdu hinh, thi interface sé
trd thanh moét dudng trunk néu cac
interface hang x6m khoéng phai la mot
dudng trunk.

* Cha y:

- Theo méc dinh, phu thudc vao ting dong san phdm switch. Vi du d&i véi dong switch
2960, thi ché do mac dinh la dynamic auto.

- Trén dong switch 2960, theo mac dinh tat ca cac port déu hoat dong & ché d6 access. Tuy
nhién, vdéi ché d6 mac dinh cta DTP 1a dynamic auto, mdt access port c6 thé chuyén doi
thanh mot port trunk néu port d6 nhan théng tin DTP tir mot port clia switch khac néu port
cua switch dé dudc cdu hinh la Trunk hoac desirable. Vi vay ban nén cau hinh c6 dinh tat
ca cac port hoat dong & ché d6 access vdi cau lénh: switchport mode access. Vdéi cach
nay, thi nhitng théng tin DTP s& khéng thé thay déi dugc mét port hoat ddng & trang thai
access port thanh mot port trunk. Tat ca cac port da dudc dung cau Iénh switchport mode

access sé& bd qua tat ca nhitng yéu cau chuyén déi trang thai dudng lién két.

2. Cau hinh céac loai encapsulation
- Phu thubéc vao cac dong switch ma ban cé thé s dung, ban sé& phai chon mét loai VLAN
encapsulation ma ban muén s dung: Giao thic doc quyén cla cisco Inter-Switch Link
(ISL) hodc IEEE 802.1q (dotlq). Vd&i dong switch 2960 thi chi hd trg duy nhat dotlq
trunking.

3560Switch(config)# interface fa0/1

Chuyén vao ché dé c8u hinh cla

interface fa0/1

3560Switch(config-if)#switchport

mode trunk

Cho phép interface fa0/1 hoat déng & ché
do trunk c6 dinh va dong thdgi tu dong
thuong lugng dé€ chuyén déi trang thai
cua dudng lién két thanh trang thai
Trunk

3560Switch(config-if) #switchport
trunk

encapsulation isl

Cho phép di liéu khi dudc truyén trén
dudng trunk sé dugc déng géi theo chudn
cua giao thirc ISL

3560Switch(config-if) #switchport
trunk

encapsulation dotlq

Cho phép di liéu khi dudc truyén trén
dudng trunk sé dugc déng géi theo chudn
cua giao thic 802.1q

3560Switch(config-if) #switchport
trunk

encapsulation negotiate

Cho phép interface sé tu dong thuong
lugng V@i cac interface hang xém dé s

dung chuén ISL hodc 802.1q, phu thudc
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vao tirng dong san phadm hodc cdu hinh

trén cac interface hang xém.

* Cha y:

- Khi cau Iénh switchport trunk encapsulation negotiate dugc sir dung trong interface,
thi phuong phap trunking dugc uu tién sé la ISL.
- V&i dong san pham switch 2960 thi chi hd trg duy nhéat giao thirc dotlq trunking.

3. VLAN Trunking Protocol (VTP)

- VTP la mot giao thifc d6c quyén cla Cisco, giao thic nay cho phép cau hinh VLAN (thém,

x0a, hoac slra cac thong tin VLAN) sé dugc duy tri tap trung thdng qua mét mién.

3.a. S dung ché do Global Configuration

Switch(config)# vtp mode client

Thay d6i ché d6 hoat déng cua switch
thanh ché& do VTP client

Switch(config)# vtp mode server

Thay d6i hoat déng clia switch thanh ché

do VTP server

Switch(config)# vtp mode transparent

Thay ddi switch vé ché db hoat ddng VTP

transparent.

* Cha y:
Catalyst switch hoat dong & ché do VTP

Theo mac dinh, tit cd cac

server

Switch(config)# no vtp mode

Cho phép switch trg vé ché d6 hoat dong

mac dinh la VTP server

name

Switch(config)# wvtp domain domain-

Cau hinh tén cho VTP domain. Tén nay
cb thé dai tir 1 dén 32 ky tu.

* Chu y: tat ca cac switch hoat dong &
ché& do VTP server hoac VTP client sé phai

cung tén domain.

Switch(config)# vtp password password

Cau hinh mét VTP password. Trong phién
ban Cisco I0S 12.3 hodc cac phién sau
nay, thi password 8 dang ma ASCII c6 do
dai t&r 1 dén 32 ky tu. Néu ban s dung
mot phién ban Cisco IOS cii han, thi
chiéu dai cta password la tir 8 dén 64 ky
tu.

* Chu y: dé€ cb thé trao ddi thdng tin vian
V@i cac switch khac, thi tat ca cac switch

s€ phai cau hinh cing mot VTP password.

Switch(config)# vtp v2-mode

Cau hinh VTP domain hoat dbéng la
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version 2. Cau lénh chi si dung cho
phién ban Cisco I0S 12.3 trd lén. NEu
ban dang st dung phién ban Cisco I0OS
cli han thi cau Iénh sé la : vtp version
2.

* Cha y: VTP version 1 va version 2
khéng cé kha nang tudng thich véi nhau.
Tat céd cac switch sé phai si dung clung
version. Su khac nhau I8n nhat gilra
version 1 va version 2 |a version 2 sé& hd
trg cho Token Ring VLAN.

Switch(config)# vtp pruing Enable tinh nang VTP pruning trén

switch.

* Cha y: Theo mac dinh, VTP pruning bi
disable. Ban can phai enable VTP pruning
trén mot switch duy nhéat hoat déng &

ché d6 VTP server.

3.b. S&r dung ché d6 VLAN Database

bo
de

* Cha y: ché& dd VLAN database thudng s& khdng dudgc si dung dé cdu hinh va da dugc
trong mot s6 phién ban Cisco I0S. Vi vay ban nén s dung ché d6 VLAN configuration
cau hinh.
Switch# vlan database Chuyén cdu hinh vao ché& dd VLAN
database
Switch(vlan)# vtp client Thay ddi ché& dd hoat ddng cua switch
thanh VTP client
Switch(vlan)# vtp server Thay d6i ché dd hoat déng cua switch
thanh VTP server
Switch(vlan)# vtp transparent Thay d6i ché dd hoat déng cua switch

thanh VTP transparent.

* Cha y: Theo mac dinh, tadt ca cac
Catalyst switch hoat dong & ché do VTP

server

Switch(vlan)#vtp domain domain- | Cadu hinh tén cho VTP domain. Tén nay
name cé thé dai tir 1 dén 32 ky tu.

* Chu y: tat ca cac switch hoat dong &
ché& do VTP server hoac VTP client sé phai

cung tén domain.

Switch(vlan)#vtp password password | Cau hinh mét VTP password. Trong phién
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ban Cisco I0S 12.3 hodc cac phién sau
nay, thi password 8 dang ma ASCII c6 do
dai tir 1 dén 32 ky tu. Néu ban s dung
mot phién ban Cisco IOS cii hadn, thi
chiéu dai cta password la tir 8 dén 64 ky
ty

* Chu y: dé cb thé trao ddi thdng tin vian
V@i cac switch khac, thi tat ca cac switch

s€ phai cau hinh cing mot VTP password.

Switch(vlan)#vtp v2-mode Cadu hinh VTP domain hoat dong la
version 2. Cau lénh chi si dung cho
phién ban Cisco I0S 12.3 trd lén. Néu
ban dang st dung phién ban Cisco I0S
cli han thi cau Iénh sé la: vtp version
2.

* Cha y: VTP version 1 va version 2
khong cé kha nang tudng thich véi nhau.
Tat cad cac switch sé phai si dung clung
version. Su khac nhau I8n nhat gilra
version 1 va version 2 |a version 2 sé& hd
trg cho Token Ring VLAN.

Switch(vlan)#vtp pruning Enable tinh nang VTP pruning trén
switch.
* Cha y: Theo mac dinh, VTP pruning bi

disable. Ban can phai enable VTP pruning

trén mot switch duy nhéat hoat déng &
ché d6 VTP server.

Switch(vlan)#exit Thuc thi nhitng thay d6i vao VLAN
database, dong thdgi tang gid tri revision
number |én 1, va thoat khoi ché d6 VLAN

database.
4. Kiém tra VTP
Switch# show vtp status Hién thi nhitng théng tin cdu hinh vé VTP
Switch# show vtp counters Hién thi bd dém VTP cua switch.

* chda y: Néu trunking da dudc thiét 1ap trudc khi VTP dugc cau hinh, thi théng tin VTP sé
dugc quang ba théng qua dudng trunk dé ngay lap tlc. Tuy nhién, bdi vi thong tin VTP
dudc quang ba duy nhét theo chu ky Ia 30 gidy (5 phat), trir khi thay ddi théng tin VLAN
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thay d6i thi séi dudc quang ba, cho nén can phai m&t mét thdi gian khoang méy phut thi

thong tin VTP méi dugc quang ba.

5. Inter-vlan Routing si* dung Router

0/0

Router(config) #interface fastethernet

Chuyén cdu hinh vao ché dé cula
interface fa0/0

Router(config-if)#duplex full

Cau hinh interface hoat déng & ché do

full duplex

Router(config-if)#no shutdown

Enable interface

Router(config-if) #interface
fastethernet 0/0.1

Tao mot subinterface fa0/0.1 va dong
thdi chuyén vao ché& dé cdu hinh cua

subinterface do.

Router(config-subif) #description
Management VLAN 1

Dat 16i mo ta cho subinterface nay.

Router(config-subif)# encapsulation

dotlq 1 native

Gan VLAN 1 cho subinterface nay. VLAN
1 sé la native vlan. Subinterface nay sé
sUr dung giao thirc 802.1q Trunking

Router(config-subif) #ip address
192.168.1.1 255.255.255.0

Gan dia chi IP va subnet mask cho

subinterface

Router(config-subif)#interface
fastethernet 0/0.10

Tao mot subinterface fa0/0.1 va dong
thdi chuyén vao ch& dé cdu hinh cua

subinterface do.

Router(config-subif)#description
Accounting VLAN 10

Pat I6i mo ta cho subinterface

Router(config-subif)#encapsulation
dotiq 10

Gan VLAN 10 cho subinterface nay.
Subinterface nay sé s dung giao thuc
802.1q Trunking

Router(config-subif)#ip address
192.168.10.1 255.255.255.0

Gan dia chi IP va subnet mask cho

subinterface.

Router(config-subif) #exit

Thoat khoi ché d6 cdu hinh subinterface

Router(config-if) # exit

Thoat khoi ché d6 cdu hinh Global

configuration

Router(config)#

*Chay:

- Cac subnet cla cac VLAN dang két ndi truc ti€p dén router. Dinh tuyén gilra cac subnet sé
khong can mot giao thic dinh tuyén dong. Trong nhiéu mé hinh phifc tap, thi cac route nay
sé can dudgc quang ba bdi cac giao thirc dinh tuyén dong hoac sé dudc quang ba vao trong

cac giao thirc dinh tuyén doéng.
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- C4c route clia cac subnet tugng (ng vdi mdi vlan sé dugc xuét hién trong bang dinh tuyén

nhu mét mang dang két naGi truc tiép.

6. Cha y khi cau hinh Inter-vlan routing
- M3c dU hau hét cac router cé kha ndng hd trg ca hai giao thirc ISL va dotlqg, nhung mot
s6 dong switch thi chi cé kha ndng ho trg dotlq (vi du: switch 2950 hodc switch 2960).
- Néu ban cén st dung ISL nhu mot giao thic hoat dong trén dudng trunk, thi stif dung cau
Iénh encapsulation isl x, trong doé x la chi s6 ctia VLAN sé dudc gan cho Subinterface.
- Trong qua trinh thuc hanh thi cac ban nén s dung cung chi s6 vlan vdi chi s6 cla
subinterface. Viéc dé sé& dé dang cho qud trinh slra 16i cé lién quan dén VLAN vi du VLAN 10
dudc gan vao subinterface fa0/0.10 thay vi la fa0/0.2.
- Native VLAN (thudng 1a VLAN 1) khéng thé dudc cdu hinh trén mét subinterface déi vdi
cac phién ban Cisco I10S 12.1 (3)T trd vé trudc. Dia chi IP ciia Native VLAN can phai dugc
cau hinh chinh vi vay né can phai dugc cau hinh trén interface vat ly. Con nhitng luu lugng
nam trén cadc VLAN khéc c6 thé dudc cdu hinh trén céc subinterface.

Router(config) #interface fastethernet 0/0

Router(config-if)#encapsulation dotlq 1 native

Router(config-if)#ip address 192.168.1.1 255.255.255.0

Router(config-if) #interface fastethernet 0/0.10

Router(config-subif)#encapsulation dotlq 10

Router(config-subif)#ip address 192.168.10.1 255.255.255.0

7. Vi du cau hinh Inter-vlan Routing
- Hinh 10-1 la sd d6 mang dudc dung cho vi du. Vi du nay sé trinh bay cach cau hinh Inter-
Vlan Routing trén router s dung nhitng cau Iénh ndm trong pham vi cGa bai lab nay. Mot

sO cau lénh dudc s dung trong nhiing chucng trudc.
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Hinh 10-1
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-_‘C' -l'q_-

\ CDF{E’
IEEE 802.1q
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1 108.133.218.1/24
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fal¥d — no IP address

fa0/a0. 1 — VLAN 1 (Mative) - 192.168.1.1/24
fa0/0.10 - VLAN 10 - 192168.10.1/24
fa0/0.20 — VLAN 20 - 192.168.20.1/24
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192 16810.-“24 192163100;24/ 192.168.20, um/ 192, 168,30.0/24 J
__4/\-\___../
|
ISP Router
Router>enable Chuyén c8u hinh vao ché dd Privileged

Router>#configure terminal

Chuyén vao ch& dd cidu hinh Global

Configuration

Router(config)#hostname ISP

C&u hinh tén cho Router la ISP

ISP(config)#interface loopback 0

Tao mot interface loopback 0 va dong
thai

interface nay.

chuyén cdu hinh vao ch& dé

ISP(config-if)#description
simulated address representing

remote website

bat I6i mo ta cho interface loopback 0

ISP(config-if)#ip address
198.133.219.1 255.255.255.0

Gan dia chi IP va Subnetmask cho

interface loopback 0

ISP(config-if)#interface serial
0/0/0

Chuyén cdu hinh vao ché& dd interface
s0/0/0

ISP(config-if)#description WAN

link to the Corporate Router

bat I6i mo ta cho interface s0/0/0
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ISP(config-if)#ip address
192.31.7.5 255.255.255.252

Gan dia chi
interface s0/0/0

ip va subnet mask cho

ISP(config-if)#clock rate 56000

bat clock rate cho interface s0/0/0 la
56000 (dan vi la bps).

ISP(config-if)#no shutdown

Enable interface.

ISP(config-if) #exit

Thoat khoi ché do cdu hinh cla interface
s0/0/0

ISP(config-if)#router eigrp 10

Cho phép router ISP chay giao thdc dinh
tuyén EIGRP vdi AS = 100

ISP(config-router)#network
198.133.219.0

Quang ba cac mang két néi truc ti€p vao

cac interface trén router.

ISP(config-router)#network
192.31.7.0

Quang ba cac mang két néi truc ti€p vao

cac interface trén router.

ISP(config-router)#no autosummary

Tat tinh ndng tu déng téng hop dia chi.

ISP(config-router) #exit

Thoat khoi ché d6 cadu hinh router

ISP(config) #exit

Thoat khoi ché d6 cdu hinh Global

Configuration

ISP#copy

startupconfig

running-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM

CORP Router

Router>enable

Chuyén c8u hinh vao ché dd Privileged

Router>#configure terminal

Chuyén c8u hinh vao ché dd6 Global

configuration

Router(config)#hostname CORP

bat tén cho router la CORP

CORP(config)#no ip domain-lookup

Tat tinh nang tu déng phan giai cac cau

[énh

CORP(config) #interface serial
0/0/0

Chuyén cdu hinh vao ché& dd interface
s0/0/0

CORP(config-if) #description link
to ISP

bat I6i mo ta cho interface s0/0/0

CORP(config-if) #ip address
192.31.7.6 255.255.255.252

Gan dia chi IP va subnetmask cho

interface s0/0/0

CORP(config-if)#no shutdown

Enable interface.

CORP(config-if) #exit

Thoat khoi ché do cdu hinh cta interface
s0/0/0

CORP(config) #interface
fastethernet 0/0

Chuyén cau hinh vao ché do interface
fa0/0

CORP(config-if)#duplex full

Cau hinh interface fa0/0 hoat déng & ché
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do full duplex

CORP(config-if)#no shutdown

Enable interface

CORP(config-if)#interface
fastethernet 0/0.1

Tao mot subinterface va doéng thdi

chuyén cdu hinh vao ché& dé subinterface.

CORP(config-subif) #description

Management VLAN 1 - Native VLAN

Dat 16i mo ta cho subinterface nay.

CORP(config-subif)#encapsulation
dotlq 1 native

Gan vlan 1 vao subinterface nay. VLAN 1
sé |a native vlan. Subinterface fa0/0.1 sé
st dung giao thic 802.1Q trunking

CORP(config-subif)#ip address
192.168.1.1 255.255.255.0

Gan dia chi IP va subnetmask cho

Subinterface nay.

CORP(config-subif) #interface
fastethernet 0/0.10

Tao mot subinterface va doéng thdi

chuyén cdu hinh vao ché& dé subinterface.

CORP(config-subif) #description
Sales VLAN 10

bat I6i mo ta cho subinterface nay

CORP(config-subif)#encapsulation
dotiq 10

Gan vlan 10 vao subinterface nay.
Subinterface fa0/0.1 sé s dung giao

thirc 802.1Q trunking

CORP(config-subif)#ip address
192.168.10.1 255.255.255.0

Gan dia chi IP va subnetmask cho

Subinterface nay.

CORP(config-subif)#interface
fastethernet 0/0.20

Tao mot subinterface va doéng thdi

chuyén cdu hinh vao ché& dé subinterface.

CORP(config-subif) #description
Engineering VLAN 20

bat IGi mo ta cho subinterface nay

CORP(config-subif)#encapsulation
dotlq 20

Gan vlan 20 vao subinterface nay.
Subinterface fa0/0.1 sé& s dung giao

thirc 802.1Q trunking

CORP(config-subif)#ip address
192.168.20.1 255.255.255.0

Gan dia chi IP va subnetmask cho

Subinterface nay.

CORP(config-subif) #interface
fastethernet 0/0.30

Tao mot subinterface va doéng thdi

chuyén cdu hinh vao ché& dé subinterface.

CORP(config-subif) #description
Marketing VLAN 30

bat I8i mo ta cho subinterface nay

CORP(config-subif)#encapsulation
dotlq 30

Gan vlan 30 vao subinterface nay.
Subinterface fa0/0.1 sé s dung giao

thirc 802.1Q trunking

CORP(config-subif)#ip add
192.168.30.1 255.255.255.0

Gan dia chi IP va subnetmask cho

Subinterface nay.

CORP(config-subif) #exit

Thoat khoi ché d6 cdu hinh subinterface

CORP(config-if) #exit

Thoat khoi ché do cdu hinh interface
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CORP(config) #router eigrp 10

Cho phép router chay giao thic dinh
tuyén EIGRP

CORP(config-router) #network Quang ba mang dang két ndi truc tiép
192.168.1.0 vao interface cua router
CORP(config-router) #network Quang ba mang dang két ndi truc tiép
192.168.10.0 vao interface cua router
CORP(config-router) #network Quang ba mang dang két ndi truc tiép
192.168.20.0 vao interface cua router
CORP(config-router) #network Quang ba mang dang két ndi truc tiép
192.168.30.0 vao interface cua router
CORP(config-router) #network Quang ba mang dang két ndi truc tiép
192.31.7.0 vao interface cua router

CORP(config-router)#no autosummary

Tat tinh ndng tu déng tdng hop dia chi

CORP(config-router) #exit

Thoat khoi ché d6 cau hinh router

CORP(config) #exit

Thoat khoi ché dé cdu hinh Global

configuration

CORP#copy running-config

startupconfig

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

L2Switch1 (catalyst 2960)

Switch>enable

Chuyén c8u hinh vao ché dd Privileged

Switch#configure terminal

Chuyén c8u hinh vao ché dd6 Global

configutaion

Switch(config)#hostname L2Switch1

Pat tén cho switch la L2Switch1

L2Switch1(config)#no ip domain-

lookup

Tat tinh ndng phéan giai cau Iénh khi nhép

sai

L2Switch1(config)#vlan 10

Tao VLAN 10 va ddng thdi chuyén ciu
hinh vao ché dé VLAN Configuration

L2Switch1(config-vlan)#name Sales

bat tén cho VLAN 10 la Sales

L2Switch1(config-vlan)#exit

Thoat khoi ché do cdu hinh VLAN

L2Switch1(config)#vlan 20

Tao vian 20

L2Switch1(config-vlan)#name

Engineering

bat tén vlan 20 la Engineering

L2Switch1(config-vlan)#vlan 30

Tao vian 30

L2Switch1(config-vlan)#name

Marketing

bat tén vian 30 la Marketing

L2Switch1(config-vlan)#exit

Thoat khoi ché do cdu hinh VLAN

L2Switch1(config) #interface range
fastethernet 0/2 - 4

Chuyén c&u hinh vao céac interface fa0/2
-4
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L2Switch1(config-if-range) #switchport

mode access

Cau hinh céac port nay hoat dong & ché

do access

L2Switch1(config-if-range) #switchport

access vian 10

Gan cac port nay vao vilan 10

L2Switch1(config-if-range)#interface
range fastethernet 0/5 - 8

Chuyén c&u hinh vao céac interface fa0/5
-8

L2Switch1(config-if-range) #switchport

mode access

Cau hinh céac port nay hoat dong & ché

do access

L2Switch1(config-if-range) #switchport

access vian 20

Gan cac port nay vlan 20

L2Switch1(config-if-range)#interface
range fastethernet 0/9 - 12

Chuyén cdu hinh vao céc interface fa9 -
12

L2Switch1(config-if-range) #switchport

mode access

Cau hinh cac port hoat dong & ché do

access

L2Switch1(config-if-range) #switchport

access vian 30

Gan cac port vao VLAN 30

L2Switch1(config-if-range) #exit

Thoat khoi ché do cdu hinh interface

L2Switch1(config) #interface
fastethernet 0/1

Chuyén c8u hinh vao ché& dd interface
fa0/1

L2Switch1(config)#description Trunk
Link to CORP Router

bat I6i mo ta cho interface nay fa0/1

L2Switch1(config-if) #switchport mode
Trunk

Cau hinh port nay hoat dong & ché do

trunk

L2Switch1(config-if) #exit

Thoat khoi ché d6 cdu hinh cla interface
fa0/1

L2Switch1(config)#interface vian 1

Chuyén cdu hinh vao ché& dd interface

vian 1

L2Switch1(config-if) #ip address
192.168.1.2 255.255.255.0

Gan dia chi IP va subnetmask cho

interface vlan 1

L2Switch1(config-if)#no shutdown

Enable interface vlan 1

L2Switch1(config-if) #exit

Thoat khoi ché do cdu hinh cla interface

vian 1

L2Switch1(config)#ip default-gateway
192.168.1.1

bat dia chi default gate cho switch

L2Switch1(config) #exit

Thoat khoi

configuration

ché& do6 cau hinh Global

L2Switchl#copy running-config

startup-config

Luu file cdu hinh dang chay trén RAM
vao NVRAM
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Chuong 11: STP va EtherChannel

Chudng nay sé cung cap nhitng thong tin va cac cau Iénh cd lién quan dén cac chu dé sau:

* Spanning tree protocol
- Enable STP
- Cau hinh Root Switch
- Cau hinh mot Root switch du phong
- Cau hinh port priority
- C4u hinh path cost

- C4u hinh switch priority cia moét vlan

- C4u hinh cac tham soé thgi gian cia STP

- Kiém tra STP
- C4u hinh cac tuy chon cua STP

- Thay d6i cac ché& dd spanning-tree

- Binh danh hé théng md& rong (System ID)

- Enable Rapid Spanning Tree
- Xur ly 16i STP
- C4u hinh vi du: STP

* EtherChannel

- Cac ché do interface trong EtherChannel

- Cac hudng dan c&u hinh EtherChannel

- C4u hinh Layer 2 EtherChannel
- Kiém tra EtherChannel
- Cau hinh vi du: EtherChannel.
I. Giao thc Spanning Tree
1. Enable STP

Switch(config)#spanning-tree vlan 5

Enable giao thirc STP trén VLAN 5 cua

switch

Switch(config)#no spanning-tree vian
5

Disable giao thitc STP trén VLAN 5 cua

switch

* Chd y: Néu c6 nhiéu VLAN hoat ddng trong mdt VTP domain, thi ban cé thé dudc phép
cau hinh STP trén 64 VLAN. Néu ban c6 nhiéu 128 vlan, thi ban nén s dung giao thic

Multiple STP.

2. Cau hinh Root switch

Switch(config) #spanning-tree vlan 5
Root

Sira d6i switch priority tir gid tri mac dinh
la 32768 thanh mot gid tri thdp hon dé
cho phép switch cé thé trd thanh moét

root switch trong vlan 5

* Cha y: Néu tat ca cac switch khac déu
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c6 kha ndng ho trg System ID md rong,
thi switch dugc cdu hinh bdng cau lénh
trén sé khd@i tao lai gid tri priority la
24576. Néu cd mot s6 switch cd giad tri
priority dudc cau hinh thap hon 24576,
thi switch dé sé dudc gan gia tri priority
la 4096 la gia tri priority thdp nhat trong
s6 cac switch. Néu switch nao dugc gan
gia tri priority thap hon 1, thi cau Iénh do

sé& bj 1i.

Switch(config) #spanning-tree vlan 5

root primary

Switch sé tinh toan lai cac tham sé thdi
gian V@i cac gia tri prirority dé& cho phép
switch dd c6 thé trd thanh root switch
cho VLAN 5.

* Chd y: Théng thudng root switch la
mot switch nam & mang backbone hoéc

distribution

Switch(config) #spanning-tree vlan 5

root primary diameter 7

Cau hinh switch nay trd thanh root
switch cua vlan 5 va doéng thgi cau hinh

gia tri diameter la 7

* Chu y: tur khéa diameter dugc s
dung dé dinh nghia s6 switch t8i da gilta
hai end stations. SG switch sé dugc dao
dong tir 2 dén 7

Switch(config) #spanning-tree vilan 5

root primary hello-time 4

Cau hinh switch nay trd thanh root
switch cia VLAN 5 va cau hinh thdi gian

hello-delay la 4 giay.

* Chu y: tu khoa hello-time dugc s
dung dé gan gid tri hello-delay véi
khoang thdi gian dugc phép dao dong la

tir 1 dén 10 gidy. Mac dinh la 2 giay.

Switch(config) #spanning-tree vlan 5

root secondary

Switch sé thuc hién tinh toan lai cac
tham s& thdi gian véi gid tri priority dé
cho phép switch trd thanh root switch
cho VLAN 5 khi ma root switch cua VLAN
5 bi 16i.

* Cha y: Néu tat ca cac switch khac déu
c6 kha ndng hd trg System ID md rong,
thi switch d6 sé khdi tao lai gia tri priority

la 28672. Vi vay, néu root switch bi 16i,
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va cac switch khac dugc gan gia tri
priority mac dinh la 32768, thi switch dé
sé€ trd thanh root switch mdi. D6 vdi
nhitng switch ma khong cé kha ning hd
trd System ID md& rong, thi switch
priority s& thay d6i thanh gia tri 16384.

Switch(config)#spanning-tree vian Cau hinh switch tr@ thanh root switch dy
5 root secondary diameter 7 phong cho VLAN 5 va déng thgi gan gia
tri diameter la 7.
Switch(config)#spanning-tree vian 5 Cau hinh switch la root switch du phong
root secondary hello-time 4 cho VLAN 5 va dong thdi gan gia tri clia

tham sé thdi gian hello-delay la 4 giay.

3. Cau hinh Port Priority

Switch(config) #interface Chuyén cdu hinh vao ché& dé inteface
gigabitethernet 0/1 gio/1

Switch(config-if) #spanning-tree port- | Cdu hinh port priority cho interface nay

priority 64 dang hoat dong & ché do6 access.

Switch(config-if)#spanning-tree vlan 5 | Cau hinh VLAN port priority cho mot
port-priority 64 interface dang hoat déng & ché do6 trunk.
* Chu y: Port priority dugc s dung dé

xac dinh root switch khi ma hai switch co
cung gia tri priority. Gia tri port priority
sé nam trong khoang tir 0 dén 255. Theo

mac dinh thi gid tri cua port priority la

128.
4. Cau hinh Path Cost
Switch(config) #interface Chuyén c8u hinh vao ch& dd Interface
gigabitethernet 0/1 gio/1

Switch(config-if)#spanning-tree  cost | Cau hinh gid tri Cost cho interface dang
100000 hoat déng & ché do access

Switch(config-if)#spanning-tree vlan 5 | Cadu hinh Gia tri Cost cua VLAN cho mot
cost 1000000 interface dang hoat déng & ché d6 Trunk.

* Cha y: Néu moét vong lap xudt hién, thi
STP s& s dung path cost dé xac dinh
interface nao sé hoat dong & trang thai
forwarding state. V&i mot path cost cao
thi toéc do truyén sé thap. Gia tri cost co

th€ nam trong khoang tUr 1 dén

Created by: Dwong Van Toan — CCNP, CCSP, MCSE, LPI level 1. http://www.vnexperts.net 75


http://www.vnexperts.net

200000000. Theo mac dinh thi path cost
sé dudc tinh dua trén toéc do cia dudng

truyén.

5. Cau hinh Switch Priority cia mot VLAN

Switch(config)# spanning-tree vlan 5 | Cau hinh gid tri switch priority cia VLAN
priority 12288 51a 12288

* Chuy:

- V@i tir khoa priority, thi gid tri ndm trong dai tir 0 d&n 61440 cé thé tang thém 4096. Gia
tri mac dinh la 32768. Switch nao cé gia tri priority thap nhat thi switch do sé dugc lua
chon lam root switch.

- Nhiing gia tri ndm trong bang sau cé thé dugc s dung nhu nhitng gid tri priority:

0 4096 8192 12288
16384 20480 24576 28672
32768 36864 40960 45056
49152 53248 57344 61440

* Chu y: Cisco khuyén ban khoéng nén s dung cau Iénh nay. Cisco khuyén ban nén s dung
cau lénh: spanning-tree vlan x root primary hoac cau |énh: spanning-tree vlan x root

secondary thay vi phai thay déi gia tri priority cia switch.

6. Cau hinh cac tham s6 thdi gian cua STP

Switch(config) #spanning-tree vlan 5 | Thay d6i thdi gian hello-delay cho VLAN 5

hello-time 4 la 4 giay
Switch(config)#spanning-tree vlan 5 Thay d6i thdi gian forward-delay cho
forward-time 20 VLAN 5 la 20 giay
Switch(config) #spanning-tree vlan 5 Thay d6i thdi gian maximum-aging cho
max-age 25 VLAN 5 la 25 giay.

* Chuy:

- VG&i cau lénh: hello-time, thi tham s& thdi gian sé dudc cdu hinh ndm trong dai tr 1 dén
10 gidy. Theo mac dinh thi tham s6 nay la 2 giay.

- V@i cau lénh: forward-time, thi tham sé thdi gian trong cdu Iénh nay sé dudc cau hinh tir
4 dén 30 giay. Theo mac dinh thi tham s6 thdgi gian nay dudc gan la 15 giay.

- V@i cau lénh max-age, thi tham sé thdi gian trong cau Iénh nay dugc phép cau hinh tir 6

dén 40 gidy. Theo mac dinh thi gid tri nay la 20 giay.

7. Kiém tra STP

Switch#show spanning-tree Hién thi théng tin STP

Switch#show spanning-tree active Hién thi théng tin STP duy nhét trén cac
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interface dang hoat doéng.

Switch#show spanning-tree brief Hién thi trang thai cia STP

Switch#show spanning-tree detail Hién thi thdng tin chi tiét cla interface

Switch#show spanning-tree interface | Hién thi thong tin STP cho interface gi0/1
gigabitethernet 0/1

Switch#show spanning-tree summary | Hién thi trang thai téng quan cia mét

port
Switch#show spanning-tree summary | Hién thj téng sé dong clia cac phién STP
Totals
Switch#show spanning-tree vilan 5 Hién thi thdng tin STP cho VLAN 5

8. Cac cau 1énh tuy chon dé cdu hinh STP
- M3c du céc cau lénh khong bat budc phai sir dung cho qud trinh hoat dong cua STP,
nhung ban cling nén tim hi€u vé tinh nang cla nhitng cdu I1énh nay dé trién khai STP cho hé

théng mang hoat dong tét hon.

8.a. PortFast

Switch(config) #interface Chuyén c8u hinh vao ché& dd interface
fastethernet 0/10 fa0/10

Switch(config-if) #spanningtree Bat tinh nang PortFast trén mot access
Portfast port.

Switch(config-if) #spanningtree Bat tinh nang PortFast trén mot port
portfast trunk Trunk.

* Chu y: SU dung cau lénh portfast duy
nhat khi két nGi port d6 véi mot PC va
port dé c6 thé hoat ddng & ché& dd access
hoac trunk. Néu ban s dung céu lénh
nay trén cac port dugc dung dé két ndi
dén switch hodc hub khac thi sé la
nguyén nhan din dén switch khéng cé

kha nang xac nhan dugc lap xay ra.

* Chu y: Néu ban enable tinh nang voice
VLAN, thi PortFast sé dudc enable mac
dinh. Néu ban tat tinh ndng voice VLAN,

thi PortFast van sé& dugc enable.

Switch#show spanning-tree Hién thi théng tin vé PortFast trén
interface fastethernet 0/10 interface fa0/0
portfast
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8.b. BPDU Guard

Switch(config) #spanning-tree Bat tinh nang BPDU Guard & ché do

portfast bpduguard default Globally

Switch(config) #interface Chuyén vao ché dd cdu hinh cla cac

range fastethernet 0/1 -5 interface fa0/1 - 5

Switch(config-ifrange) # Bat tinh nang Port Fast trén tat ca cac

spanning-tree portfast interface fa0/1, Fa0/2, Fa0/3, Fa0/4,
Fa0/5
* Chu y: Theo mac dinh, BPDU Guard sé
bi disable

Switch(config) #errdisable Cho phép port sé tu dong hoat dong tré

recovery cause bpduguard lai néu né bi 16i do nguyén nhan bdi
BPDU Guard.

Switch(config) #errdisable C3u hinh thdi gian dé phuc hoi lai trang

recovery interval 400 thai hoat déng binh thudng cua interface
la 400 gidy. Theo mac dinh la 300 giay.
Khoang thdi gian nay cé thé ciu hinh tir
30 dén 86400 giay.

Switch#show spanning-tree Kiém tra vi tri ma BPDU Guard d3 dudc

summary totals enable hodc disable.

Switch#show errdisable Hién thi nhitng thdng tin vé tha&i gian ma

recovery interface da dudgc phuc hoi tré vé trang
thai hoat dong binh thudng.

8.c. Thay d6i cac ch& dé hoat déng cua Spanning-Tree

* Cac loai spanning tree khac nhau cé thé dugc cdu hinh trén Cisco Switch. Nhitng tuy chon
nay con phu thudc vao cac dong san phdm switch khac nhau:

- Per-Vlan Spanning Tree (PVST): 18 mot instance clia spanning tree cho mdi mot VLAN.
Dbay la giao thirc doc quyén cua cisco.

- Per-Vlan Spanning Tree Plus (PVST+): Ciing la mot giao thi'c doc quyén cua Cisco. Cé kha
nang md rong tét han giao thdc PVST.

- Rapid PVST+: day ciling la mot ché d6 hoat dong giGbng nhu PVST+ ngoai trir viéc giao
thdc nay s dung t8c dd héi tu nhanh dua trén chudn 802.1w.

- Multiple Spanning Tree Protocol (MSTP): dudc dinh nghia thanh chudn IEEE 802.1s. Su
md& réng cla thudt todn Rapid Spanning Tree (RST) dé cé thé dung cho nhiéu spanning
tree. Nhiéu VLAN c6 thé dugc anh xa vao trong mot instance ctiia RST. Ban khéng thé chay
MSTP va PVST d6ng thdgi cuing mot Idc.

Switch(config) #spanning-tree mode Bat giao thli'c MSTP hoat dong trén

Mst switch. Cau Iénh nay chi c6 kha nang
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thuc hién trén cac switch dang chay phan

mém hé diéu hanh loai EI.

Switch(config) #spanning-tree mode
Pvst

Bat giao thdc PVST. Giao thic nay chay

mac dinh trén cac switch cla cisco.

Switch(config) #spanning-tree mode

rapid-pvst

Bat giao thUc Rapid PVST+ hoat dong

trén switch.

8.d. Binh danh hé théng md& rong (Extended System ID)

Switch(config)#spanningtree extend

system-id

Bat tinh nang Pinh danh hé th6ng mdé

rong.

* Chu y: V@i cac switch chay nhirng
phién ban cli hon phién ban Cisco 10S
Software Release 12.1 (8) EA1 thi khong
c6 kha ndng hd trg tinh ndng dinh danh

hé théng md rong.

Switch#show spanning-tree Summary

Kiém tra tinh nang Dinh danh hé théng
md rong da dudc bat hay chua.

Switch#show running-config

Hién thi file cdu hinh dang chay trén RAM

8.e. C4u hinh giao thifc Rapid Spanning Tree (RSTP)

Switch(config) #spanning-tree mode

rapid-pvst

Bat giao thUc Rapid PVST+ hoat dong

trén switch.

Switch(config) #interface fastethernet
0/1

Chuyén vao ché dé c8u hinh cla

interface fa0/1.

Switch(config-if)#spannisng-tree link-

type point-to-point

Cau hinh interface faO/1 hoat dong dudi

dang lién két point-to-point

Switch(config-if) #exit

Switch(config)#clear spanningtree

detected-protocols

9. XU ly su' cO cua STP

Switch#debug spanning-tree all

Hién thi tdt ca cac su kién cua spanning

tree

Switch#debug spanning-tree events

Hién thi nhitng su kién co lién quan dén

topology cla spanning tree

Switch#debug spanning-tree

Backbonefast

Hién thi nhitng su kién co lién quan dén

backbonefast clia spanning tree

Switch#debug spanning-tree
Uplinkfast

Hién thi nhitng su kién co lién quan dén

Uplinkfast cua spanning tree

Switch#debug spanning-tree mstp all

Hién thi tat ca cac su kién cla giao thirc
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MSTP

Switch#debug spanning-tree switch Hién thi nhitng thay ddi vé trang thai cla

State cac port spanning-tree

Switch#debug spanning-tree pvst+ Hién thi cac su kién cla giao thirc PVST+

10. Vi du cadu hinh STP

- Hinh 11-1 1& sd d& mang dudgc s dung dé cdu hinh STP, nhitng cdu Iénh dudc st dung
trong phan vi du cdu hinh STP sé& chi nam trong pham vi ciia chuong nay.

Hinh 11-1

VTP
Domain
stpdemo

falHa

Core (2960)
-© VLAN 1 Root Primary = ]
”’5 VTP Server =" "

VLAN 10 - Forwarding VLAN 10 - Blocking

Core Switch (2960)
Switch>enable Chuyén c8u hih vao ché& d6 Privileged

Switch#configure terminal Chuyén cdu hinh vao ché dbé Global

Configuration

Switch(config)#hostname Core Dat tén cho switch la Core

Core(config)#no ip domainlookup Tat tinh ndng tu dong phéan giai cau lénh

khi ngudi dung nhap sai.

Core(config)#vtp mode server Thay d6i ché d6 hoat déng cua switch
thanh ché d6 VTP Server. Ché d6 nay la
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ché& d6 mac dinh cua switch cua cisco.

Core(config)#vtp domain stpdemo

Cau hinh tén cua VTP domain la stpdemo

Core(config)#vlan 10

Tao vlan 10 va déng thdi chuyén ciu

hinh vao ché d6 Vlan configuration

Core(config-vlan)#name

Accounting

Dat tén cho vlan 10 la Accounting

Core(config-vlan)#exit

Thoat khoi

configuration

ché d0 cdu hinh VLAN

Core(config)#vlan 20

Tao vlan 20 va déng thdi chuyén cau
hinh vao ché d6 VLAN Configuration.,

Core(config-vlan)#name

Marketing

Dat tén cho vlan 20 la Marketing.

Core(config-vlan) #exit

Thoat khoi

configuration.

ché d0 cdu hinh VLAN

Core(config)#spanning-tree

vian 1 root primary

C&u hinh switch trd thanh root switch cho

VLAN 1.

Core(config) #exit

Thoat khoi

Configuration.

ché&€ do6 cau hinh Global

Core#copy running-config

startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

Distribution 1 Switch (2960)

Switch>enable

Chuyén c8u hinh vao ché dd Privileged

Switch#configure terminal

Chuyén c8u hinh vao ché dd6 Global

Configuration.

Switch(config)#hostname
Distribution1

bat tén cho switch la Distribution1

Distribution1(config)#no ip

domain-lookup

Tat tinh nang tu déng phan giai cau Iénh
khi ngudi dung nhap sai.

Distribution1(config) #vtp domain
Stpdemo

Cdu hinh tén cda VTP domain Ila

stpdemo.

Distribution1(config)#vtp mode
Client

Thay d6i ché d6 hoat déng cua switch
thanh VTP client.

Distribution1(config) #spanningtree

vian 10 root primary

Cau hinh switch nay sé trd thanh root

switch ctia vlan 10.

Distribution1(config) #exit

Thoat khoi ché d6 cdu hinh Global

Configuration.

Distribution1#copy running-config

startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.
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Distribution 2 Switch (2960)

Switch>enable

Chuyén c8u hinh vao ché dd Privileged

Switch#configure terminal

Chuyén c8u hinh vao ché db6 Global

Configuration.

Switch(config) #hostname
Distribution2

Pat tén cho switch la Distribution?2.

Distribution2(config)#no ip

domain-lookup

Tat tinh ndng tu ddng phéan giai cau lénh
khi ngudi dung nhap sai.

Distribution2(config)#vtp domain
Stpdemo

hinh tén cho VTP domain Ila

stpdemo.

Cau

Distribution2(config) #vtp mode
Client

Thay d6i ché d6 hoat déng cua switch
thanh VTP client.

Distribution2(config) #spanningtree

vian 20 root primary

C3u hinh dé switch nay tré thanh root

switch ctia vlan 20.

Distribution2(config) # exit

Thoat khoi ché d6 cdu hinh Global

configuration.

Distribution2#copy running-config

startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

II. EtherChannel

- EtherChannel sé cung cap kha nang du phong, két nGi t6c do cao han gilta cac switch, vdi
switch hodc v@i router hodc v@i server. Mot EtherChannel cé cha nhiéu lién két Fast
Ethernet hodc Gigabit Ethernet vao trong mot lién két logical. Néu mot lién két nam trong
EtherChannel ma bi 16i, thi luu lugng dir liéu sé dudc thay doi dé truyén trén nhimng lién két

con lai thuoc EtherChannel do.

1. Cac ché€ d0 interface trong EtherChannel

M6 ta

Gan cac interface vao trong mot EtherChannel
ma khong cé su hoat dong cua PagP hoac
LACP. Channel nay duy nhat ton tai néu két
noi truc ti€p vdéi nhom interface khac ciing
hoat déng & ché do On.

Gan nhiing interface nay hoat doéng & trang
thai passive negotiating: trang thai nay sé tra
IGi cac goi tin PagP nhung sé khai tao PagP

negotiation.

Ché do Giao thirc
On None
Auto PagP
Desirable PagP

bua nhiing interface nay hoat dong & trang
thai active negotiating: trang thai nay sé gui

cac goi tin PagP dé khdi tao nhitng qud trinh
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negotiation.

Passive LACP Pua nhitng interface nay hoat dong & trang
thai passive negotiating: trang thai nay tra Igi
cac goi tin LACP nhung sé khong khdi tao qua
trinh LACP negotiation.

Active LACP Pua nhitng interface nay hoat dong & trang
thai active negotiating: trang thai nay sé gui
cac gobi tin LACP d& khdi tao qud trinh

negotiation.

2. Hudng dan cdu hinh EtherChannel
- Giao thic PagP la mot giao thdrc doc quyén cua cisco.
- LACP 13 giao thirc dudc dinh nghia theo chudn 802.3ad.
- Ban cé thé gdp tir 2 dén 8 lién két vat ly lai thanh mét EtherChannel.
- Tat ca cac port sé phai giéng nhau vé nhitng tham sé sau:

+ To6c d6 va duplex.

+ Khong dugc phép nhdm interface fast Ethernet va gigabit Ethernet vao moét nhom
EtherChannel.

+ Khéng thé cung st dung PagP va LACP.

+ Cac port dudc nhom vao trong mot EtherChannel sé phai cung hoat déng & trang
thai trunk hodc khong phai trang thai trunk.
- Tat ca cac lién két sé phai cung hoat dong & layer 2 hoac layer 3 khi dugc nhém vao trong
mot Channel Group.
- P& tao mot Channel hoat déng vdi ch& dd PagP, thi ban s& phai cdu hinh nhitng tham s&
can thiét sau trén 2 side:

+ Aut - Desirable

+ Desirable — Desirable
- P& tao mot channel hoat dong véi ché dé LACP, thi ban s& phai cdu hinh nhitng tham sd&
sau trén 2 side:

+ Active - Active

+ Active - Passive
- P& tao mét channel khéng st dung PagP hodc LACP, thi cac side s& phai cdu hinh & ch& dé
On - On.
- Khong dugc phép cau hinh mot GigaStack gigabit interface converter (GBIC) nhu mot
thanh phan ctua EtherChannel.
- Néu mot interface da dudc cdu hinh la mot Switched Port Analyzer (SPAN) destination
port sé khong dugc phép ra nhap vao mot nhom EtherChannel cho dén khi SPAN bi disable.
- Khdéng dugc phép cdu hinh mot secure port nhu moét thanh vién ciia EtherChannel.
- Nhitng interface khéng thudc Native VLAN thi khdng thé dugc nhdm vao mét
EtherChannel.
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- Khi st dung lién két trunk, ban phai dam bao rang céac lién két nay cung si dung mot

trong hai giao thic do la: ISL hodc dotlq.

3. Cau hinh Layer 2 EtherChannel

Switch(config) #interface range
fastethernet 0/1 - 4

Chuyén cdu hinh vao ché& dd interface
fa0/1 dén Fa0/4

Switch(config-if-
range)#channelprotocol

Pagp

Chi dinh giao thdc PagP la giao thiuc sé
dudc sir dung cho Group Channel nay.

Hoac

Switch(config-if-
range)#channelprotocol

Lacp

Chi dinh giao thiic LACP la giao thuc sé
dudc stir dung cho Group Channel nay

Switch(config-if-range)#channel-group

1 mode {desirable | auto | on

passive

| active }

Tao mot Channel Group la 1 va gan cac
interface fa0/1 — 04 trd thanh thanh vién

cua Group Channel nay.

4. Kiém tra EtherChannel

Switch#show running-config

Hién thi file cdu hinh dang chay trén RAM

Switch#show running-config
interface fastethernet 0/12

Hién thi théng tin cua interface fa0/12

Switch#show etherchannel

Hién thi tat ca cac thdng tin vé
EtherChannel

Switch#show etherchannel 1

port-channel

Hién thi nhitng thong tin vé port channel

Switch#show etherchannel

Summary

Hién thi nhitng théng tin téng quat vé

etherChannel

Switch#show pagp neighbor

Hién thi thdng tin vé PagP hang xém

Switch#clear pagp 1 counters

Xo6a nhirng thong tin vé PagP cua Group

channel 1

Switch#clear lacp 1 counters

Xo6a nhitng thong tin vé LACP cua Group

channel 1

5. Vi du cdu hinh: EtherChannel

- Hinh 11-2 1a s6 @8 mang dudc s dung dé& ciu hinh EtherChannel, nhitng cau Iénh dugc sur

dung trong vi du nay sé& chi ném trong pham vi clGa bai lab nay.
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Hinh 11-2

FEC FEC
IEEE BD2.1q IEEE B02.1q
Trunk Trunk
ALSwitch1 (2960) Core (2960) ALSwitch2 (2960)
fad/ fani : fanm fa0i

——— s —
- T fa0i2 W - fa0is T —
T faoiiz ! “ta0iE fa0/12

N 10 >
If5-8

Marketing
VLAN 20

fal/s 12 ‘\I
17246200024

VLAN 10
fals-8
172.16.10.0/24

(
: ) N : . > ==
= o & A |
D.2/24 17216.20.2/24 17216.10.3/24 1724
Core (2960)
Switch>enable Chuyén c8u hinh vao ché dd Privileged
Switch#configure terminal Chuyén cdu hinh vao ch& db global

configuration

Switch(config)#hostname Core Dat tén cho switch la Core

Core(config)#no ip domain-lookup Tat tinh ndng tu ddng phéan giai cau lénh

khi ngudi dung nhap sai.

Core(config)#vtp mode server Thay d6i vai trd cua switch hoat ddng

trong mot VTP domain la vtp server

Core(config)#vtp domain testdomain Cau hinh tén cho VTP domain la

testdomain.

Core(config)#vlan 10 Tao vlan 10 va déng thdi chuyén céu

hinh vao ché do vlan configuration.

Core(config-vlan)#name Accounting bat tén cho vlan 10 la Accounting.
Core(config-vlan) #exit Thoat khéi ché d6 cau hinh VLAN

configuration.

Core(config)#vlan 20 Tao vlan 20 va déng thdi chuyén céu
hinh vao ché d6 VLAN configuration.

Core(config-vlan)#name Marketing bat tén cho vlan 20 la marketing.
Core(config-vlan) #exit Thoat khéi ché d6 cau hinh VLAN
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configuraiton.

Core(config)#interface range
fastethernet 0/1 - 4

Chuyén cdu hinh vao ché& dd interface
fa0/1 - 4

Core(config-if) #switchport trunk

encapsulation dotlq

Cau hinh giao thdc 802.1g sé dudgc su
dung d€ ddéng goi dir liéu trén dudng

trunk.

Core(config-if) #switchport mode
Trunk

Cau hinh dai interface nay sé hoat dong
3 ché do trunk.

Core(config-if) #exit

Thoat khoi ché do cau hinh interface.

Core(config)#interface range
fastethernet 0/1 - 2

Chuyén c8u hinh vao ché dé interface.

Core(config-if)#channel-group 1

mode desirable

Tao mot Channel Group la 1 va déng thdi
interface faO/1 va fa0/2 trg
Group

gan hai
thanh thanh vién cua Channel

nay.

Core(config-if) #exit

Thoat khoi ché do cau hinh interface.

Core(config)#interface range
fastethernet 0/3 - 4

Chuyén c&u hinh vao ché& dd interface

Core(config-if)#channel-group 2

mode desirable

Tao mot Group Channel la 2 va d6ng thdi
interface fa0/3 va fa0/4 tra

thanh thanh vién cua Group Channel

gan hai

nay.

Core(config-if) #exit

Thoat khoi ché do cdu hinh interface

Core(config) #exit

Thoat khoi

configuration

ché dd cadu hinh global

Core#copy running-config

startupconfig

Luu file cdu hinh dang chay trén RAM va
NVRAM.

ALSwitch1 (2960)

Switch>enable

Chuyén c8u hinh vao ché dd Privileged

Switch#configure terminal

Chuyén c8u hinh vao ché dd6 Global

configuration.

Switch(config)#hostname ALSwitch1l

bat tén cho switch |a ALSwitch1

ALSwitch1(config)#no ip domainlookup

Tat tinh ndng tu ddng phéan giai cau lénh
khi ngugi dung nhap sai

ALSwitch1(config)#vtp mode client

Thay d6i vai trd hoat déng cla switch

trong mot VTP domain |1a VTP client

ALSwitch1(config)#vtp domain

Testdomain

Pat tén cho VTP domain la testdomain.

ALSwitch1(config)#interface range

Chuyén c8u hinh vao ché dd interface.
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fastethernet 0/5 - 8

ALSwitch1(config-ifrange)#

switchport mode access

Cau hinh ché d6 hoat dong cua cac port

nay la ché d6 access.

ALSwitch1(config-ifrange)#

switchport access vian 10

Gan cac port nay tréd thanh thanh vién
cua VLAN 10

ALSwitch1(config-if-range) #exit

Thoat khoi ché do cau hinh interface.

ALSwitch1(config)#interface range
fastethernet 0/9 - 12

Chuyén c8u hinh vao ché& dd interface.

ALSwitch1(config-ifrange)#

switchport mode access

Cau hinh ché d6 hoat dong cua cac port

la ché& d6 access.

ALSwitch1(config-ifrange)#

switchport access vian 20

Gan cac port nay tréd thanh thanh vién

clia vlan 20

ALSwitch1(config-if-range) #exit

Thoat khoi ché d6 cau hinh interface.

ALSwitch1(config)#interface range
fastethernet 0/1 - 2

Chuyén c&u hinh vao ché& dd interface

ALSwitch1(config-ifrange)#

switchport mode trunk

Thay d6i ché dbé hoat déng cla cac

interface hoat dong véi ché do trunk

ALSwitch1(config-ifrange)#
channel-group 1 mode

desirable

Tao Group channel la 1 va dong thdi gan
cac port nay trd thanh thanh vién cula

group channel nay.

ALSwitch1(config-if-range) #exit

Thoat khoi ché do cdu hinh interface

ALSwitch1(config) #exit

Thoat khoi

configuration.

ché dd cau hinh global

ALSwitch1#copy running-config

startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

ALSwitch2 (2960)

Switch>enable

Chuyén c8u hinh vao ché dd Privileged

Switch#configure terminal

Chuyén c8u hinh vao ché dd6 Global

configuration

Switch(config)#hostname ALSwitch2

bat tén cho switch la ALSwitch2

ALSwitch2(config)#no ip domain-
lookup

Tat tinh ndng tu ddng phéan giai cdu lénh
khi nguGi dung nhép sai

ALSwitch2(config)#vtp mode client

Thay d6i vai trd hoat déng cla switch
trong mot VTP domain thanh VTP client

ALSwitch2(config)#vtp domain

Testdomain

bat tén cho VTP domain la testdomain

ALSwitch2(config)#interface range
fastethernet 0/5 - 8

Chuyén vao ché& dé cau hinh interface
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ALSwitch2(config-if-range)#switchport

mode access

Thay ddi ché dé hoat ddng cla cac port

thanh ché& do6 access.

ALSwitch2(config-if-range)#switchport

access vian 10

Gan cac port trd thanh thanh vién cla

vlan 10.

ALSwitch2(config-if-range) #exit

Thoat khoi ché do cdu hinh interface

ALSwitch2(config)#interface range
fastethernet 0/9 - 12

Chuyén vao ché& dé cau hinh interface

ALSwitch2(config-if-range)#switchport

mode access

Cau hinh ché d6 hoat dong cua cac port

la ché& d6 access.

ALSwitch2(config-if-range)#switchport

access vian 20

Gan cac port nay tréd thanh thanh vién

clia vlan 20

ALSwitch2(config-if-range) #exit

Thoat khoi ché d6 cdu hinh cla interface

ALSwitch2(config)#interface range
fastethernet 0/1 - 2

Chuyén vao ché dbé cdu hinh cla

interface

ALSwitch2(config-if-range)#switchport

mode trunk

Thay ddi ché dé hoat ddng cla cac port
thanh ché& do trunk.

ALSwitch2(config-if
range)#channelgroup 1 mode

desirable

Tao group channel la 1 va dong thdgi gan
cac port fa0/1 va fa0/2 tréd thanh thanh

vién cua group channel nay.

ALSwitch2(config-if-range) #exit

Thoat khoi ché d6 cau hinh interface.

ALSwitch2(config) #exit

Thoat khoi

configuration.

ché dd cau hinh global

ALSwitch2#copy running-config

startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.
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Phan V: MO’ RONG MANG LAN
Chuong 12: Trién khai mang Wireless LAN

Chuadng nay sé cung cap nhitrng théng tin va cac cau Iénh cd lién quan dén nhirng cha dé
sau:

- Cau hinh Wireless Access Point (AP): Linksys 300N AP.

- Cau hinh Wireless Client: Linksys Wireless-N Notebook adapter.

1. Cau hinh Wireless AP

* Cha y: thiét bi AP dudc s dung trong chudng nay la Linksys Wireless-N Broadband
Router. N&u ban st dung mét thiét bi AP khac, thi man hinh hién thi cé thé sé khac.

- Diéu nay rat quan trong dé st dung cho thdi gian cp nhét firmware hodc driver mdi. Tinh
ndng nay chi ding d&i véi dong san phdm 300N AP badi vi cdng nghé 802.11n hién tai van
dang |1a ban du thao. Chinh vi vay, kiém tra thdi gian cdp nhét clia nha san xut AP trén cac
website clia ho. Trong trudng hop d6i véi thiét bi ciia hdng Linksys, thi website d& cap nhét

firware hodc driver la: http://www.linksys.com/download.

- Hinh 12-1 s& hién thi man hinh khdi tao cua qud trinh Setup Wizard, qua trinh nay sé&
dudc chay tu dong khi ban s dung dia CD cai dat dugc cung cdp bdi AP. Chay Setup
Wizard trén may tinh trudc khi ban cdm cac loai cap dén AP clia ban hodc modem.

- Hinh 12-2 s& hién thj license dugc chdp nhén cho thiét bi. Sau khi ban doc nhitng yé cau,
thi ban nh&n Next dé tié€p tuc hodc nh&n chon Exit dé thoat khoi chuong trinh cai dat.

Hinh 12-1

LINKSYS'

A Division of Cisco Systems, Inc.

| hank you tor choosing Linksys.
Thi= Setup Wizard will help you
install the Wireless-N
Eroadband Router.

2 4 GHz J

Model No. WIHT300M Copynight 2006 Clzco Systeme, Inc. All Righte Reeerved

Created by: Dwong Van Toan — CCNP, CCSP, MCSE, LPI level 1. http://www.vnexperts.net 89



http://www.vnexperts.net
http://www.linksys.com/download

Hinh 12-2

LINKSYS'

A Dension of Cisco Systéms, Inc

Preasthe PAGE DOWMN key oruae the Scroll Barto sz the resi of the agreement
Linkezys Softwar: Liconac Agocement w8 150

THIS LICENSE AGREEMEMNT |5 BETWEEN YU AMD CISCO- INKSY5: LLC OR THE CISCO-LIMKETS. LLC SUBSIDIARY
LICENSING THIS SOF TWARE. [F-5ALE 15 NOT DIRECLTY BY CISCOHLINESYS. LLC " linkays"). BY DOWNLOADING OR
IS TALLIMG T SOPTWANL. DN USING T1HE PRODLUCT CONTAIMNING T1E SOrTWARLE. ¥ U ANC COMICNTING TO
HE BOUND BY THIS AGREEMENT |F Y0 U DO WOT AGREE TO ALL OF THESE TERMS, THEN YOU MAY NOT
LI HLCIAL), I L LLUH USE [HE SUFTWARE YUL MAY HE|UHN LINLSED SOF | WARE [DHL IF THE SUEIWARE
|5 SUPRLIED PART DF ANDTHER PRODLCT. THE UNLISED PRODUCT) FOR A FULL REFLIND LIP TO 20 DAYS
AFTER CR CIH- PURCHASE. SUBJECT T THE AETURN PROCESS AND POLICIES OF THE PARTY FROM WHICH
WOU FMURCHASED SUCH| MRODUCT OR SOrTWARLE.

License. Subject o the tems and conditons of this Agreement. Linksys grarts the onginal end user puchaser of the: Linsys

i you accepithe ferma ofth :-.-"-.c,re-ernen click Mesxd to comlinue . IF not, choos= Deit and the Setup YW imard

will ¢losa. You must click Maxt 1o continue the installation process

SetupWirard Modd No WIRT 300N

H Broadhand Rowter

- Hinh 12-3 s& hién thj mot trinh wizard dé hoéi ban rdt ngudn tir modem cua ban. Khi ban

k&t thuc, thi ban c6 thé nhan chon Next.

Hinh 12-3

LINKSYS

& Division of Ciscn Systems, Inc,

Unplug the power to F—:I N
your madem. | |
Outlet |
- I.[-’ -'.-
Modem
" Broadband Router SewupWizard Madal Ho. WRT300M
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- Hinh 12-4 s& hién thi mét wizard dé héi ban rit modem tir may tinh cta ban. Khi ban két
thac, ban cé thé nhan chon Next.
Hinh 12-4

LINKSYS'

A Divigion o Clspo Systems, Inc.

Disconnoct tha eabla
that connects your
modem to the

computar

l
#
I
Al
—, ",
kS
W .J{‘_
A

Wall Jack

H Broadband Router 5 Modsl Mo, WIRT 300N

- Trong man hinh ké ti€p, dudc hién thi & hinh 12-5 bén dudi, mdt wizard xuét hién yéu cau
ban két n6i modem dén router.
Hinh 12-5

LINKSYS

A Division of Cisco Systems, Inc.

@ _ Internet Port
. . =,  f Plug the cable from the modem
= = = i =208 I ] 1/ inta the Router's Internet Port
fm 1 ) ‘L[_ Tl This is the same cable that you
Wall Jack [ [ | . L_il I hawe just disconnect from your
_— - '._.-- -:.: E T Pﬂ
Modem
Router || [
o
™
N[l
H Broadband Rowuter SetupWizard Model No. WIHT300M
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- O man hinh tiép theo, dudc hién thi trong hinh 12-6 thi mét wizard hdi ban c6 mudn cdm
nguon tré lai cho modem khong.
Hinh 12-6

LINKSYS'

A Diwision of Clseo Systems, Inc.

[ 5

Outlet
[
Plug in the power to ]
your modem. )

“ Broadband Router Mode! No. WIRT 300N

- Trong cac hinh 12-7 va hinh 12-8, cac wizard s& héi ban dé két ndi router d&n mét may
tinh. D& cai dat ddng thiét bi, ban sé& phai dung mét sgi cap dé két ndi. Sau khi ban két ndi
xong, ban cé thé cdu hinh thiét bi d& chdp nhén cac wireless client.

- VGi AP 300N thi s& cd cac port R145 déu dugc danh ddu bang mau dé cho viéc sir dung
dugc dé dang hon - port dudc dung dé két néi dén modem 1a mau xanh, va 4 port con lai
dudc st dung dé két nbi dén cac thiét bi 1a mau vang. Ban can phai kiém tra lai 1an nita cac

thiét bi cia ban dé dam bao két néi ding vdi cac port.
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Hinh 12-7

LINKSYS'

B Division of Ceon ‘iy.‘dFﬂh. Inc

L 64

The Router comes with a blue netwark
cable. Plug one end of the network
cable into your PC's network port.

Mour PC's network port is the sams
port that was previously connected to

the madem ) | e
M

etwork port

H Broadband Router SetlupWizard Modsl No. WRT300M

- Bay gid ban da cd6 mot két ndi tir Router Linksys dén may tinh cia ban va modem, ban
thuc hién viéc cdm ngudn dén router va gan né vao tudng, cac ban cd thé nhin thay trong
hinh 12-9.
Hinh 12-8

LINKSYS'

& Division of Cisco Syshems, nc

@

Wall Jack
Modem

Plug the other end of the
network cable into one of
the Router's parns

" T numbered 1 104,

Port 1, 2,

3, ord

H Broadband Rowles SelupWizard Model Mo, WRT3I00M

Created by: Dwong Van Toan — CCNP, CCSP, MCSE, LPI level 1. http://www.vnexperts.net 93



http://www.vnexperts.net

Hinh 12-9

LINKSYS'

A Divesion of Cisco Syslems, Inc

©

Wall Jack

prat Plug the power adapler into the

g Router's power porl. Plug the
other and into an electrical
cutlct

Outlet

Modem

H Broadband Roulor SelupW zard Madsl e, WRT300N

- Ldc nay, s& c6 mot wizard hoi ban dé kiém tra trang thai cla router bdng cach kiém tra
dung mau cla cac den LEDs. Khi do, néu ban can khdi dong lai, hodc néu ban can xem lai
nhirng budc ma ban da l1am, ban cé thé click Review instructions tir man hinh giéng nhu
hinh 12-10 dé€ khdi dong lai cac budc cai dit. Néu khdéng, ban cé thé nhdn chon Next dé
ti€p tuc. Setup Wizard s& kiém tra cai ddt may tinh cta ban, vi vy ban s& nhin thdy cac

tham s6 thdi gian xuat hién & phia trén wizard, nhu hinh 12-11.
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Hinh 12-10

LINKSYS

A [vision of Gisco Systems, Ine

On the Router's front panel. the Power.
Internet and at least one of the
numberad (1, 2. 3, or 4) LEDS should be
hit If nol make sure your computer,
modam and router are powered on. and e = -
all cables are securely connected If P
you would like to review the setp o
instructions again, click the Review
Instructions button to start over.

H Breadband Router Mated Mo WIRT3DON

Hinh 12-11

LINKSYS'

A Divigion of Cieco Syatams, nc.

Un the Ho (
Internat and

numbered ( V l

it If nol ma

madem and -
all rahlas ars saroraly connactad I o
you would like to review the setup g
instructions again. click the Review

Inatructions button to atart over.

" Broadband Router SelupWizard Medel Ne. WRT300M

- Tiép theo, ban can cai dat thém cac tham s6 khac cla router dé két ndi dén cac thiét bi
khac. Tham s8 dau tién | DHCP. Trong hinh 12-12 hién thi mdt s6 tuy chon dé ban cé thé

lva chon. Néu ban khdng chdc chdn vé nhiing lua chon nay, ban cé thé khéng chon muc
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nao ca. Vi du nay coi nhu ban d& cdm router vao mét modem théng qua cap, vi vay ban cé
thé sir dung tuy chon mac dinh, Cable (DHCP).
Hinh 12-12

LINKSYS'

A Division of Cisce Bysbems, e

If you are unsure of these selings, do nol make any changes. Changes
Lo the setlings below may distupl the operation of your axisting nalwork.

H Broadband Router SewupW izard Model Ho. WRT300M

- Budc tiép theo ban can phai cai ddt mot mét khdu cho viéc quan tri. Ban can phai x6a méat
khdu méc dinh. Néu ban mudn cé6 mot méat khdu dudc Iuvu trén may tinh, thi ban cdn chon
Remember my password on this computer, ban cé thé nhin thdy & hinh 15-13. Sau khi
ban cu hinh va xac nhdn mét kh&u, thi nhdn chon Next. Router sé& tién hanh kiém tra cai
dat va sau do chuyén ti€p sang man hinh ciu hinh tiép theo.

- Hinh 12-14 s& hién thi cac budc bat dau cdu hinh wireless trén router. O ddy ban sé& dudc
hoi tén cla mang wireless va kénh nao ma ban sé st dung. Tén nay chinh la SSID cua ban,
va tén dd s& phai dudc sir dung bdi cac thiét bi muén két ndi dén AP. D& chdc chén rang cé
it nhat cac budc tham chiéu dén qua trinh cai dat wireless, gidi han su lua chon cla ban
trong cac kénh la 1, 6 hodc kénh 11, bdi vi nhitng kénh nay sé dam bao khong bi lap chdng

v3i cac kénh khac.
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Hinh 12-13

LINKSYS'

A Division of Clsco Systems, nc,

The administrative pacssword protects your router from undesired
access and modifications to s sethngs. For secunty reasons. you
should change your password from its defaull seting

The default password for the router is admin. Create
a new password and enter it in the Password field.
He-enter the password in the Confirm field.

m | Mote - You will need this pasaword fo access the

Router's web-based utility.

Password

[ Remember my password on this computer

H Broadband Rouler SelupWizard Modsl Ho. WRT300MN

Hinh 12-14

LINKSYS'

A Division of Cisco Systems, e

Changes to the default settings below may disrupt the operation of your
existing wireless network. Make sure you wrile down these setfings as they
will be needed when setting up your wireless devices.

e Mame [Bepe=t The Wireless Helwork Mame (S51D) is shared among all devices
S Tk 2 | within your wireless network and must ba the same for all devicesa.
The Wirelezss Nelwork Name iz case sensilive and should not
exceed 32 charmcters.

Wide Channel ﬁ The Wide Charnal is ehared ameng all computars within your
wireless network using 40 Mhz Madio Dand that is commonly used
in wirelezz-N. You wireless devices will automatically detect the

channel you set here. I you experience poor pedommance on a
cartain channel, try changing to ancther channel .

The Router alee has Standed Channel or Channels jon clder
ovLeas puind va roule § ol v uacald Ton 20 MiTe Rodio Doewd . Oy
default, the router uses auto for Standed Channel. Thia is typically
used in the Wireless-BE and Wirelesz-G wineless network

" Bioadband Rouloi SetupW zand Madd No. WRT300N
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- Trong phan ti€p theo clua qua trinh cai dat wireless la viéc chon cac tham s6 cau hinh bao
mat. Phan nay |a mot tuy chon. Hinh 12-15 hién thi phudng phap bado méat PSK2 Personal
s& |a phudong phap dudc Iuva chon. PSK2 1a mét chudn cla Pre-Shared Key 2. Néu ban chon
PSK2 Personal, ban sé phai nhap vao mot shared key c6 do dai la tir 8 dén 63 ky tu. Trong
vi du hinh 12-15, thi shared key s& bao gom ky tu, sG, va cac ky tu dac biét.

Hinh 12-15

LINKSYS'

A Divigion of Cisco ﬁg's;br.l“l!i, nc,

9 You may choose hetween four encryplion methods: FSK2 Personal The
securily settings must be the same on all devices on your nelwork, or they

will not to be able to communicate.

Secunty

| | FE 2 Faraoa j| Plaase choose PSK2 Personal or Disable.

I |g-b|-l 551 Enter the Shared Key uzed by your networlc. The Shared key can
; uze any keyboard character and be between 8 and 63 chamacers
in length

H Broadband Router SelupW izard Model No. WRT300N

- Sau khi ban két thdc phan nhap vao cac tham s6 cau hinh wireless, ban s& nhin thady mot
man hinh hién thi yéu cau xac nhan, giéng nhu hinh 12-16. Néu ban muén, ban cé thé luu
nhitng tham s& cai dat dudi dang moét file text bang cach nhdn chon Save Settings. Sau
khi ban lvu mét ban sao clia cadc tham s ciu hinh, ban nh&n chon Yes dé tiép tuc.

- Pay 1a phan Setup Wizard cudi cling. Ban sé& biéu dién lai vdi man hinh tudng tu nhu hinh
12-17, tir d6 ban s& c6 thé cai dat Norton Internet Security trén may tinh cua ban néu
mudén. N&u ban chon khéng cai ddt & budc nay, thi ban nhdn chon Finish dé thoat khoi

wizard; ban sé nhin thay man hinh Configurations tugng tu nhu hinh 12-18
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Hinh 12-16

LINKSYS'

A Division of Cisco Sysbems, Inc,

¥ou should save andfor pnnt these sethngs and keep them in sate place.
You will need these sellings o configure othor wireless devices on your
network

o al e

PEEZ Paronsl

grolrkEr!

N Bisadband Router Modsl No. WRT300M

Hinh 12-17

1]
I INKSsYS
A Division of Cisco Systems, Inc.

The Norton Internet Security{ TM) from Symantec{TM) is the award

winning suite which protects vour PCs and your family from the perils
of the Intermet

, 5}'[1]311[.;:{;, - Murbon AnliViews { TM) prolects cmail and mslanl messages.
- Morton{TM) personal Firewall protects against hackers and
Horlons intrusions.
Internet Ser:urity Parental Control shields children from objectionable websites.
Hiocks spam. banner ads. pop-up windows. and more
Aperial Fdilion A special edition of the Norton Intemet Security with a 60-day free
Includes G0-day fiee trial of wirus and friewall upfates is included on this Setup CD.
rial of vinug Hrewall Click below to install it
updates

Sate Surfing SetupWizard

Back |  Finish

Copymght 2006 Ciece Syetome, Inc. All nghte reearvad.
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Hinh 12-18

LINKSYS®

A Division of Cisco Systems, Inc.

| he Wireless-N Broadband Houter has been
successhully configured!

2 4 GHz

H Broadband Router SelupWizard Modsl No. WRT300M

- Sau khi ban hoan thanh Setup Wizard, ban cé thé s dung trinh duyét Internet két ndi
dén AP dé€ quan ly thiét bi. Theo mac dinh thi dia chi cha AP 1a 192.168.1.1. Nhép dia chi
nay vao thanh address cla trinh duyét, va ban sé& nhin thdy mot hép thoai nhac ban nhép
username va password, giong nhu hinh 12-19. Hinh 12-20 Ia man hinh chinh cta giao dién
quan ly thiét bi.

- Hinh 12-21 hién thi menu bar trén trinh tién ich quan ly thdng qua giao dién web. Chon
muc chinh - Setup, Wireless, Security, Access Restrictions, Application & Gaming,
Administration, Status s& giUp ban truy cdp vao cac menu con nhdm tdng thém tinh nang
quan tri. Hinh 12-21, 1a nat nhan chinh, Setup, s& dugc chon va ti€p tuc cé 4 man hinh hién
thi d& ban cé thé chon ti€ép: Basic Setup, DDNS, MAC address Clone, hodc Advanced
Routing.
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Hinh 12-19

Lisge Srsemn, g - Windows imennet Espioner

Hinh 12-20

— e e
G-—_.;u ¥ Lok DS LA LT Friir e
WA [Chcometv; 3= B - mh| @ eirage o (ks T
I | i
Noridatin [==angn] a@in | Qegimie | Sard Chzn
il neilh
CIs5CO Samrch G |
Snbkifiine Brofc e B Sarncad Tirdain rig gt Traming R Fianfc Bartaar {oanfrml
Tree server 135504, L L alWRTION eqaes & sremare
S -
OGSV er o negueing el pour Leemenie e |
o be el an LT T S authrrin e ton
SATHULS SECHE CITeronT. s iy
g
ot 1 | fien
ho<-gas
s
Lisarm hanw En czmate reme s bk
fatuis
F g
Latest News E—
Frbrovn s B Tivss S g Wsapmfte . 17 Moy i1
Fegzest Choe's Grees Caly Qe o dlay 2007
Your Busrees
250 MW G LEATA T 1 Labans . Mg with Yiou:
Claso Moblity Soirt
May 22, 1930 am POT
Viere All Heven Begime for Live WOECES]
o v s e —— - —— [ e T o
Mg for N {19 168 L1j.. [T A intemes T ]

Srmm

Tanuring

Tauic Sahig

niernel Connecion lype | AUDeNG Larigunie . IR W

LObonal Setonos
|wampirmd by wame bmeme) | Eae Lam
dmrsan Prondders) |
Coman Hame |
T mnz | mme
Favader 1P| P Ancrass v | [ | v -_ 1

bl Wi HLEIHNED W

LHCF Senodr Seiing | CHCE Jvar

192 185 1 (W00

B pcslrvury Kyt of "

21EE1160 = 158

At P adces:

P Agdess Rangs.

pe: Lease Time G imiegles (0 meass ans day

Shiks D 1 o 1L o 0

Whalom H Braadhand Roumr

0¥ inabtaa (0 Dinstsad | LHLH Hebisy ol

LR

Adrreniatowbon

Created by: Dwong Van Toan — CCNP, CCSP, MCSE, LPI level 1.

http://www.vnexperts.net 101



http://www.vnexperts.net

Hinh 12-21

LINKSYS'

A Dilimie of Ciieos Oyabems, inc:
i Fiarnwase Vissshon: w0533

Wireless-N Broadbamd Rowter  wit3008

Setup Atcese Applications &

Setup Wireless SECLTTY Gaming Bchministration Stafus

Basi: Sabup | DORS | WAL Sddiess Clun I Advancsd Reuling

2. Cau hinh Wireless Client

* Chu y: Wireless Client card dudc s dung trong chudng nay la Linksys Wireless-N
Notebook Adapter. Néu ban dang s dung moét card mang khac, thi nhitng hinh vi du sé
khac.

- Hé diéu hanh dudc s dung trong chudng nay la Windows XP Professional, véi service
Pack 2 da dugc cai dat.

- Hinh 12-22 hién thi man hinh khdi tao dau tién cla trinh Setup Wizard, trinh Setup wizard
sé dudc chay tu dong khi ban sr dung dia CD cai dat dudc cung cap bdi client card. Chay

trinh Setup Wizard trén may tinh trudc khi ban cdm client card vao may tinh clGa ban.

Hinh 12-22

LINKSYS'

I Divvegion of Cloang Systams, ke

Wilcome in the Setup Wizard for your wiraless
adapier,

PFlease dan't connect the Adapter to your
computter until instructed to do se.

Click Here to Start

248z Wireless-

| Usorcuide |

Mrels N I.'n'Pl.‘.':iﬂﬂl'l COpyFigTt @ 2006 C1E0a Spetem, Inc. W8 rights rasars

- Hinh 12-23 hién thi license dugc chdp nhén cho thiét bi. Sau khi ban doc nhitng yéu cau
nay, ban s& cé hai tuy chon: mdét 1a nhdn Next dé tiép tuc, hai 1a nhdn Cancel dé thoat
khéi chuong trinh cai dat.

Created by: Dwong Van Toan — CCNP, CCSP, MCSE, LPI level 1. http://www.vnexperts.net 102


http://www.vnexperts.net

Hinh 12-23

LINKSYS'

X Divicinn i Dkt Tythone, e

o Please read the folliowing cense agresment carefully,

Press the PAGE DOWN key or use the Scroll Bar to seo the rest of the aorssment.

iTHIE LICENS5E AGREEMENT IS BETWEEN YOU ANy CISCO-LINKSYS, LLC OR THE e
CISCO-LIMKSYS, LLC SUBSIDIARY LICEMSIMG THIS SOFTWARE, IF SALE IS MOT

DIRECLTY BY CISCC-LIMKSYS, LLC {Lirksws . B DCWHLJADING OR TNSTALLING

THE S0OFTWARE, OR LISTMG THE FRODUCT COMNTAINING THE SOFTWARE, YOU ARE
CONSENTING TO B BOUND BY THIS AGRETMENT , [F YOU DO NOT AGREE TO ALL OF

THESE TERMS, THEM YOU MAY NOT DOWMLTAD, INSTALL OR. USE THE SOFTWARE,

YOL MAY RETURM LMUSED SOFTWARE [0R., IF THE SOFTWARE IS SUPFLIED AS

M ART AF BRISTIFA PO T T LIRD T R BT AR B TR e R i T

W

If you accept the terms of this Agreement, click Mext te contirue. I nol, choose Cancel and the Setup

Wizard will close. You must click Next to continue the installafion process.

N Motebook Adapter Setup Wizard v1.05

weeri v WPGIODON

- Trinh Setup wizard sau dé sé cai ddt mét sé file vao may tinh ctua ban. Mét clra s6 sé dugc

xudt hién vao théng bdo rang phadn mém nay khdng dudc chdp nhan bdi Windows Logo

Testing, nhu hién thj trong hinh 12-24. Ban nh&n chon Click Anyway dé tiép tuc cai dat.

Hinh 12-24

this testng is mportant.)

passed Windows Logo testing.

L '1 The software pou are etaling has not passed Windows Logo
L leeting to verly tg compatbiity wih Windows XP. (Tel me why

Confinuing your installation of this software may impair
or destahilize the comect operation of your system
aither immadiately or n the future. Microeoft strongly
recommends that you stop this installation now and
corlact the software vendor for sofiwars that has

[ Cortrue Aryway | l STOFP instalation

- Hinh 12-25 s& hién thi man hinh k& tiép cua trinh Setup Wizard, trong dé ban s& dudc hoi

rang c6 mudn gan adapter vao trong ca hai loai Slot |la PCMCIA hodc CardBus hay khéng

trén may tinh cla ban. Gan card vao, va sau dé nhdn chon Next.
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Hinh 12-25

LINKSYS'

i Doviihen oot (o, Sytweni, ine

Connecting the Adapter

Inseri the Adapter into the PGMCLA or
CardBus slot of your PE.

1= N Motebook Adapter Setup Wizard v1.05 wee. WPGI00N

- M&t ctlra s6 Pop-up mang ndi dung: “Found New Hardware Wizard” s& xuat hién, nhu hinh
12-26. Chon Yes, this time only cho cdu hoi “Can windows connect to windows update to

search for software”. Sau d6 nh&n chon Next dé tiép tuc.

Hinh 12-26

Found Mew Hardware Wizard

Welcome 1o the Found New
Hardware Wizard
Windowrs wil search for curent and updeted softwars by

lking on ponr coenpiiter,an the hartwae nstaliation CNor on
the Wirdows Update VWeb stz Mwith your permission)

Femd pur privooy policy
Can Windows conrect to Windows Update to sserchfor
software?

(=) Yes, this time only
{3 Yaz, now and averytime | correct & davice
{_ Mo, not thia time

Click Nexd to continus

Maed = ]| Cancal
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- Hinh 12-27 la man hinh th& 2 ctua qua trinh Found New Hardware Wizard. Bdi vi ban
mudn cai d3t phan mém mdt cach tu déng cho adapter nay, nén ban duy nhét cé thé lam 1a
nhan chon Next, bdi vi ty chon nay da thuc su la lua chon t6t nhat cho wizard nay.

Hinh 12-27

Found Mew Hardware Wizard

Thiz wizard helpe you nstal softwars for

Lirksys Wirekesa-N Notebook Adaptar WPC D0

;'} If your hardware came with an installation CD
“Li? or floppy disk. insert it now.

Vhat do you want the wizard to do ?
foead S o TR R AT A g -
(=) Install the software autoratically Fecommendead)

) Ingtzll from a gt or specfiz lnoation (Gdvanced)

Cick Next 1o cordinue

+ Back ]l Har . | [ Cancal

- Mét clra s6é mdi cb thé xuét hién va théng bdo rdng phan mém nay khdng dudc chdp nhén
bdi Windows Logo Testing, nhu hién thi trong hinh 12-24 trudc. Click Continue Anyway dé
ti€p tuc cai dat. Sau khi nhitng file nay da dudc sao chép thanh céng vao trong may tinh
cla ban, va nhitng driver nay da thuc su dugc cai dat, man hinh cuGi cung ctia qua trinh
Found New Hardware Wizard s& dudc xudt hién, hién thi trong hinh 12-28. Nh&n chon
Finish dé thoat khoi trinh wizard.

Hinh 12-28

Found Mew Hardware Wizard

Completing the Found New
Hardware Wizard

Tz wizard has finshed mealing the sofiware for

mmi Linksys Wireless-N Notebook Acapter WHRCIDDN

Cick Finizgn to cloes the wizard
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- Man hinh tiép theo sé& hién thi I man hinh Creating a Profile, tuong tu nhu hinh 12-
29. O day, ban sé& nhin th&y tat ca nhitng mang ma ban c6 kha nang dé két néi. Néu
ban khéng nhin thdy mang cua ban trong danh sach nay, thi ban c6 thé nh&n chon
Refresh. Mang cé tén la lander78 trong hinh ma ban nhin thdy la mang cla hang

xém. Canh bao tinh ndng bdo mét da bj tat.
Hinh 12-29

LINKSYS'

A Davision ol Cispo Syalema, e

Creating a Profile

Please select the wireless network that you want o connect to, then click the Conmect button to
continue. I you ara not sure which natuwark to choasa, first iry the ona with the strongest signal

Refresh

Connect

H Motebook Adapter Wiraless Natwork Monitor v1.08  weese. WPCI0ON

- Bd&i vi ban cai dat tinh nang bado mat trén AP & trong chudng trudc, nén bay gid ban sé
nhin thdy mot pop-up canh bdo dudgc hién thi nhu trong hinh 12-30. D& két ndi dén mang
nay, ban sé phai nhap vao cac tham sé bao méat giong nhu nhiing tham s6 da dudgc cau
hinh trén AP & trong chuong trudc. Hinh 12-31 s& hién thi hinh ma ban s& phai nhap pre-

shared key: grbInk99!!. Sau d6 ban nhan vao Connect dé tiép tuc.
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Hinh 12-30

LINKSYS'

A Davisaon o) Gio Byalers, lac

Creating a
prmsigriiin You selected a SECUTed WITBIess ..o
7 network. You need your wircless
network’s security setfings to
I conalab continue the setup. Flease reter to agh
b |=mcer your wireless router/access
point/gateway’s documentation.
el

| tancst | continus

| Bt | Rdvanced Setup

eless-H Motshook Adapter Wireless Network Monitor v1.08  wees WPC300N

Hinh 12-31

LINKSYS'

W Dl of Gl S, .

WPA2-Personal Needed for Connection

This wirsless network has 382 enabled. To connect 1o this network, enler the required Pre-Shaned Key
In the approprizts field below. Then click the Connect button.

m J Please select the wireless security mathod used by your
exisling wireless mebwork

kA | Ploase entar a Pre-shared Key thal is 8 to 63 characters
L i |-EH:H L

- Sau khi két n6i dén mang cla ban, ban sé nhin thdy man hinh két thdc cua trinh wizard
nay, dé Ia man hinh Configurations, dugc hién thi nhu trong hinh 12-32. Nh&n chon Finish

dé két thuc trinh wizard nay.
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Hinh 12-32

LINKSYS

A Divishon of Cisco Systems, In.

Your profile has been succesafully cenfiquied!

=N MNotebook Adapter Wireless Netwark Monitor vi1.08  wesaw.. WPCI00N

- Trong hinh 12-33 s& hién thi tinh trang két n6i dén mang la rat tét, ban cb thé cdn c vao

tin hiéu va chat lugng cua lién két. Tin hiéu cang nhiéu thi két nGi gilra Client va AP sé cang

~

tot.
Hinh 12-33
LINKSYS' o
A Bvaon o Ciseo Sysione, b
Link Information
e jajormaion,

3 AGH?
L4unz

You have successfully connected o the access point

Adaptar ks Active

i-N Notebook Adapter Wireless Network Monitor w105 wewwe. WPGI0ON

- T man hinh hién thj trong hinh 12-33, ban cé thé chon dé quyét dinh di dén hai man
hinh khac:
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+ Connect: Hién thi mét danh sach nhitng mang cé kha ndng dé€ két néi (hinh 12-

34).
+ Profile: Hién thi nhitng thudc tinh da dudc tao trong chuong trudc (hinh 12-35).
Hinh 12-34
5 (%
LINKSYS
& Divesion D! Gistn Sysions.
Comnect
Befow is a list o available wireless networks, To search for more wireless netwarks, click =
the Refresh button. To view more iormation sbout & network, select the wireless netwod |55 B | Gz
name. Te conneet 1o thet netwers, click the Connect buttan below ,...i;"l. et
| Wireloss Network Nama CH  Sigaal ( Sits Infarmation '
| Wirless Mode nfastucire
| ilalznder & LY Hetwork Type 'wrokca N
Radin Band 4 H>=
Security PSEk2
MAC Address  00-18-FA-EO0226
Refresh Conneol
Adapter is Active
N Notebook Adapter Wireless Netwark Montor w1058  wesaw.. WPCI00N
Hinh 12-35

LINKSYS' O

A v 0! Ceto Sysiens. e

Profiles

Te eenneel 1o a network. sobact the profile name then click the Connect bution. To creals
or edit a profile, use the meno bar at the botiom of the scresen

She Information ]

Wireless Mode  |nfaztiuctus
Wide Channel g0
Standard Channel Lo
Security Fak2
| Authenfication Ao

Connoct

| mew | Edt | impont | Bport | Delete |  Adapter is Active

5-N Notebook Adapter Wireless Network Monitor w105 wesswe. WPGI0DON

- Hinh 12-36 s& hién thj trang thai k&t néi cua mang wireless cua ban. Trong trudng hgp

nay, két ndi dé 1a Connection 2 bdi vi mdt wireless adapter da dudc gén san trén laptop nay
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|& Connection 1. Chu y rédng vdi ban du thao cdng nghé 802.11n, thi két ndi d6 cé thé thu
dudgc téc do la 216 Mbps.

Hinh 12-36

59 Wireless Network Connection 2 Status

EEFEE |-§|'||:||:||:|_1_|
Cormection
Satua: Connected
hetveork conakeh
Curation: 00:01-32
Comed: 2160 Mbp=
Sonal Strength: I‘HIHH
Brtivty
ﬁ‘r
Sent — - Hecelved
e o
__ Ui
Pacats: 184 | 208
[ Properizs ][ [isable |[ Wiz WWireless Networks ]

Clsz
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Phan VI: QUAN LY MANG VA XU LY SU cO

Chuadng 13: Sao luu du phong va khoi phuc Cisco I0S va file cau hinh
Chuong 14: Céc budc khdi phuc mat khdu va Configuration Register
Chuadng 15: Giao thic CDP

Chuadng 16: Telnet va SSH

Chuadng 17: Cac cau Iénh ping va traceroute

Chuadng 18: SNMP va Syslog

Chuang 19: Cd ban vé xt ly su cd

Chuong 13: Sao luu du phong va khoi phuc Cisco I0S va file cau hinh

Chuadng nay sé cung cap nhitng théng tin va cac cau Iénh cd lién quan dén nhirng cha dé
sau:

- Cac cau Iénh Boot System

- Cisco IOS File System

- Sao luu cac file cdu hinh vao TFTP Server

- Khéi phuc cac file cdu hinh tir mot TFTP Server

- Sao luu phan mém Cisco I0S vao mot TFTP server

- Khéi phuc phan mém Cisco I0S tu ché d6 ROM Monitor stif dung Xmodem

- Khoi phuc phdn mém Cisco I0S st dung cac bién trong moi trudng ROM Monitor va cau

|énh tftpdnlid.

1. Cac cau lénh Boot System

Router(config)#boot system flash Khdi déng vGi phan mém Cisco I10S bang

imagename mot image-name tU Flash

Router(config)#boot system tftp Khdi déng vGi phan mém Cisco I10S bang

image-name mot image-name tr mot TFTP server

172.16.10.3

Router(config)#boot system rom Khéi dong v8i phan mém Cisco IOS tu
ROM.

Router(config) #exit Thoat khdéi ché d6 cdu hinh Global
Configuration.

Router#copy running-config startup- | Luu file cdu hinh dang chay trén RAM vao

config NVRAM.
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2. Cisco IOS File System

* Chu y: Cisco I0S File System (IFS) cung cdp mét giao dién dan gian dé tat ca cac file hé
théng cé kha nang thuc thi trén mot thiét bi dinh tuyén, bao goém: file hé thGng ctia bo nhd
Flash; nework file system nhu TFTP, hoac Remote Copy Protocol (RCP), va File Transfer
Protocol (FTP); va céc file khac cé thé doc va ghi dit liéu trén d6, nhu NVRAM hodc running
configuration.

- Cisco IFS tGi uu nhitng yéu cau can thiét cho mot sé cdu Iénh. Thay vi phai nhap vao cau
lénh copy & ché dd EXEC va sau dé hé théng s& nhdc ban phai nhdp nhiéu cac tham s6

khac, ban can nhéap vao mét cau Iénh dan gian trén mot dong vdi nhitng thong tin can thiét.

Cac cau lénh cua Cisco IOS Software | Cac cau lénh cua IFS

copy tftp running-config copy tftp: system:running-config

copy tftp startup-config copy tftp: nvram:startup-config

show startup-config more nvram:startup-config

erase startup-config erase nvram:

copy running-config startupconfig copy system:running-config

nvram:startup-config

copy running-config tftp

copy system:running-config tftp:

show running-config

more system:running-config

3. Sao luu cac file cau hinh vao TFTP Server

Denver#copy running-config startup-

config

Luu file cdu hinh dang chay trén DRAM
vao NVRAM

Denver#copy running-config tftp

Sao luu file cdu hinh dang chay trén
DRAM ra moét TFTP server

Address or name of remote host[ ]?
192.168.119.20

Nhap dia chi ip cta TFTP server

Destination Filename [Denver-confg]?

Tén s& dudc s dung dé luu trén TFTP

server

M6i mot ddu chdm ! tuong duong véi 1
goi tin dudc truyén.

624 bytes copied in 7.05 secs

Denver#

File cdu hinh da dugc truyén thanh cong

ra TFTP server.

4. Khoi phuc céc file cau hinh t mét TFTP Server

Denver#copy tftp running-config

Sao luu file cau hinh t&r TFTP server dén
DRAM va dong thdai thutc thi.

Address or name of remote host[ ]?
192.168.119.20

Nhap dia chi IP cua TFTP server
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Source filename [ ]?Denver-confg Nhap tén cua file ma ban muén sao luu.

Destination filename [running-config]?

Accessing
tftp://192.168.119.20/Denverconfg...
Loading Denver-confg from
192.168.119.02

(via Fast Ethernet 0/0):

[OK-624 bytes]
624 bytes copied in 9.45 secs

Denver# File da truyén thanh cong.

5. Sao luu phan mém Cisco I0S vao mot TFTP server

Denver#copy flash tftp

Source filename [ ]? ¢€2600-js-I_121- | Nhap tén clia phdn mém Cisco IOS.
3.bin

Address or name of remote host [ ]? Nhap dia chi IP ca TFTP server.
192.168.119.20

Destination filename [c2600-js-I_121- Nhap tén cua file ma ban Iluu ra TFTP
3.bin]? server.

8906589 bytes copied in 263.68 seconds

Denver#

6. Phuc h6i hodc nang cap phan mém Cisco IOS tir mot TFTP Server

Denver#copy tftp flash

Address or name of remote host [ ]?
192.168.119.20

Source filename [ ]? c2600-js-1_121-
3.bin

Destination filename [c2600-js-I_121-
3.bin]?

Accessing tftp://192.168.119.20/¢c2600-
jsl_

121-3.bin

Erase flash: before copying? [confirm] Néu bo nhd flash bi day, thi sé can phai

x6a trudc khi thuc hién viéc copy.

Erasing the flash file system will remove
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ftp://192.168.119.20/Denverconfg
ftp://192.168.119.20/c2600

all files

Continue? [confirm]

Nhan Ctrl- C néu ban mudén hdy qua trinh

nay.

Erasing device

eceeeeeeeeeeeeeeeee...erased

MOi ky tu e tuong duong véi mét géi dir

liéu bi xda.

Loading c2600-js-1_121-3.bin from
192.168.119.20

(via) FastEthernet 0/0):
TRERERTRTRR R e e e e et

Mb6i mot dau ! tuong duong vSi mot géi
dir liéu dugc sao luu.

Verifying Check sum ................ OK

[OK - 8906589 Bytes]

8906589 bytes copied in 277.45 secs

Denver#

Thanh cong.

7. Khoi phuc phan mém Cisco I0OS tir ché do ROM Monitor sir dung Xmodem
- Nhitng budc lam dudgi day sé phu hdp v@i dong Cisco Router 1720. MOt s6 tuy chon sé
khac néu ban dang lam trén cac dong Cisco Router khac, phu thubc vao tung loai san

pham.

rommon 1 >confreg

Hién thi cdu hinh mét cach téng quat.
Ban sé lam tUng budc thong qua nhirng
cau hoi, va ban sé tra I6i mac dinh cho
dén khi ban cé thé thay déi gid tri
console baud rate. Ban sé lua chon thay
déi thanh gia tri 115200; V4§i gia tri nay
thi qua trinh truyén dir liéu sé nhanh
han.

Configuration Summary

enabled are:

load rom after netboot fails

console baud: 9600

boot: image specified by the boot system
commands

or default to: cisco2-c1700

do you wish to change the configuration?
y/n [n]:y

enable “diagnostic mode”? y/n [n]: n
enable “use net in IP bcast address”?

y/n[n]: n

D&u nhac bat dau hoi moét chudi cac cau
hoi cho phép ban Iua chon dé thay ddi
gid tri configuration register. Cau tra |Gi
la n cho tat ca nhitng cadu hai trir mot cau

hoi yéu cdu ban cé mudn thay ddi gia tri
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disable “load rom after netboot
fails”? y/n [n]: n

enable “use all zero broadcast”? y/n
[n]: n

enable “break/abort has effect”? y/n
[n]: n

enable “ignore system config info”?
y/n [n]: n

change console baud rate? y/n [n]: y
enter rate: 0=9600, 1=4800, 2=1200,
3=2400

4=19200, 5=38400, 6=57600,
7=115200 [0]: 7

change the boot characteristics? y/n

[n]: n

console baud rate. Khi do, ban sé nhap
gid tri 1a 7 d&€ Iuva chon t8c dd truyén la
115200.

Configuration Summary

enabled are:

load rom after netboot fails

console baud: 115200

boot: image specified by the boot system
commands

or default to: cisco2-c1700

do you wish to change the configuration?
y/n [n]: n

rommonz2>

Sau khi man hinh cdu hinh tdng quat
dudc hién thi lai mot 1an nita, ban cé thé
chon n dé khdng thay déi cdu hinh va

ti€p tuc v6i ddu nhac la: rommon>.

rommon 2>reset

Thuc hién khai dong lai router v@i toc do
cdng com mdéi. Thay déi gid tri cdu hinh
clia HyperTerminal 1a 115200 dé tudng
('ng vd&i gia tri d3 thay d6i trén console

cla router.

Rommon 1>xmodem c1700-js-1_121-
3.bin

Nh&p vao cdu lénh dé cho phép truyén

image sr dung Xmodem.

..<output cut>...

Do you wish to continue? y/n [n ]:y

Ban chon Y dé tiép tuc

Trén HyperTerminal, ban vao muc
Transfer, sau d6 nhdn vao Send File
(nhin hinh 13-1). Xac dinh vi tri cia phan
mém Cisco IOS trén may tinh clia ban va

nhan chon Send (nhin hinh 13-2).

Router will reload when transfer is
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completed.

Reset baud rate on router.

Router(config)#line con 0

Router(config-line)#speed 9600

Router(config-line) #exit Hyperterminal sé dirng lai. Ban can phai
két ndi lai vdi router s dung 9600 baud,
8-N-1.
Hinh 13-1

T Rocesag P,
" Download 4l Capruie Test,..
rommon 3 | sedvecAe.

request

System Buul__‘;"i“.“:f.f‘,'l‘:‘,_m 12.8{3)T, RELEASE SOFTWARE {fcl)
Enwrmht {c) 1999 by ¢

Bxfffobedd, H'uc‘tor = ﬂxﬁﬁﬁ §P = dxffO027ba
DlT‘ﬂB platforn with 32768 Kl:u.!tes of main memory

PC = BufffBbesd, Vector = Buxb80, 5P = HBndB00LE6c

monitor: commond “boot” aborted due to wser interrupt
rommon 1 » confreg

Configuration Summary
enabled are:
load ron after metboot fails
console baud: 2600
|boot: imave specified by the bool system commands
or default to: ciscol-C1700

do wou wish to change the configuwration? w/n Inl: n

irullm 2 » wmocen c1TA8-y-mz, 120-1. HHE
Do not start the s:und]ng program ot

Checksum  File nam
2‘5,&2&92 hytes [BHE‘EMFM Bxcty9 cli‘ﬂﬂ 'rnz 120-1. HFIEI {deleted)
ZRA2692 bytes [Bx2044Tc)  Oxct99 clif@-y-mz 120-1. ¥

HWARNING: A1l existing data in bootflash will be lost?
Invoke this applicalion only for disasler recovery.
o vou wish to cantinue? w/n [nl:

Ll

sareds 4 Fle b the rents spsten

n-; n“u‘. i.‘n 10:04 FH
Hinh 13-2

M Send Flle

Folder; C:\Documeetts and Scibnge\Dad

Filenam:
Cohinshe P00z 120-1. 585 ]
Fiotocl
Zmodurm ity Crash Rocoveny W

Serd || Coee ][ Cored |

8. Khéi phuc phan mém Cisco I0S s dung cac bién trong moéi trudng ROM Monitor va cau
[énh tftpdnld

rommon 1>IP_ADDRESS=192.168.100.1 Gan dia chi IP cho router
rommon 2>IP_SUBNET_MASK=255.255.255.0 Gan subnet mask cho
router
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rommon 3>DEFAULT_GATEWAY=192.168.100.1 Gan dia chi default

gateway cho router

rommon 4>TFTP_SERVER=192.168.100.2 Chi ra dia chi IP cho TFTP
server.
rommon 5>TFTP_FILE= c2600-js-I_121-3.bin Chi ra tén file ma ban

mudn copy tu TFTP server.

rommon 6>tftpdnid Khdi tao tién trinh copy.

..<output cut>...

Do you wish to continue? y/n: [n]:y

..<output cut>...

Rommon 7>i Khai dong lai router.

Chuong 14: Cac budc khoi phuc mat khau va Configuration Register

Chuadng nay sé cung cap nhitng théng tin va cac cau Iénh cd lién quan dén nhirng cha dé
sau:
- Configuration Register

+ Visual Representation

+ Gia tri cua cac bit

+ Boot Field

+ Cau hinh Console terminal baud rate

+ Thay déi console line speed: CLI

+ Thay déi console line speed: ch& @& ROM Monitor
- Céc thu tuc thuc hién Khéi phuc mét khau cho Cisco Router
- Céc thu tuc thuc hién khéi phuc mét khdu cho switch 2960

I. Configuration Register

router#show version Khi ban sir dung cau Iénh show version
thi dong cudi clng cua phan hién thi sé
théng bdo cho ban biét gid tri cua

Configuration register.

router#configure terminal Chuyén cdu hinh vao ché dé global

configuration.

router(config) #config-register 0x2142 | Thay ddi gid tri cha Configuration
Register thanh 2142
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1. Visual Representation

- Gia tri Configuration Register la 16 bit dugc luu trif trong NVRAM. Nhiing bit nay la cac s6
dugc tinh tir 15 cho dén 0 va ludng bit dugc tinh tir trai sang phai. Nhitng bit nay sé dugc

chia thanh hai nhédm, va mdi nhém sé& dugc biéu dién bdi cd s6 16.

1514131211109876543210

Bit places

0010000101a000010

0 Register bits

2142

Bits represented in hex

2. Gia tri cta cac bit

Bit Number Hexadecimal Meaning

00-03 0x0000-0x000F Boot field.

06 0x0040 Bd qua n6i dung cula
NVRAM.

07 0x0080 Bit OEM da dudc enable.

08 0x0100 Break bi disable.

09 0x0200 Sé la nguyén nhan hé
théng s dung bootstrap
thor 2. (thdng thudng
khong dudgc sir dung.)

10 0x0400 IP broadcast vdi tat ca déu
la bit 0.

5,11, 12 0x0020, 0x0800, TOc do ctia Console line.

0x1000

13 0x2000 Boot mac dinh tu phan
mém trong ROM néu qua
trinh boot tir mang bi 16i.

14 0x4000 IP broadcasts khong co
net numbers.

15 0x8000 Cho phép hién thi théng
diép diagnostic va bdo qua
noi dung ciia NVRAM.,

3. Boot Field
Boot Field MO ta

00 Khi & ché d& ROM Monitor ban cé thé khéi ddng lai hodc

tat ngudn.

01 Khgi dong Cisco IOS tUr bo nhd flash.

02-F Cho phép mac dinh khai dong Cisco 10S tir bo nhd flash.
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Cho phép cédu Iénh boot system sé dugc ghi de lén
default booting tir bo nhd flash.

4. Cau hinh Console terminal baud rate

Baud Bit 5 Bit 12 Bit 11
115200
57600
38400
19200
9600
4800
2400
1200

Ol O O] O V| H| =
| = O O O O] V| ~
| = = O O| +»| O

5. Thay d6i console line speed: CLI

router#configure terminal Chuyén c8u hinh vao ché db6 Global

Configuration.

router(config)#line console 0 Chuyén cau hinh vao ché dd line console.
router(config-line)#speed 19200 Thay déi téc dd cua port console thanh
19200

* Chd y : Phan mém Cisco I0S khdng cho phép ban thay d6i t8c dd cua line console mét

cach truc ti€p vai cau I1énh : config-register

6. Thay déi console line speed: ch&€ d ROM Monitor

rommon1>confreg Hién thi cdu hinh mét cach téng quat.
Ban sé lam tUng budc thong qua nhirng
cau hoi, va ban sé tra I6i mac dinh cho
dén khi ban cé thé thay déi gid tri
console baud rate. Ban sé lua chon thay
déi thanh gia tri 115200; Véi gia tri nay
thi qua trinh truyén dir liéu sé nhanh
han.

Configuration Summary

enabled are:

load rom after netboot fails

console baud: 9600

boot: image specified by the boot system
commands

or default to: x (name of system image)
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do you wish to change the configuration?
y/n[n]:y

enable “diagonstic mode”? y/n [n]: n
enable “use net in IP bcast address”? y/n
[n]: n

disable “load rom after netboot fails"?
y/n[n]: n

enable “use all zero broadcast”? y/n [n]:
n

enable “break/abort has effect”? y/n [n]:
n

enable “ignore system config info”? y/n
[n]: n

change console baud rate? y/n [n]: y
enter rate: 0=9600, 1=4800, 2=1200,
3=2400

4=19200, 5=38400, 6=57600,
7=115200

[0]: 7

Configuration Summary

enabled are:

load rom after netboot fails

console baud: 115200

boot: image specified by the boot system
commands

or default to: x (name of system image)

change the boot characteristics? y/n [n]: | Sau khi man hinh hién thi tdng quat dugc
n xudt hinh mdt lan nita, ban cé thé Iua
chon n dé& khéng thay d6i cdu hinh va

chuyén dén d&u nhic rommon>

rommon2>

* Chd y: Ban phai chdc chdn réng sau khi ban thay ddi tdc dd cua line console, thi ban ciing
phai thay ddi chuong trinh terminal d& cho phép tuong thich vé t8c dd giita may tinh va

router.

II. Cac tha tuc thuc hién Khéi phuc mét khdu cho Cisco Router

Cac budc thuc hién Cac cau lénh trén Router Cac cau lénh trén Router
2500 1700/2600/ISR
Budc 1 : Khdi dong Nhan Ctrl - Break Nhan Ctrl - Break
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router va ngdt chudi qua
trinh khédi ddng dung td
hgp phim

Rommon 1 >

Budc 2 : Thay déi gia tri

configuration register dé

> o0/r 0x2142

Rommon 1 > confreg
0x2142

bd qua no6i dung cla > Rommon 2>
NVRAM
Budc 3 : Khai dong lai > j Rommon 2 > Reset

router.

Budc 4 : Chuyén ciu
hinh vao ché do
Privileged. (Khdng dugc

vao ché do setup)

Router> enable

Router> enable

Router#

Router#

Budc 5 : Copy file
startup configuration
vao trong file running

configuration.

Router# copy startup-

config running-config

Router# copy startup-

config running-config

..<output cut>...

..<output cut>...

Denver#

Denver#

Budc 6: Thay d6i méat
kh&u

Denver# configure

terminal

Denver# configure

terminal

Denver(config)# enable

secret new

Denver(config)# enable

secret new

Budc 7: Khdi tao lai gia
tri Configuration
Register vé gia tri mac
dinh.

Denver(config) # Denver(config)#
Denver(config) #configregi | Denver(config) #configre
ster gister

0x2102 0x2102
Denver(config)# Denver(config)#

Budc 8: Luu file cau
hinh lai

Denver(config) #exit

Denver(config) #exit

Denver#copy
runningconfig

startup-config

Denver#copy
runningconfig

startup-config

Denver#

Denver#

Budc 9: Kiém tra gia tri

Configuration Register.

Denver#show version

Denver#show version

..<output cut>...

..<output cut>...

Configuration register
is 0x2142 (will be
0x2102 at next reload)

Configuration register
is 0x2142 (will be
0x2102 at next reload)

Denver#

Denver#

Budc 10: Khdi dong lai

router.

Denver#reload

Denver#reload
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III. Cac tha tuc thuc hién khoi phuc mat khau cho switch 2960

RUt ngudn ra khoi switch (thao tac nay
dé khai déng lai switch)

Nhan va gilr ndt Mode & phia trudc cua

switch.

C3m ngudn trd lai switch.

Nha nut Mode trén switch ra khi den
SYST LED |a mau vang va sau dé chuyén
sang mau xanh. Khi ban nha nat Mode
trén switch thi den SYST LED sé & trang

thai mau xanh.

Ti€p tuc ban sé sir dung nhitng céu Iénh
dudi day:

switch: flash_init

Khgi tao bd nhd flash

switch: load_helper

switch: dir flash:

Hién thi ndi dung cua bd nhé flash.

switch: rename flash:config.text

flash:config.old

Thuc hién ddi tén cla file cdu hinh. Vi file

cdu hinh config.text cé chfa mét khau.

switch: boot

Khdi dong lai switch

Khi cé ddu nhac xuat hién hoi ban co
mudn vao ché do setup khong, ban nhan

n dé thoat khdi ddu nhic dé.

Ban s& chuyén vao ché dd user

switch>enable

Chuyén c&u hinh vao ché& dd user

switch#rename flash:config.old

flash:config.text

Daéi lai tén cua file cu hinh trd vé tén

mac dinh.

Destination filename [config.text]

Nhan Enter

switch#copy flash:config.text

system:running-config

Copy file cdu hinh trong bd nhd flash

768 bytes copied in 0.624 seconds

2960Switch#

File cdu hinh dugc thuc thi

2960Switch#configure terminal

Chuyén c8u hinh vao ché dd privileged

2960Switch(config) #

Ban co thé thuc hién thay déi méat khau

néu can thiét

2900Switch(config) #exit

2900Switch#copy running-config

startupconfig

Luu file cdu hinh dang chay vao NVRAM
vGi méat khdu mdi da dudc ciu hinh.
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Chuong 15: Giao thic CDP

Chudng nay sé cung cap nhitng thong tin va cac cau Iénh c6 lién quan dén nhitng chu dé

sau:
- Giao thirc Cisco Discovery Protocol (CDP)

I. Giao thirc CDP

Router#show cdp

Hién thi thdng tin cua CDP nhu cac tham
sO thdi gian.

Router#show cdp neighbors

Hién thi thong tin vé cac thiét bi hang

xom.

Router#show cdp neighbors detail

Hién thi thdng tin chi tiét vé cac thiét bi

hang xom.

Router#show cdp entry word

Hién thi théng tin vé dinh danh cac thiét
bi.

Router#show cdp entry *

Hién thi théng tin vé tét ca cac thiét bi.

Router#show cdp interface

Hién thi thdéng tin vé tit ca nhing
interface dang chay giao thic CDP.

Router#show cdp interface x

Hién thi théng tin v& mot interface nao
doé dudc chi ra dang chay giao thirc CDP.

Router#show cdp traffic

Hién thi thong tin vé cac luu lugng dudc

di va dén.

Router(config)#cdp holdtime x

Thay d6i thdi gian ma cac goi tin CDP
dugc gilr lai.

Router(config)#cdp timer x

Thay d6i thdi gian cac goi tin CDP dudc

cap nhat.

Router(config)#cdp run

Cho phép giao thi’c CDP dugc chay trén

tat ca cac interface (mac dinh).

Router(config)#no cdp run

Tat giao thirc CDP chay trén céac interface

cua thiét bi.

Router(config-if)#cdp enable

Cho phép giao thi’c CDP dugc chay trén

mot interface dudc chi ra.

Router(config-if)#no cdp enable

Tat giao thirc CDP trén interface dudc chi

ra.

Router#clear cdp counters

Khgi tao lai b0 dém luu lugng di liéu tré

vé 0

Router#clear cdp table

Xoa bang CDP.

Router#debug cdp adjacency

Gidm sat cac thong tin CDP vé cac thiét

bi hang xém.

Router#debug cdp events

Giadm sat tat ca cac su kién cla giao thic
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CDP.
Router#debug cdp ip Giam sat cac su kién ctia CDP dudc chi ra
cho giao thurc IP.

Router#debug cdp packets Giam sat cac thong tin cia CDP co lién

quan dén cac goi tin.

* Cha y: Mac du giao thic CDP rat can thiét cho nhirng i'ng dung quan ly, nhung giao thic
nay van sé bi disabled trong mét s trudng hgp sau:
- Disbale giao thi'c CDP & ché d6 global néu:
+ Néu giao thifc nay khdéng can thiét cho tat ca cac interface.
+ Thiét bi dudc dat trong mot moi trudng khéng bao mat.
- SUr dung cau Iénh no cdp run dé disable giao thirc CDP & ché& dd global:
RouterOrSwitch(config)# no cdp run
- Disable giao thi’c CDP trén mot vai interface néu:
+ Tinh nang quan ly khéng can thiét phai thuc thi.
+ Interface cua switch la interface hoat dong & trang thai khéng phai trunk.
+ Interface dang két nGi truc ti€p dén mot mang khong tin cay.
- SU dung cdu |énh trong ch& dd cdu hinh interface no cdp enable dé disable giao thirc
CDP trén mot interface:
RouterOrSwitch(config) #interface fastethernet 0/1
RouterOrSwitch(config-if)#no cdp enable

Chuong 16: Telnet va SSH

Chuadng nay sé cung cap nhitng théng tin va cac cau Iénh cd lién quan dén nhirng cha dé
sau:

- SUr dung giao thirc Telnet d€ két ndi tir xa dén nhitng thiét bi khac.

- C4u hinh giao thirc SSH.

I. SIr dung giao thic Telnet dé€ két ndi tir xa dén nhiing thiét bi khac
- 5 cau lénh biéu dién trong bang bén dudi déu dua ra cing mot két qua: thuc thi viéc két
nGi tr xa dén mot router tén la Paris co6 dia chi IP la: 172.16.20.1.

Denver>telnet paris bugc phép dung cédu lénh nay néu cau
lénh ip host d3 dudc st dung dé tao lién
két anh xa gilta dia chi IP va tUr khoa

paris.

Denver>telnet 172.16.20.1

Denver>paris bugc phép nhép cau lénh nay néu cau
Iénh ip host dudc si dung port mac dinh
#.
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Denver>connect paris

Denver>172.16.20.1

- Nhitng cau Iénh trong bang sau sé co6 lién quan dén qua trinh thuc hién truy cép tUr xa

bang giao thurc telnet:

Paris>

Paris>exit K&t thuc phién telnet va tré vé ddu nhéc
cua router Denver.

Denver>

Paris>logout

K&t thlc phién telnet va trd vé ddu nhac

clia router Denver.

Denver>

Paris> Nhan Ctrl + Shift + 6, sau do

nha cac phim dé ra, va nhan ti€p x

Ngat phién telnet tam thGi nhung khéng
két thic phién telnet d6, va ban cé thé

tréd vé ddu nhac cla router Denver

Denver>

Denver> Nhan Enter

Paris>

Denver>resume

Phuc hoi lai két n6i dén router Paris.

Paris>

Denver>disconnect paris

KéEt thuc phién telnet dén router Paris

Denver>

Denver#show sessions

Hién thi nhitng két ndi ma ban d3 md

dén cac router khac.

Denver#show users

Hién thi nhitng ngudi dang két ngi tir xa

dén router ctia ban.

Denver#clear line x

Két thac phién truy cap tur xa dang két

noi dén router cua ban trén line x.

Denver(config)#line vty 0 4

Chuyén c8u hinh vao ché& db line vty 0 4

Denver(config-line) #session-limit x

Gidi han so lugng két nGi dong thdi trén

mot line vty vao router cua ban.

Denver(config)#line vty 0 4

Chuyén c8u hinh vao ché& db line vty 0 4

Denver(config-line)#no password

Cac ngudi dung truy cép tir xa sé khoéng
phai yéu cau nhédp mat khdu khi thuc
hién telnet dén thiét bi.

Denver(config-line)#no login

Ngudi dung truy cdp tUr xa sé dudc

chuyén thang vao ché& dd user.

* Chd y: Mot thiét bi s& phai cé hai mat khdu cho mdt ngudi dung truy cap tir xa dé cé thé

thuc hién dudc viéc thay déi cdu hinh trén thiét bi dang truy cap dé:

- Mat khéu cua line vty .
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- M4t kh&u enable hodc enable secret.
Néu khdng cdé mat kh&u enable hodc enable secret, thi mét ngudi dung truy cap tUr xa sé
duy nhé&t chi c6 kha nang thuc thi trén thiét bi & ch& dé user, khéng thé truy cip vao ché& do

Privileged.
II. Cau hinh giao thidc SSH

* Chu y:

- SSH version 1 khi dugc trién khai s& c6 dd bao mat khdng cao. Vi vy ban nén si dung
SSH version 2 bat ci khi nao ban quyét dinh sir dung giao thi’'c SSH cho viéc truy cap tlr xa
dén thiét bi.

- D& lam viéc dudc, SSH can mét local username database, mét local IP domain, va mot
RSA key sé can dudc tao.

- D& cb thé trién khai dudc giao thlrc SSH trén cac thiét bi clia cisco thi phdn mém Cisco
I0S phai cé kha n&ng hd trg Rivest-Shamir-Adleman (RSA) dé xac thuc va Data Encryption
Stadard (DES) d& ma hoda dit liéu.

Router(config)#username Roland Tao mo6t username va password local.
password tower Nhitng théng tin nay sé can phai dugc
nhap vao khi két ndi tUr xa dén thiét bi
badng giao thirc SSH.

Router(config)#ip domain-name Tao moét host domain cho router.
test.lab

Router(config)#crypto key Bat SSH server cho local va remote xac
generate rsa thuc trén router va dua ra mot RSA key.

Chuong 17: Cac cau lénh Ping va Traceroute

Chuadng nay sé cung cap nhitng théng tin va cac cau Iénh cé lién quan dén nhiing chua dé
sau:

- Thong diép ICMP redirect

-'Cau lénh Ping

- Vi du vé cau lénh Ping va cac cau lénh Ping md& rong

- Cau lénh Traceroute

1. Thong diép ICMP Redirect

Router(config-if)#no ip redirects Tat tinh ndng ICMP redirects tUr mot

interface dudgc chi ra.

Router(config-if) #ip redirects Bat lai tinh nang ICMP redirects tu mot

interface dudc chi ra.
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2. Cau lénh Ping

Router#ping w.x.y.z Kiém tra két nGi cua Layer 3 vdi thiét bi

c6 dia chi IP la w.x.y.z

Router#ping Vao ché do6 ping ma réng, ban sé dugc

cung cap nhiing tuy chon.

Bang sau s& mo ta nhitng kha ndng ma cdu Iénh ping s& hién thi.
Ky tu Mo ta

! Nhan thanh céng nhitng goi tin tra vé.
Thiét bi bao timed out trong khi trg nhan

vé mot két qua tra vé.

U bich khdéng cé kha nang két nGi dén va

cac thong diép 16i cia PDU @3 dudc nhén.

Q DPich qud ban khdng thé tra I8i dugc goi
tin yéu cau tra IGi tir cau Iénh ping.

M Goi tin khéng thé phan manh.

? Khong xac dinh dudgc loai gaéi tin.

& Thdai gian s6ng cua goi tin da hét.

3. Vi du sr dung cau lénh ping va cac cau Iénh ping md rong

Router#ping 172.168.20.1 Tién hanh kiém tra thong tin két ndi cla
Layer 3 cho mdt thiét bi dich bang dia chi
IP.

Router#ping paris Chl'c nang giong cau lénh trén nhung

théong qua IP host name.

Router#ping Chuyén ché& dd cdu hinh vao ché& dé ping
md& réng: ban cdé thé thay d6i cac tham

s6 cho cau Iénh ping kiém tra.

Protocol [ip]: nhan Enter Thuc hién nhan Enter cho viéc s dung
ping IP.

Target IP address: 172.16.20.1 Nhap dia chi IP cia dich ma ban muén
kiém tra.

Repeat count [5]: 100 Nhap s6 godi tin yéu cdu ma ban muon
glri. Mac dinh la 5 goéi.

Datagram size [100]: nhan Enter Nh&n Enter dé s dung kich thudc cla

gai tin mac dinh la 100.

Timeout in Seconds [2]: nhan Enter Nh&n Enter dé s dung thdi gian
timeoute delay gui gilta cac echo

requests la mac dinh.
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Extended commands [n]: yes

Nh&n yes dé cho phép ban ciu hinh cac

cau lénh md rong.

Source address or interface: 10.0.10.1

Nhap vao dia chi IP cla ngudn ma ban

mudn ping di.

Type of Service [0]

Cho phép ban cau hinh truéng TOS trong
IP header.

Set DF bit in IP header [no]

Cho phép ban cé thé cdu hinh bit DF
trong IP header.

Validate reply data? [no]

Cho phép ban cdu hinh kha nang kiém

tra dir liéu.

Data Pattern [OXABCD]

Cho phép ban thay ddi data pattern trong
trudng data cla goi tin ICMP echo

request.

Loose, Strict, Record, Timestamp,

Verbose[none]: O

Sweep range of sizes [no]: O

Type escape sequence to abort
Sending 100, 100-byte ICMP Echos to

172.16.20.1, timeout is 2 seconds:
TRERERTRTRR R e e e e et

Success rate is 100 percent (100/100)
roundtrip

min/avg/max = 1/1/4 ms

4. Cau lénh Traceroute

Router# traceroute 172.168.20.1

Xac dinh dudng di cla goéi tin sé di
chuyén dén dich cé dia chi IP I3
172.168.20.1.

Router# traceroute paris

Cau lénh nay cé y nghia tuong tu nhu
cau lénh trén nhung thay vi dung IP ban

cé thé sir dung IP host name.

Router# trace 172.16.20.1

Trace = traceroute.
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Ch

uong 18: SNMP va Syslog

Chudng nay sé cung cap nhitng thong tin va cac cau Iénh cé lién quan dén nhitng chu dé

Sau:

- Cau hinh SNMP

- C4u hinh Syslog

1. Cau hinh SNMP

Router(config) #snmp-server

community academy ro

Cau hinh gid tri community string la

academy vdi quyén read-only (ro)

Router(config) #snmp-server

community academy rw

Cau hinh gid tri community string la

academy vdi quyén read-write (rw)

Router(config) #snmp-server location
2nd Floor IDF

Dinh nghia mét chudi SNMP dé mo ta vi

tri vat ly cia SNMP server.

Router(config) #snmp-server contact
Scott Empson 555-5236

Pinh nghia mét SNMP string dé€ mé ta

thoéng tin cda ngudi lién lac.

* Chu y: m6t community string giébng nhu mot password. Trong trudng hgp clia cau Iénh

dau tién, thi community string s& cho phép ban cd thé truy cap bang SNMP.

2. Cau hinh Syslog

Router(config) #logging on

Bat tinh nang logging trén tat ca cac dich

c6 ho trg.

Router(config)#logging 192.168.10.53

Cac thong diép logging sé dugc guri dén

mot syslog server vdéi dia chi IP la

192.168.10.53.

Router(config)#logging sysadmin

Cac thong diép Logging sé dudc gui dén

mot syslog server cé tén la sysadmin.

Router(config)#logging trap x

Cau hinh syslog server logging level vdi
gid tri la x, Trong do x la mot gia tri

nguyén nam trong khoang tir 0 dén 7

Router(config)#service timestamps

log datetime

Cac thong diép Syslog sé bao gom ca

timestamp.

Bang sau sé mo ta 8 cap do cua cac thong diép logging:

0 Emergencies System is unusable
1 Alerts Immediate action needed
2 Critical Critical conditions
3 Errors Error conditions
4 Warnings Warning conditions
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Notifications Normal but significant conditions

Informational Informational messages (default level)

Debugging Debugging messages

Chuong 19: Cc ban vé xu ly 10i

Chuadng nay sé cung cap nhitng théng tin va cac cau Iénh cé lién quan dén nhiing chua dé
sau:

- Hién thi bang dinh tuyén

- Xac dinh default gateway

- Xac dinh thong tin dinh tuyén cap nhat cudi cung

- Kiém tra két ndi Layer 3

- Kiém tra két ndi Layer 7

- Phén tich két qua clta cau Iénh Show Interface

- X6a b0 dém trén interface

- St dung giao thitc CDP dé xur ly 16i

- Cau lénh Traceroute

- Cau lénh show controllers

- Cac cau lénh debug

- SUr dung time stamps

- Céc cau |énh kiém tra su hoat déng cla hé théng IP
- Cau lénh ip http server

- Cau lénh netstat

1. Hién thi bang dinh tuyén

Router# show ip route Hién thi toan bé bang dinh tuyén.

Router# show ip route protocol Hién thi bang dinh tuyén clha mét giao
thdc dugc chi ra (Vi du nhu: RIP hoac
IGRP)

Router# show ip route w.x.y.z Hién thi thdng tin vé dudng w.x.y.z

Router# show ip route connected Hién thi bang cla cac dudng di két ndi

truc ti€p dén thiét bi.

Router# show ip route static Hién thi bang dinh tuyén cua giao thirc
Static.
Router# show ip route summary Hién thi théng tin téng quat cla tat ca
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cac dudng di

2. Xac dinh default gateway

Router(config)#ip default-network Cau hinh mang w.x.y.z la default route.

W.X.Y.Z T4t ca cac dudng di khéng cd trong bang
dinh tuyén sé dudc gui ra dudng default
route nay.

Router(config)#ip route 0.0.0.0 Chi ra tat ca cac route khdéng cé trong

0.0.0.0 172.16.20.1 bang dinh tuyén sé dugc gui dén
172.16.20.1

* Cha y : Cau lénh ip default-network dugc st dung va@i nhitng giao thirc déc quyén cua
Cisco nhu Interior gateway Routing Protocol (IGRP). M3c du ban cé thé st dung ciu Iénh d6
vdi cac giao thiic khac nhu EIGRP hodc RIP, nhung ban khéng nén st dung. Ban cé thé sur
dung cau lénh ip route 0.0.0.0 0.0.0.0 dé€ thay thé.

3. Xac dinh thong tin dinh tuyén cap nhat cudi cuing

Router# show ip route Hién thj toan b6 bang dinh tuyén.
Router# show ip route w.x.y.z Hién thi théng tin v& mang w.x.y.z
Router# show ip protocols Hién thi cdc tham s6 va trang thai cla

giao thuc dinh tuyén IP

Router# show ip rip database Hién thi cd s& di liéu cua giao thlc dinh

tuyén RIP dugdc xay dung trén router.

4. Kiém tra két ndi Layer 3

Router#ping w.x.y.z Kiém tra két ndi Layer 3 dén thiét bi c

dia chi IP la w.x.y.z

Router#ping Chuyén c&u hinh vao ch& dé ping md

rong, trong ché do nay ban sé dugc cung

cap nhiéu tuy chon dé cé thé Iua chon.

5. Kiém tra két nGi Layer 7

Router#debug telnet Hién thi tién trinh thuong Ivgng cla giao
thic telnet.

6. Phan tich két qua cla cau Iénh Show Interface

Router#show interface serial 0/0/0 Hién thi trang thai cua interface s0/0/0
Serial 0/0/0 is up, line protocol Phan dau tién la trang thai cia vat ly,
is up phan th( hai la trang thai logical.
..<output cut>...
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Possible output results:

Serial 0/0/0 is up, line protocol

is up

Interface dang up va dang hoat dong
binh thudng.

Serial 0/0/0 is up, line protocol

is down

Keepalive hoac két ndi cé van dé (khéng

c&u hinh clock rate, encapsulation 16i)

Serial 0/0/0 is down, line protocol

is down

Interface dang c6 van dé, hoac thiét bi
dang két nG6i thong qua interface nay
chua dudgc cau hinh.

Serial 0/0/0 is administratively

down, line protocol is down

Interface dang bi disable — shut down

7. X6a b6 dém trén interface

Router#clear counters

Khai tao lai b0 dém cua tadt cd cac

interface trg vé 0.

Router#clear counters interface

type/slot

Khai tao lai b6 dém cua interface dudgc

chi ra tra vé 0.

8. St dung giao thitc CDP dé xur ly 15i

* Chul y: cac ban cé thé xem lai cac cau Iénh trong chuang 19.

9. Cau Iénh Traceroute

Router#traceroute w.x.y.z

Hién thi tdt ca cac dudng di dén mang

dich cé dia chi IP la w.x.y.z

* Chl y : Cac ban cb thé xem lai chuong 20 dé€ tim hiéu vé cac ciu lénh co lién quan dén

traceroute.

10. Cau lénh show controllers

Router#show controllers serial
0/0/0

Hién thi cac loai cdp dudc gan vao
interface serial (DCE hoac DTE), gid tri
cla clock rate s& hién thi, néu nhu gia tri
dé dugc cau hinh.

11. Cac cau |énh Debug

Router#debug all

Bat tinh nang debug trén thiét bi.

Router#u all

(short form of undebug all)

Tat tinh ndng debug trén thiét bi.

Router#show debug

Hién thi nhitng cdu |énh debug cé kha
nang thuc hién trén thiét bi.
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Router#terminal monitor

Cac thdéng tin debug s& hién thi théng
gua phién telnet (theo mac dinh thi
nhirng thong tin debug chi c6é kha nang
hién thi duy nhat théng qua man hinh

console).

12. S& dung Time Stamps

Router(config)#service timestamps

Gan thém thdi gian vao tat ca cac thong

diép logging.

Router(config) #service timestamps

Debug

Gan thém thong tin thdi gian dén tat ca
cac thong diép debugging.

Router(config)#service timestamps

debug uptime

Gan thém tham s6 thdi gian ma router
da khdi dong vao cac thong diép
debugging.

Router(config) #service timestamps

debug datetime localtime

Gan thém tham s8 thdi gian dé hién thj
thdi gian cuc bé va ngay thang cho tat ca

cac thong diép debugging.

Router(config)#no service

timestamps

Tat tinh nang time stamps.

13. Céc cau |énh ki€ém tra su hoat déng clia hé théng IP

- Nhitng cau lénh sau ban cé thé sir dung dé ki€m tra cac thong s cai dat dia chi IP cla

ban & nhitng hé diéu hanh khac nhau.
- ipconfig (Windows 2000/XP):

Click Start > Run > Command > ipconfig hoac ipconfig/all

- winipcfg (Windows 95/98/Me)
Click Start > Run > winipcfg

- ifconfig (MAC/Linux):
# ifconfig

14. Cau lénh ip http server

Router(config) #ip http server

Bat tinh nang HTTP server, khi dé cac
ban c6 thé quan ly thiét bi théng qua
giao dién Web.

Router(config-if)#no ip http

server

Disable tinh nang HTTP server.
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15. Cau lénh Netstat

C\>netstat SU dung trong cac hé diéu hanh nhu
Windows hodc Unix/Linux d& hién thj két

nGi TCP/IP va cac théng tin vé giao thic;
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Phan VII: QUAN LY DICH VU IP

Chucong 20: Network Address Translation (NAT)
Chucong 21: DHCP
Chucong 22: Ipv6

Chuong 20: Network Address Translation (NAT)

Chuadng nay sé cung cap nhitrng théng tin va cac cau Iénh cd lién quan dén nhirng cha dé
sau:

- Dia chi IP Private: RFC 1918

- C&u hinh NAT déng: M6t dia chi IP Private chuyén déi sang mét dia chi IP Public

- C8u hinh Port Address Translation (PAT): Nhiéu dia chi IP Private dudc chuyén déi sang
mot dia chi IP Public

- C4u hinh Static NAT: M6t dia chi IP Private dugc chuyén d6i cd dinh sang mét dia chi IP
Public

- Kiém tra cdu hinh NAT va PAT

- Xtr ly 16i véi cdu hinh NAT va PAT

- Cau hinh vi du: PAT

1. Dia chi IP Private: RFC 1918

- Bang bén dudi sé hién thi danh sach dai dia chi dugc chi dinh trong cuén RFC 1918 dugc
st dung bdi cac quan tri mang nhu moét dia chi IP Private. Nhitng dia chi IP nay sé la nhiing
dia chi dudc gan cho céc thiét bi ndm trong mang LAN va dudc chuyén ddi thanh dia chi IP
Public d€ cé thé dudc dinh tuyén trén Internet. R4t nhiéu mang cé thé dugc cho phép dé sir
dung nhitng dia chi IP nay; tuy nhién, nhiing dia chi nay khéng dudc phép dinh tuyén trén

Internet.
Private Addresses
Class RFC 1918 Internal Address CIDR Prefix
Range
A 10.0.0.0-10.255.255.255 10.0.0.0/8
B 172.16.0.0-172.31.255.255 172.16.0.0/12
C 192.168.0.0-192.168.255.255 | 192.168.0.0/16

2. C&u hinh NAT dbng: M6t dia chi IP Private chuyén d&i sang mét dia chi IP Public

* Cha y: D& hoan thanh viéc cdu hinh NAT/PAT vdi su trg gilip clia sd dd bén dudi, cac ban

c6 thé nhin vao vi du don gian & cudi chuong nay.
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Step 1: Dinh nghia mot

static route trén mot
router remote, ¢ do6 dia chi
IP Public ctia ban d3 dugc

dinh tuyén

ISP(config)#ip route
64.64.64.64
255.255.255.128
s0/0/0

Théng bao cho router cua
ISP, ngi ma ban sé gui cac
goi tin va@i dia chi dich la
64.64.64.64
255.255.255.128.

Step 2: Dinh nghia mot
dai dia chi IP Public sé
dugc s dung trén router
cla ban dé thuc thi NAT

bia chi IP Private sé nhan
dia chi IP Public dau tién
cua dai da dugc ban dinh

nghia dé& chuyén dai.

Corp(config) #ip nat pool
scott 64.64.64.70
64.64.64.126 netmask
255.255.255.128

Dinh nghia tén cho dai dia
chi IP Public la scott.

bia chi IP dau tién cua dai
do la: 64.64.64.70.

bia chi IP cudi cung cua
dai dé la: 64.64.64.126
Subnet mask cua dai dé
la: 255.255.255.128.

Step 3: Tao moOt ACL sé
dudc dung d€ cho phép
nhirng dia chi IP Private
nao sé& dudc phép chuyén

doi.

Corp(config)#access-list
1 permit 172.16.10.0
0.0.0.255

Step 4 : Tao mé6i quan hé
giltra ACL vdi dai dia chi IP
Public da tao Step 2.

Corp(config)#ip nat
inside

source list 1 pool scott

Step 5: Dinh nghia cac
interface déng vai tro la
inside

interface (s€ la

nhitng interface két nai

vao mang LAN)

Router(config) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché
do6 Interface fa0/0

Router(config-if)#ip nat

inside

Ban cé thé cd nhiéu hon
mot interface inside trén
mot router. Nhirng dia chi
cia mdi mot interface
inside sau do ciing sé dugc
chuyén ddi thanh dia chi

IP Public.

Router(config-if) # exit

Trd vé ché d6 cdu hinh

Global Configuration.

Step 6: Dinh nghia ra

interface vdéi vai tro la

Router(config) #interface
serial 0/0/0
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interface outside (interface
s& dugc dung dé dé két

Router(config-if) #ip nat
outside

néi ra ngoai
Interface hoac WAN)

mang

3. C&u hinh PAT : Nhiéu dia chi IP Private dugc chuyén d6i sang mdt dia chi IP Public
- Tat ca cac dia chi IP Private sé s dung duy nhat mot dia chi IP Public va cac chi sé port

sé& dugc dung cho qua trinh chuyén dai.

Step 1: Dinh nghia mot

static route trén mot
router remote, ¢ do dia chi
IP Public clia ban d3 dugc

dinh tuyén

ISP(config)#ip route
64.64.64.64
255.255.255.128
s0/0/0

Théng bao cho router cua
ISP, ngi ma ban sé gui cac
goi tin v@i dia chi dich la
64.64.64.64
255.255.255.128.

Step 2: Dinh nghia mot
dai dia chi IP Public sé
dugc s dung trén router
cla ban dé thuc thi NAT

S dung budc nay néu ban
c6 nhiéu dia chi IP Private
dé chuyén ddi. Mét dia chi
IP Public c6 thé diéu khién
dia chi 1IP
Khéng sU dung

hang ngan
Private.
mét dai dia chi, ban c6 thé
chuyén déi tdt ca cac dia
chi IP Private thanh mot
dia chi IP da ton tai trén
interface dudc dung dé két
noi dén ISP.

Corp(config)#ip nat pool
scott 64.64.64.70
64.64.64.70 netmask
255.255.255.128

Dinh nghia tén cho dai dia
chi IP Public la scott.

bia chi IP dau tién cua dai
do la: 64.64.64.70

bia chi IP cudi cung cua
dai dé la: 64.64.64.70
Subnet mask cua dai dé
la: 255.255.255.128.

Step 3: Tao moOt ACL sé
dudc dung d€ cho phép
nhirng dia chi IP Private
nao sé& dudc phép chuyén

doi.

Corp(config)#access-list
1 permit 172.16.10.0
0.0.0.255

Step 4 : Tao mé6i quan hé
gilta ACL vdi dai dia chi IP

Corp(config) #ip nat

inside
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Public da tao Step 2

source list 1 pool scott

Step 5: Dinh nghia cac
interface déng vai tro la
inside

interface (s€ la

nhitng interface két naGi

vao mang LAN)

Router(config) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché
do6 Interface fa0/0

Router(config-if)#ip nat

inside

Ban cé thé cd nhiéu hon
mot interface inside trén
mot router. Nhirng dia chi
cia mdi mot interface
inside sau do ciing sé dugc
chuyén ddi thanh dia chi

IP Pubilic.

Router(config-if) # exit

Trd vé ché db6 cdu hinh

Global Configuration.

Step 6: Dinh nghia ra

interface véi vai tro la
interface outside (interface
s& dugc dung dé dé két
néi ra ngoai

Interface hoac WAN)

mang

Router(config) #interface
serial 0/0/0

Router(config-if) #ip nat

outside

* Cha y: ban cé thé cé mot dai IP NAT nhiéu hon mot dia chi IP, néu can thiét. Cau lénh
bén dudi c6 thé 1a mot vi du:
Corp(config) #ip nat pool scott 64.64.64.70 74.64.64.128 netmask
255.255.255.128
- Vi dai dia chi IP trén ban cé tat ca la 63 dia chi IP cé thé dudc st dung dé chuyén dai.

4. C4u hinh Static NAT: M6t dia chi IP Private dugc chuyén d6i cd dinh sang mét dia chi IP
Public
Step 1: Dinh nghia mot

ISP(config) #ip route Théng bao cho router cua

static route trén mot | 64.64.64.64 ISP, ngi ma ban sé gui cac
router remote, ¢ do dia chi | 255.255.255.128 goi tin va@i dia chi dich la
IP. Public ctia ban d3 dugc | s0/0/0 64.64.64.64

255.255.255.128.

Thuc hién chuyén dbi cé
dinh dia chi IP bén trong
172.16.10.5 thanh moét dia
chi IP Public 64.64.64.65.

Ban sé phai s dung cau

dinh tuyén
Step 2: Tao mot Static

Corp(config)#ip nat
inside source static
172.16.10.5
64.64.64.65

mapping trén router cua
ban s& dudc si dung dé
thu'c thi NAT.

l&nh cho mdi mot dia chi

IP Private ma ban mudn
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anh xa tinh véi moét dia chi
IP Public.

Step 3: Dinh nghia ra
nhirng interface c6 vai tro

la interface inside

Corp(config) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché
do interface fa0/0.

Corp(config-if) #ip nat

inside

Ban cé thé cd nhiéu hon
mot interface inside trén

mot router.

Step 4: Dinh nghia nhiing
interface vd&i vai tro la

interface outside

Corp(config-if) #interface
serial 0/0/0

Chuyén cdu hinh vao ché
do interface s0/0/0.

Corp(config-if) #ip nat

outside

Pinh nghia interface

s0/0/0 la interface cé vai

tro la outside.

5. Kiém tra cdu hinh NAT va PAT

Hién thi bang chuyén doi
Hién thi nhitng thong tin cta NAT.

Router#show ip nat translations

Router#show ip nat statistics

X6a théng tin chuyén déi cha bang NAT
trude khi thong tin doé bi times out.

Router#clear ip nat translations

inside a.b.c.d outside e.f.g.h

Router#clear ip nat translations* X6a toan bd bang chuyén déi trudc khi

thong tin dé bi time oute.

6. X ly 18i v8i cdu hinh NAT va PAT

Hién thi théng tin v& nhitng géi tin da
dudc chuyén dai.
Hién thi chi tiét vé nhitng géi tin da dudc

Router#debug ip nat

Router#debug ip nat detailed

chuyén déi.

7. Cau hinh vi du: PAT
- Hinh 20-1 la sd d6 mang dudc s dung cho viéc cdu hinh PAT.
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Hinh 20-1

172.16.10.10

)_

faldd
17218101

= Compar’

Metwork 172.16.10.0/24

IP NAT
Inside

ISP Router

a0

— i

Lol
198.133.219.1/30 192.31.7.1/24

DGE

Metwork 198.133.218.0/30

IP NAT
Qutside

router>enable

Chuyén c8u hinh vao ché dd Privileged

router#configure terminal

Chuyén c8u hinh vao ché db6 Global

Configuration.

router(config)#host ISP

bat tén cho Router |4 ISP.

ISP(config)#no ip domain-lookup

Tat tinh nang tu doéng phéan giai khi ban

nhap cau lénh sai.

ISP(config)#enable secret cisco

D&t méat khdu enable secret |a Cisco.

ISP(config)#line console 0

Chuyén c8u hinh vao ché& dd line console.

ISP(config-line)#login

Ngudi dung sé€ phai dudc yéu cau nhap
thong tin truy cap khi két ndi vao router

théng qua port console.

ISP(config-line) # password class

D&t mét khau cho truy cép console |a

class.

ISP(config-line) #logging synchronous

Khong cho phép ngat cau Iénh sang dong
md&i khi cd log hién thi trén man hinh

console.

ISP(config-line) #exit

Tr& vé ché do Global Configuration.

ISP(config)#interface serial 0/0/1

Chuyén cdu hinh vao ché& dd interface
s0/0/1.

ISP(config-if)#ip address
198.133.219.2 255.255.255.252

Gan dia chi IP va subnet mask cho

interface s0/0/1

ISP(config-if)#clock rate 56000

Gan gia tri clock rate cho cap DCE gén

vao interface s0/0/1 cla router.

ISP(config-if)#no shutdown

Bat interface.

ISP(config-if)#interface loopback 0

Tao interface loopback 0 va dbng thdi
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chuyén c8u hinh vao ché& dd interface

loopback 0.

ISP(config-if)#ip address
192.31.7.1255.255.255.255

Gan dia chi IP va Subnet mask cho

interface loopback 0.

ISP(config-if) #exit

Trd vé ché d0 cdu hinh Global

Configuration.

ISP(config) #exit

Trd& vé ché do cau hinh Privileged.

ISP#copy running-config

startupconfig

Lu file cau hinh dang chay trén RAM vao
NVRAM.

Company Router

router>enable

Chuyén c&u hinh vao ché& dd privileged.

router#configure terminal

Chuyén c8u hinh vao ché dd Global

Configuration.

router(config) #host Company

bat tén cho router la Company.

Company(config)#no ip domain-lookup

Tat tinh ndng tu dong phéan giai cau lénh
khi ban nhap sai.

Company(config)#enable secret cisco

D&t mét kha cho enable secret |a cisco

Company(config)#line console 0

Chuyén cdu hinh vao ché& db line console

Company(config-line)#login

Yéu cau ngudi dung phai nhap thong tin
truy cap khi thuc hién két nGi vao router

théng qua port console.

Company(config-line) #password class

D&t méat khdu cho viéc truy cép vao

router théng qua console la class.

Company(config-line)#logging

Khong cho phép ngat cau Iénh sang dong

Synchronous md&i khi cd log hién thi trén man hinh
console.
Company(config-line) #exit Trd vé ché do cau hinh Global

Configuration.

Company(config) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché& dd interface
fa0/0.

Company(config-if) #ip address
172.16.10.1 255.255.255.0

Gan dia chi IP va subnet mask cho

interface.

Company(config-if)#no shutdown

Bat interface.

Company(config-if) #interface serial
0/0/0

Chuyén cdu hinh vao ché& dd interface
s0/0/0.

Company(config-if) #ip address
198.133.219.1 255.255.255.252

Gan dia chi IP va subnet mask cho
interface s0/0/0

Company(config-if)#no shutdown

Bat interface.
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Company/(config-if) #exit

Trd vé ché d0 cdu hinh Global

Configuration.

Company(config)#ip route 0.0.0.0
0.0.0.0 198.133.219.2

Cau hinh default route static.

Company(config)#access-list 1 permit
172.16.10.0 0.0.0.255

Tao mdt ACL dé€ cho phép dia chi IP
Private c6 thé dugc NAT.

Company(config)#ip nat inside source

list 1 interface serial 0/0/0 overload

Tao Nat bdng cach gan list 1 vdi interface
s0/0/0. Phudng phap Overloading sé
dugc thuc thi.

Company(config) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché& dd6 interface
fa0/0.

Company(config-if) #ip nat inside

Gan vai tro cho interface fa0/0 Ia

interface inside.

Company(config-if) #interface serial
0/0/0

Chuyén cdu hinh vao ché& dd interface
s0/0/0.

Company(config-if) #ip nat outside

Gan vai tro cho interface s0/0/0 la

interface outside.

Company(config-if)# ctrl -Z

Trd& vé ché do cau hinh Privileged.

Company#copy running-config

startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

Chuong 21: DHCP

Chudng nay sé cung cap nhitng thong tin va cac cau Iénh cé lién quan dén nhitng chu dé

sau:
- Cau hinh DHCP
- Kiém tra va xr ly 16i vdi cau hinh DHCP

- C4u hinh dia chi DHCP helper

- DHCP Client trén mot Cisco I0S software Ethernet Interface

-'Cau hinh vi du: DHCP

1. C4u hinh DHCP

Router(config) #ip dhcp pool

Internal

Tao mét DHCP pool tén la internal.

Router(dhcp-config) #network
172.16.10.0 255.255.255.0

Chi ra dai dia chi IP s& dudc dung dé cap
cho cac DHCP Client.

Router(dhcp-config) #defaultrouter

Chi ra dia chi IP clia default gateway cho
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172.16.10.1

cac DHCP client.

Router(dhcp-config) #dns-server
172.16.10.10

Chi ra dia chi IP ctia DNS server cho cac
DHCP Client.

Router(dhcp-config) # netbiosname-
server 172.16.10.10

Chi ra dia chi IP cua NetBIOS server cho
cac DHCP Client.

Router(dhcp-config) #domain-name

fakedomainname.ca

Dinh nghia tén mién cho cac client.

Router(dhcp-config)#
lease 14 12 23

Dinh nghia thdi gian dé cép dia chi IP cho
mdi DHCP Client 1a: 14 ngay, 12 gid, va
23 phut.

Router(dhcp-config) #lease

Infinite

Thdi gian cédp dia chi IP cho cac DHCP
client khong cé thdi han.

Router(dhcp-config) #exit

Trd vé ché d0 cdu hinh Global

Configuration.

Router(config) #ip dhcp
excludedaddress 172.16.10.1
172.16.10.9

Cau hinh dai dia chi IP khong dugc phép
cap dong cho cac DHCP Client.

Router(config)#service dhcp

Bat dich vu DHCP va tinh nang relay trén

Cisco IOS router.

Router(config)#no service dhcp

Tat dich vu DHCP trén Cisco Router. Dich
vu DHCP sé dugc bat mac dinh trén cac
Cisco IOS Software.

2. Kiém tra va x{ ly 16i v8i cdu hinh DHCP

Router#show ip dhcp binding

Hién thi danh sach cla t&t ca cac dia chi
IP da dudc cap cho cac DHCP client.

Router#show ip dhcp binding

W.X.Y.Z

Hién thi duy nh&t thong tin vé dia chi IP
w.X.y.z da dudc cap cho DHCP Client.

Router#clear ip dhcp binding
a.b.c.d

Xoa thong tin vé dia chi IP a.b.c.d da
dugc cdp cho DHCP client tir DHCP

database.

Router#clear ip dhcp binding *

Xda toan bd danh sach théng tin dia chi
IP d3 dudc cap cho DHCP client trong
DHCP database.

Router#show ip dhcp conflict

Hién thi danh sach cua tat ca nhiing dia
chi IP bi trung.

Router#clear ip dhcp conflict
a.b.c.d

Xo6a nhitng dia chi IP bi trung tir co sé dir

liéu.

Router#clear ip dhcp conflict *

Xoa tat ca nhitng dia chi IP bi trung tir co
s@ dir liéu.
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Router#show ip dhcp database

Hién thj co s& dir liéu DHCP d3 hoat ddng
gan day nhat.

Router#show ip dhcp server

Statistics

Hién thi danh sach cla nhitng théng diép
da gui va nhan bdi DHCP server.

Router#clear ip dhcp server

Statistics

Khai tao lai b0 dém cha DHCP server tré

vé 0.

Router#debug ip dhcp server

{events | packets | linkage | class}

Hién thi tién trinh x&r ly dia chi IP dudc

tra lai va dudc cap.

3. Cau hinh DHCP Helper Address

Router(config) #interface fastethernet
0/0

Chuyén c8u hinh vao ché dd interface.

Router(config-if)#ip helperaddress
172.16.20.2

Cac goi tin DHCP broadcast sé dugc phép

chuyén tiép nhu mdt goi tin unicast dén

dia chi IP da dudc chi dinh, thay vi phai
hay goi tin dé.

* Chl y: Cau lénh ip helper-address sé chuyén ti€p cac gdi tin broadcast nhu nhitng géi
tin unicast bgi 8 port UDP khac nhau theo mac dinh:

- TFTP (port 69)

- DNS (port 53)

- Time service (port 37)

- NetBIOS name server (port 137)

- NetBIOS datagram server (port 138)

- Boot Protocol (BOOTP) client va server datagrams (port 67 va 68)

- TACACS service (port 49)

- N&u ban mudn déng mdt s6 nhitng port trén, ban cé thé s dung ciu |Iénh no ip forward-
protocol udp x & ché do global configuration, trong dé x la chi s6 port ma ban mudn doéng.
CAu 1énh sau s& dudc sir dung dé tam dirng tinh ndng chuyén tiép cac géi tin broadcast bdi
port 49 :

Router(config)#no ip forward-protocol udp 49

- N&u ban mudn md& mdt port UDP nao khac, ban cd thé si dung cdu Iénh ip forward-

helper udp x, trong doé x la chi s6 port ma ban muén maé:

Router(config) #ip forward-protocol udp 517

4. DHCP Client trén moét Cisco I0S software Ethernet Interface

Router(config) #interface fastethernet | Chuyén cdu hinh vao ché dé interface
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0/0
Router(config-if)#ip address dhcp

fa0/0.

Chi ra interface nay can moét dia chi IP tUr

mot DHCP server.

5. Vi du cau hinh: DHCP
- Hinh 21-1 13 s6 d mang dudc sir dung dé cdu hinh DHCP, nhitng ciu Iénh dudc s dung
trong vi du nay dé€ ciu hinh céc dich vu cia DHCP sé& chi ndm trong pham vi cla chuadng

nay.

Hinh 21-1

MetBIOS Server DNS Server
10.0.0.2/8 10.0.0.3/8
=8 =1 Edmenton
Is an 105
| DHCP

Server

=Rl 4]
T~ 1021821 280

\\5

Network 10.0.0.0/8

=Vl
1921683424

Edmonton Router

Metwork 192.168.1.0/30

—— " —

DHCF“ Cl|a nt

N

\
%dmo@m ~ 7 s
1021 68.1.1430 | G|bbnra\_ ’—
_,_,-'-""f/

Metwork 1 92, 188.3.0.‘24

router>enable

Chuyén c8u hinh vao ché dd privileged

router#configure terminal

Chuyén cdu hinh vao ch& db global

configuration.

router(config)#host Edmonton

bat tén cho router la Edmonton.

Edmonton(config)#interface
fastethernet 0/0

Chuyén cdu hinh vao ché& dd interface
fa0/0.

Edmonton(config-if) #description
LAN Interface

bat IGi mo ta cho interface.

Edmonton(config-if) #ip address
10.0.0.1 255.0.0.0

Gan dia chi IP va subnetmask cho

interface.

Edmonton(config-if)#no shutdown

Bat interface.

Edmonton(config-if) #interface
serial 0/0/0

Chuyén cdu hinh vao ché& dd interface
s0/0/0.

Edmonton(config-if) # description
Link to Gibbons Router

bat IGi mo ta cho interface.

Edmonton(config-if) #ip address
192.168.1.2 255.255.255.252

Gan dia chi IP va subnet mask cho

interface.
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Edmonton(config-if)#clock rate
56000

C&u hinh clockrate cho interface.

Edmonton(config-if)#no shutdown

Bat interface.

Edmonton(config-if) #exit

Tr& vé ché dd cau hinh global

configuration.

Edmonton(config)#router eigrp 10

Cau hinh giao thic dinh tuyén EIGRP
hoat dong trén router va@i AS la 10.

Edmonton(config-router)#network
10.0.0.0

Quang ba mang dang két ndi truc tiép

vao interface trén router.

Edmonton(config-router)#network
192.168.1.0

Quang ba mang dang két ndi truc ti€p

vao interface trén router.

Edmonton(config-router) #exit

Trd vé ché d6 cau hinh global

configuration.

Edmonton(config)#service dhcp

Bat dich vu DHCP server trén router.

Edmonton(config) #ip dhcp pool

10network

Tao moét DHCP pool tén la 10network

Edmonton(dhcp-config) #network
10.0.0.0 255.0.0.0

C4u hinh dai dia chi IP dugc st dung dé
cap cho cac DHCP Client.

Edmonton(dhcp-config) #defaultrouter
10.0.0.1

Chi ra dia chi IP cua default gateway

dudc sir dung dé c8p cho céc client.

Edmonton(dhcp-config) # netbiosname-
server 10.0.0.2

Chi ra dia chi IP cua NetBIOS server dudc
st dung dé c&p cho cac DHCP client.

Edmonton(dhcp-config) #dns-server
10.0.0.3

Chi ra dia chi cua DNS server dugc su
dung dé cdp cho cdc DHCP client.

Edmonton(dhcp-config) #domain-name

fakedomainname.ca

Pat tén mién cho cadc DHCP client.

Edmonton(dhcp-config)#lease 12 14
30

Gan thgi gian cap dia chi IP cho cac
DHCP client la 12 ngay 14 giG va 30
phat.

Edmonton(dhcp-config) #exit

Trd vé ché d0 cdu hinh Global

configuration.

Edmonton(config) #ip dhcp
excludedaddress
10.0.0.1 10.0.0.5

Cau hinh dai dia chi IP dudgc sU dung

riéng cho viéc cép tinh.

Edmonton(config) #ip dhcp pool
192.168.3network

Tao mot DHCP pool th& hai tén la

192.168.3network.

Edmonton(dhcp-config) #network
192.168.3.0 255.255.255.0

C4u hinh dai dia chi IP dugc st dung dé

cap cho cac DHCP client.

Edmonton(dhcp-config) #defaultrouter
192.168.3.1

Chi ra dia chi IP ciua Default gateway
dudgc st dung bdi cac DHCP Client.
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Edmonton(dhcp-config) # netbiosname-
server 10.0.0.2

Chi ra dia chi IP clia Netbios server dudc

st dung bdi cac DHCP client.

Edmonton(dhcp-config) #dns-server
10.0.0.3

Chi ra dia chi IP ctia DNS server dugc su
dung bdi cac DHCP client.

Edmonton(dhcp-config) #domain-name

fakedomainname.ca

Pat tén mién cho cadc DHCP client.

Edmonton(dhcp-config)#lease 12 14
30

Gan thgi gian cap dia chi IP cho cac
DHCP client la 12 ngay 14 gid 30 phut.

Edmonton(dhcp-config) #exit

Trd vé ché d0 cdu hinh Global

Configuration.

Edmonton(config) #exit

Tr& vé ché do Privileged.

Edmonton#copy running-config

startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

Gibbons Router

router>enable

Chuyén c8u hinh vao ché dd Privileged

router#configure terminal

Chuyén cdu hinh vao ch& db global

Configuration.

router(config)#host Gibbons

bat tén cho router la Gibbons

Gibbons(config) #interface
fastethernet 0/0

Chuyén c8u hinh vao ch& dd interface
fa0/0

Gibbons(config-if) #description
LAN Interface

bat IGi mo ta cho interface.

Gibbons(config-if) #ip address
192.168.3.1 255.255.255.0

Gan dia chi IP va subnet mask cho

interface.

Gibbons(config-if)#ip helperaddress
192.168.1.2

Céac goi tin DHCP broadcast van sé& dugc
chuyén tiép nhu mdt goi tin unicast dén
dia chi IP da dudc chi ra, thay vi phai hay
goi tin do.

Gibbons(config-if)#no shutdown

Bat interface.

Gibbons(config-if) #interface
serial 0/0/1

Chuyé&n cdu hinh vao ché& dd interface
s0/0/1.

Gibbons(config-if) #description

Link to Edmonton Router

bat IGi mo ta cho interface.

Gibbons(config-if) #ip address
192.168.1.1 255.255.255.252

Gan dia chi IP va subnet mask cho

interface.

Gibbons(config-if)#no shutdown

Bat interface.

Gibbons(config-if) # exit

Trd vé ché d0 cdu hinh Global

configuration.

Gibbons(config) #router eigrp 10

Cho phép router chay giao thic dinh
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tuyén EIGRP véi gia tri AS la 10
Gibbons(config-router)#network Thuc hién quang ba mang dang két nai
192.168.3.0 truc ti€p vdi interface cla router.
Gibbons(config-router)#network Thuc hién quang ba mang dang két nai
192.168.1.0 truc ti€p vdi interface cla router.
Gibbons(config-router)#exit Trd vé ché do Global configuration.
Gibbons(config) #exit Trd vé ché do Privileged.
Gibbons#copy running-config Luu file cdu hinh dang chay trén RAM vao
startup-config NVRAM.

Chuong 22: Ipv6

Chuadng nay sé cung cadp nhitng théng tin va cac cau Iénh cé lién quan dén nhiing chu dé
sau:

- Gan dia chi Ipv6 cho interface

- Ipv6 va RIPng

- Cau hinh vi du: Ipv6 RIP

- Ipv6 Tunnels: Manual overlay tunnel

- Static route trong Ipv6

- Floating static route trong Ipv6

- Kiém tra va x{r ly su cd Ipv6

- Ipv6 ping

1. Gan dia chi Ipv6 cho interface

Router(config)#ipv6 Bat tinh ndng chuyén tiép cac gdi tin
unicast-routing Ipv6 unicast & ché do global trén router
Router(config) #interface Chuyén cdu hinh vao ché& dd interface
fastethernet 0/0 fa0/0.

Router(config-if)#ipv6 enable Tu doéng cadu hinh mot dia chi Ipv6 link-

local trén interface va cho phép céac tién
trinh xur ly Ipv6 trén interface.
* Chu y: Dia chi Link-local dugc cau hinh

bang cau Iénh ipv6 enable cé thé dudc

st dung duy nhét dé giao tiép vdéi nhitng

may trén cung mot lién két.

Router(config-if)#ipv6 address Cau hinh mot dia chi Ipv6 global trén
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3000::1/64 interface va cho phép Ipv6 cé thé dudc

xUu ly trén router.

Router(config-if) #ipv6 address Cau hinh moét dia chi Ipv6 véi moét dinh
2001:db8:0:1:: /64 eui-64 danh cua interface trong low-order 64
bits cua dia chi Ipvé6.
Router(config-if) #ipv6 address Cau hinh moét dia chi Ipv6 link-local dac
fe80::260:3eff:fe47:1530/64 biét trén interface thay vi tu dong cau
linklocal hinh khi Ipv6 dugc cho phép chay trén
interface
Router(config-if)#ipv6é unnumbered Chi ra mét interface sir dung dia chi Ipv6
type/number clla mot interface khac dd cau hinh dia

chi Ipv6 va déng thdi cho phép Ipv6 co
thé dugc xur ly trén interface. Dia chi
Ipv6 global cua interface dugc chi ra bdi
type/number sé dudc s dung nhu mot

dia chi nguon.

2. Ipv6 va RIP

Router(config) #interface Chuyén céu hinh vao ché dé interface.

serial 0/0

Router(config-if) #ipv6 rip tower Tao moét tién trinh x& ly cia RIPng la

Enable tower va cho phép RIPng hoat dong trén
interface

Chu y: Khéng gi6bng nhu véi RIPv1 va
RIPv2, ban céan phai tao ti€n trinh xu ly
cua RIP véi cau Iénh router rip va sau
dé st dung cdu |énh network dé chi ra
nhirng interface nao sé tham ra vao qua
trinh dinh tuyén cua RIP. Tién trinh xu ly
cua RIPng sé dudgc tao tu dong khi RIPng
dudc cho phép chay trén interface vdi
cau lénh ipv6 rip name enable.

Chu y: Phan mém Cisco I0S sé tu dong

tao mot danh sach cdu hinh cho tién
trinh dinh tuyén cta RIPng khi né dugc

phép chay trén interface.

Chu y: Cau Iénh ipv6 router rip
process-name van sé& can thiét khi tinh

nang tuy chon cua RIPng dugc cau hinh.

Router(config)#ipv6 router rip Tao mot tién trinh dinh tuyén clda RIPng
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Tower tén la tower néu noé chua thuc su dugc
tao, va chuyén vao ch& dd ciu hinh

router.

Router(config-router)#maximumpaths | Dinh nghia gia tri I6n nhat cla cac dudng
2 di ¢ cost badng nhau ma RIPng cé thé hd
trg la 2.

* Chd y: S8 dudng di I6n nht cd thé
dudc s dung la tir 1 dén 16. Theo mac
dinh 1a 4.

3. Cau hinh vi du: Ipv6 RIP

- Hinh 22-1 la sd d6 mang dugc s dung cho vi du cdu hinh Ipv6 RIP, nhitng cau lIénh dudc

s(r dung trong vi du nay sé chi nam trong pham vi clia chuong nay.

Hinh 22-1

Network
< 2001:db8:c18:2::/64 <
L Ty faliD e T
Ausﬁn‘ fa0i0 | Haustn’
fa/{
fa0/1
== == ’
- Network - Network
2001:db8:c18:1:./64 2001:db8:c:18:3:./64
Austin Router
Router>enable Chuyén c8u hinh vao ché dd Privileged
Router#configure terminal Chuyén cdu hinh vao ché dé global
Configuration.
Router(config)#hostname Austin bat tén cho router la Austin.
Austin(config)#ipv6 unicastrouting Cho phép chuyén ti€p cac gdi tin Ipv6
unicast & ché do6 global trén router.
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Austin(config)#interface
fastethernet 0/0

Chuyén cdu hinh vao ché& dd interface
fa0/0.

Austin(config-if) #ipv6 enable

Cau hinh tu dong moét dia chi Ipv6 link-
local trén interface va cho phép xur ly cac

tin Ipv6 trén interface.

Austin(config-if) #ipv6 address
2001:db8:c18:2::/64 eui-64

Cau hinh mét dia chi Ipv6 global véi dinh
danh cua interface trong low-order 64

bits cua dia chi Ipvé6.

Austin(config-if) #ipv6 rip tower

Enable

Tao moét tién trinh xur ly cia RIPng la
tower va cho phép RIPng hoat dong trén

interface

Austin(config-if)#no shutdown

Bat interface.

Austin(config-if) #interface
fastethernet 0/1

Chuyén cdu hinh vao ché& dd interface
fa0/1.

Austin(config-if) #ipv6 enable

Cau hinh tu dong moét dia chi Ipv6 link-
local trén interface va cho phép xur ly cac

tin Ipv6 trén interface.

Austin(config-if) #ipv6 address
2001:db8:c18:1::/64 eui-64

Cau hinh mét dia chi Ipv6 global véi dinh
danh cua interface trong low-order 64

bits ctia dia chi Ipvé6.

Austin(config-if) #ipv6 rip tower

Enable

Tao mot tién trinh xur ly cia RIPng la
tower va cho phép RIPng hoat dong trén

interface

Austin(config-if)#no shutdown

Bat interface.

Austin(config-if) #exit

Trd vé ché d0 cdu hinh Global

Configuration.

Austin(config) #exit

Trd& vé ché do cau hinh Privileged.

Austin#copy running-config

startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

Houston Router

Router>enable

Chuyén c8u hinh vao ché dd Privileged

Router#configure terminal

Chuyén cdu hinh vao ch& db global

Configuration.

Router(config)#hostname Houston

bat tén cho router la Houston.

Houston(config) #ipv6 unicastrouting

Cho phép chuyén tiép cac gdi tin Ipvé

unicast & ché do6 global trén router.

Houston(config) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché& dd interface
fa0/0.

Houston(config-if) #ipv6 enable

Cau hinh tu dong moét dia chi Ipv6 link-
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local trén interface va cho phép xur ly cac

tin Ipv6 trén interface.

Houston(config-if) #ipv6 address
2001:db8:c18:2::/64 eui-64

Cau hinh mét dia chi Ipv6 global véi dinh
danh cua interface trong low-order 64

bits cua dia chi Ipve6.

Houston(config-if) #ipv6 rip tower

Enable

Tao mot tién trinh xur ly cia RIPng la
tower va cho phép RIPng hoat dong trén

interface

Houston(config-if)#no shutdown

Bat Interface.

Houston(config-if) #interface
fastethernet 0/1

Chuyén cdu hinh vao ché& dd6 interface
fa0/1.

Houston(config-if) #ipv6 enable

Cau hinh tu dong moét dia chi Ipv6 link-
local trén interface va cho phép xur ly cac

tin Ipv6 trén interface.

Houston(config-if) #ipv6 address
2001:db8:c18:3::/64 eui-64

Cau hinh mét dia chi Ipv6 global véi dinh
danh cua interface trong low-order 64

bits cua dia chi Ipv6.

Houston(config-if) #ipv6 rip tower

Enable

Tao mot tién trinh xur ly cia RIPng la
tower va cho phép RIPng hoat dong trén

interface

Houston(config-if)#no shutdown

Bat interface.

Houston(config-if) #exit

Tr& vé ché do Global Configuration.

Houston(config) #exit

Tr& vé ché do Privileged.

Houston#copy running-config

startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

4. Ipv6 Tunnels: Manual Overlay Tunnel

* Chu y: Mac du phan nay khdéng c6 trong ky thi CCNA, nhung khai niém vé Ipv6 tunnels la
mot van d& ma ngudi quan tri mang can phai hiéu rd.

- Hinh 22-2 13 sd d6 mang dudc st dung dé cdu hinh Ipv6 tunnels.

http://www.vnexperts.net
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Hinh 22-2

IPvE Host IPwE Host
Ls—’_) Ay
Dual-Stack Dual-Stack
Router IPvd Tunnel Router

IPvE ;—.:; S__ADCE =

-
- b e —
Metwork 1200 JuneMiﬂﬁjrbm’ PP

2001 :dlbBe 0001 1 8:1464 T e Ty 2001:dbB:cO0: 1114:11/64

Juneau Tunnel O

2001 :dba:c003:1104:1/54

Source 30/0-10.1.1.1
Destination 10.1.1.2

Juneau Router

Fairbanks Tunnel 0
2001:db&:c003:1104::2/64
Source 300 —10.1.1.2
Destination 10.1.1.1

Router>enable

Chuyén c8u hinh vao ché dd Privileged

Router#configure terminal

Chuyén c8u hinh vao ché db6 Global

Configuration.

Router(config)#hostname Juneau

bat tén router la Juneau

Juneau(config) #ipv6 unicastrouting

Cho phép chuyén tiép cac gdi tin Ipvé

unicast & ché do global trén router.

Juneau(config) #interface tunnel0

Chuyén c8u hinh vao ch& dd interface

tunnel

Juneau(config-if) #ipv6 address
2001:db8:c003:1104::1/64

Gan mot dia chi IP v6 cho interface.

Juneau(config-if)#tunnel source
serial 0/0

Chi ra interface nguon cho tunnel

interface.

Juneau(config-if) #tunnel
destination 10.1.1.2

Chi ra dia chi dich Ipv4 cho tunnel

interface.

Juneau(config-if)#tunnel mode
ipv6ip

Pinh nghia Ipv6 tunnel manual; dac biét,
Ipv6 déng vai nhu la data va Ipv4 vua la
giao thic dudc s dung dé€ déng géi dir

liéu va vira la giao thic cho Ipv6 tunnel.

Juneau(config-if) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché& dd interface
fa0/0.

Juneau(config-if) #ipv6 address
2001:db8:c003:111e::1/64

Gan mot dia chi Ipv6 cho interface fa0/0.

Juneau(config-if)#no shutdown

Bat interface.

Juneau(config-if) #interface serial
0/0

Chuyén c8u hinh vao ch& dd Interface
s0/0.

Juneau(config-if) #ip address
10.1.1.1 255.255.255.252

Gan moét dia chi Ipv4 va subnetmask cho

interface.

Juneau(config-if)#clock rate 56000

Gan gia tri Clock rate cho interface.

Juneau(config-if)#no shutdown

Bat interface.
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Juneau(config-if) # exit

Trd& vé ché do Global configuration.

Juneau(config) #exit

Trd& vé ché do Privileged.

Juneau#copy running-config
startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

Fairbanks Router

Router>enable

Chuyén c8u hinh vao ché dd Privileged

Router#configure terminal

Chuyén cdu hinh vao ch& db global

Configuration.

Router(config) # hostname Fairbanks

bat tén cho router la Fairbanks

Fairbanks(config) #interface
tunnel0

Chuyén cdu hinh vao ché& dd interface

tunnel

Fairbanks(config-if) #ipv6 address
2001:db8:c003:1104::2/64

Gan mot dia chi Ipv6 cho interface tunnel
0.

Fairbanks(config-if)#tunnel source
serial 0/0

Chi ra

interface.

interface  ngudbn cho tunnel

Fairbanks(config-if)#tunnel
destination 10.1.1.1

Chi ra dia chi IP dich cho interface

tunnel.

Fairbanks(config-if)#tunnel mode
ipv6ip

binh nghia Ipv6 tunnel manual; dac biét,
Ipv6 déng vai nhu la data va Ipv4 vua la
giao thic dudc s dung dé€ déng géi dir

liéu va vira la giao thic cho Ipv6 tunnel.

Fairbanks(config-if) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché& dd interface
fa0/0.

Fairbanks(config-if) #ipv6 address
2001:db8:c003:111f::1/64

Gan mot dia chi Ipv6 cho interface fa0/0.

Fairbanks(config-if)#no shutdown

Bat interface.

Fairbanks(config-if) #interface
serial 0/0

Chuyén cdu hinh vao ché& dd interface
s0/0.

Fairbanks(config-if) #ip address
10.1.1.2 255.255.255.252

Gan dia chi Ipv4 va subnet mask cho
interface s0/0.

Fairbanks(config-if)#no shutdown

Bat interface.

Fairbanks(config-if) #exit

Trd vé ché d0 cdu hinh Global

Configuration.

Fairbanks(config) #exit

Trd& vé ché do cau hinh Privileged.

Fairbanks#copy running-config
startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

5. Cau hinh Static Route trong Ipv6

* Chu y: Mac du phan nay khdéng chira trong bai thi CCNA, nhung khai niém vé static route

trong Ipv6 la moét yéu té rat quan trong ma ngudi quan tri mang can phai 1am dugc.
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- D€ tao mot static route trong Ipv6, ban sé& sir dung cuing cau Iénh nhu khi tao static route
trong Ipv4.
- Hinh 22-3 la sd d6 mang dugc s dung cho vi du cdu hinh Static Route trong Ipv6. Chu vy,

duy nh&t nhitng static route trén router Austin sé& dudc hién thi.

Hinh 22-3
Network
- 2001:db8:c18:2:./64 -
h-“}""-- faCi0 2001:dh8:c16:2::2.’64|h}j”—“‘-
| Ausﬁn.;’ 2001:db8:c18:2:1/64 a0y H{)ustﬂ.r:’
fa/1
fa0
Nemrnrk’ Namrurk’
2001:db8:c18:1::/64 2001:db8:c:183:./64
Austin(config) #ipv6 route Tao mét static route, dugc cdu hinh dé
igg:gggg:ggé?g‘l gui tat ca cac goi tin dén moét dia chi
2001:db8:c18:2::2
Austin(config) #ipv6 route Tao mét static route két ndi truc ti€p dé
(2)(/)31:db8:c18:3::/64 fastethernet gulri tat ca cac goi tin ra ngoai interface
fa0/0.
Austin(config)#ipv6 route Tao mot static route dac biét trén mot
(2)(/)8lz:glgf::;;g:::z:l:slgffzastethernet broadcast interface.

6. Floating Static route trong Ipv6

* Chu y: Mac du phan nay khong chilra trong bai thi CCNA, nhung khai niém vé static route
trong Ipv6 la moét yéu té rat quan trong ma ngudi quan tri mang can phai 1am dugc.

- P& tao mét static route véi gid tri Administrative Distance (AD) dugc gan la 200, thay vi
dung gid tri AD mac dinh 1a 1, ban ¢ thé nhdp vao céu lénh sau:

Austin(config)# ipv6 route 2001:db8:c18:3::/64 fastethernet 0/0 200

- Gia tri mac dinh cua AD dudc sU dung trong Ipv6 cung gid tri AD dudc s dung trong
Ipv4.
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7. Kiém tra Ipv6
* Chu y: st dung cdu lénh debug c6 thé s& lam anh hudng dén kha ndng thuc thi cla

router va dan dén cé thé khai dong lai router. Ban chi nén st dung cdu lénh debug khi can

thu thap théng tin, va sau dé can phai tat debugging vdi cdu Iénh undebug all.

Router#clear ipv6 rip

Xoa tat ca cac route dugc hoc bdi giao
thirc dinh tuyén RIP tUr bang dinh tuyén
Ipv6, néu dugc cai dat, thi nhitng route

nay sé nam trong bang dinh tuyén Ipvé.

Router#clear ipv6 route *

Xoa toan bd cac route hoc dugc tir bang

dinh tuyén Ipve6.

Chu y: Xda toan bd cac route tU bang
dinh tuy&n s& dan dén kha ndng xu ly
CPU cua router sé tang |én vi bang dinh

tuyé&n sé dudc tinh todn dé xay dung lai.

Router#clear ipv6 route
2001:db8:c18:3::/64

Xo6a mot route da dudc chi ra khoi bang

dinh tuyén cua Ipv6.

Router#clear ipv6 traffic

Khai tao lai b6 dém cua luu lugng Ipv6

Router#debug ipv6 packet

Hién thi cac thdng diép debug clia cac gdi

tin Ipvé.

Router#debug ipv6 rip

Hién thi cdc théng diép debug cho qud
trinh dinh tuyén Ipv6 cla giao thidc RIP

Router#debug ipv6 routing

Hién thi thdng diép debug cua nhiing
thoéng tin dinh tuyén cdp nhat clda Ipv6

Router#show ipv6 interface

Hién thi trang thai cla cac interface da
dudc cau hinh cho Ipvé.

Router#show ipv6 interface brief

Hién thj trang thai tong quat clia nhiing
interface da dudc cau hinh cho Ipv6.

Router#show ipv6 neighbors

Hién thi thong tin vé cac thiét bi hang

xom da cau hinh Ipvé.

Router#show ipv6 protocols

Hién thi cdc tham s& va trang thai hién
tai cla nhitng giao thic dinh tuyén Ipv6
dang dudc chay trén router.

Router#show ipv6 rip

Hién thi thdng tin vé trang thai hién tai

cua tién trinh x(r ly Ipv6 RIP.

Router#show ipv6 route

Hién thi bang dinh tuyén Ipv6 hién tai.

Router#show ipv6 route summary

Hién thi mdt cach téng quan bang dinh

tuyén cua Ipvé.

Router#show ipv6 routers

Hién thi nhiing thdng tin quang ba da
dudc nhan tir nhitng router khac.
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Router#show ipv6 static Hién thi duy nhat nhitng static route Ipv6
da dudc cai dat trong bang dinh tuyén.

Router#show ipv6 static Hién thi duy nhat nhitng thong tin static

2001:db8:5555:0/16 route cla route da dudc chi dinh trong

cau lénh.

Router#show ipv6 static interface Hién thi duy nhat nhitng théng tin static

serial 0/0 route vdi interface da dudgc chi ra trong
cau lénh.

Router# show ipv6 static detail Hién thi cac théng tin chi tiét cta toan bd
cac route static Ipv6.

Router#show ipv6 traffic Hién thi trang thai cua cac luu ludng
Ipvé.

Router#show ipv6 tunnel Hién thi nhitng thong tin vé Tunnel.

8. Cau lénh Ping trong Ipv6

- D& kiém tra két néi mang vdi dia chi Ipv6, ban cé thé dung cau Iénh nhu trong vi du sau:
Router#ping ipv6 2001:db8::3/64

- Nhitng ky tu sau c6 thé hién thi dé biéu dién két qua khi si dung ciu Iénh Ping trong

Ipvé.
Ky tu MO ta

! MOi ky tu cua dau ! chi ra mot goi tin dudc nhan lai tur dich.
MOi ky tu clia dau . biéu thi dich dang bi time oute trong khi chd
dugc tra |aoi.

? L6i khdng dugc xac dinh.

@ Khoéng xac dinh dugc ly do cho 16i khong két néi dugc dich.

A Goi tin da bi khoa bai ACL.

B Goéi tin qua Ién.

H Host unreachable.

N Network unreachble

P Port unreachble.

R Prameter problem.

T Time exceeded.

u Khong cé dudng di dén host.
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Phan VIII: WAN

Chuadng 23: HDLC va PPP
Chucong 24: Frame Relay

Chuong 23: HDLC va PPP

Chuadng nay sé cung cadp nhitng théng tin va cac cau Iénh cé lién quan dén nhiing chua dé
sau:
- Cau hinh HDLC encapsulation trén mot dudng Serial
- C3u hinh PPP trén mot dudng serial (cac cau |énh bat bubc)
- C4u hinh PPP trén mot dudng serial (cac cau Iénh tuy chon), bao gém nhirng cau Iénh
trong nhirng phan sau:
+ Compression
+ Link quality
+ Multilink
+ Authentication
- Kiém tra hodc xur ly 18i véi PPP encapsulation
- C4u hinh vi du: PPP

1. Cau hinh HDLC encapsulation trén mot dudng serial

Router#configure terminal Chuyén c8u hinh vao ché db Global

Configuration.

Router(config) #interface serial Chuyén c8u hinh vao ché& dd Interface
o0/0/0 $0/0/0.

Router(config-if) #encapsulation Cau hinh ché d6 déng géi dir liéu cho
hdlc

interface la HDLC.

* Chu y: HDLC la giao thirc dong goéi dit liéu mac dinh cho cac lién két dong bo serial trén
cac Cisco Router. Ban s& duy nhét s dung ciu I1énh encapsulation hdlc dé tré vé trang

thai mac dinh cho lién két.

2. C3u hinh PPP trén mot dudng serial (cac cau Iénh bat bubc)

Router#configure terminal Chuyén c8u hinh vao ché dd Global

Configuration.

Router(config) #interface serial Chuyén cdu hinh vao ché& dd interface
o0/0/0 $0/0/0.
Router(config-if) #encapsulation Thay ddi giao thlc déng goi dir liéu tur
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PPP

mac dinh la HDLC thanh PPP.

* Chu y: ban sé phai thuc thi cdu Iénh encapsulation ppp trén ca hai side cua dudng

serial thi lién két d6 mdi cé thé hoat ddng.

3. Cau hinh PPP trén mét dudng serial (cac cau Iénh tuy chon)

Router(config-if) #compress
Predictor

Cho phép sUr dung thuat toan nén di liéu
predictor khi dif liéu dudc truyén qua
dudng serial.

Router(config-if) #compress stac

Cho phép st dung thuét toadn stac dé nén
dir liéu khi dir liéu dudgc truyén qua
dudng serial.

4. Cau hinh PPP trén dudng serial: Link Quality

Router(config-if)#ppp quality x

Dam bao rang bang théng cua dudng
serial dat gia tri 1a x %. Néu khoéng dat
dugc gia tri nay, thi lién két sé bi shut

down.

5. Cau hinh PPP trén dudng serial: Multilink

Router(config-if)#ppp multilink

Cho phép dir liéu c6 thé dudc chia tai
thong qua nhiéu dudng lién két.

6. Cau hinh PPP trén dudng serial: Authentication

Router(config) #username routerb
password cisco

Tao mot username la routerb va mot mat
kh&u 1a cisco cho qud trinh xac thuc tir
nhirng side khac cua dudng serial. Théng
tin nay sé dudc s dung bdi local router
dé xac thuc PPP peer.

Router(config) #interface serial
0/0/0

Chuyén cdu hinh vao ché& dd interface
s0/0/0.

Router(config-if) #ppp
authentication pap

Bat phuong phap xac thuc Password
Authenticaiton Protocol (PAP) duy nhat

Router(config-if) #ppp
authentication chap

Bat phudng phap xac thuc Challenge
Handshake
(CHAP) duy nhat.

Authentication Protocol

Router(config-if) #ppp
authentication pap chap

Cho phép dudng lién két serial sé su
dung PAP dé xac thuc, nhung CHAP sé&
dugc str dung néu PAP bj 16i hodc khéng

xac thuc thanh cong.

Router(config-if) #ppp

Cho phép dudng lién két serial sé su
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authentication chap pap dung CHAP d@é& xdac thuc, nhung PAP sé&
dugc str dung néu PAP bj 16i hodc khéng

xac thuc thanh cong.

Router(config-if) #ppp pap Cau lénh s& phai dugc si dung dé cdu
sentusername

routerb password cisco hinh néu s dung PAP trong cac phién

ban phan mém Cisco I0OS Release 11.1
tré vé trudc.

* Chu y: Trong qua trinh cdu hinh xac thuc, ban phai chdc chan rang username cla ban sé
phai tuong (ng vdi tén cla router trén side khac cla dudng lién két, va mat khau trén moi
router cd thé khac nhau. Théng tin Username va password la nhifng thdng tin ' nhay cam.

Céc ban cé thé nhin vao vi du sau:

Edmonton(config) #username Calgary Calgary(config)#username Edmonton
password cisco password cisco
Edmonton(config)#interface serial Calgary(config)#interface serial
0/0/0 0/0/0

Edmonton(config-if) #encapsulation Calgary(config-if)#encapsulation

Ppp Ppp

Edmonton(config-if) # ppp Calgary(config-if)#ppp
authentication chap authentication chap

* Chu y: Bdi vi giao thirc xac thuc PAP s& khéng cho phép ma hda thong tin mat khau khi
dudc gui trén dudng lién két, vi vay ban nén sir dung CHAP cho qua trinh xac thuc nay.

7. Kiém tra hodc Xtr ly 16i cdu hinh PPP

Router#show interfaces serial x Hién thi nhitng théng tin cho interface
serial x
Router#show controllers serial x Dua vao théng tin hién thi tr cdu Iénh

nay ban cé thé xac dinh dudc loai cap
(DCE/DTE) dang dudc s dung dé€ c3m

vao interface clia ban.

Router#debug serial interface Hién thi b6 dém keepalive cla serial

dang tang dan.

Router#debug ppp Hién thi cac luu lugng cb lién quan dén
giao thic PPP

Router#debug ppp packet Hién thi cac goi tin PPP dugc nhan vao
gui.

Router#debug ppp negotiation Hién thi cac gdi tin PPP ¢6 lién quan dén
qua trinh thuang lugng caa lién két PPP.

Router#debug ppp error Hién thi cac gdi tin PPP bij 16i.

Router#debug ppp authentication Hién thi cac géi tin cé lién quan dén qua
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trinh xac thuc cua lién két PPP.

Router#debug ppp compression

Hién thi cac gdi tin PPP ¢6 lién quan dén
cac goéi tin dudc nén khi truyén qua
dudng lién két.

8. Cau hinh vi du: PPP

- Hinh 23-1 la sd d6 mang dudc s dung cho vi du cdu hinh PPP, nhitng cau Iénh dugc sur

dung trong vi du cdu hinh PPP nay s& nam trong pham vi cla chudng nay.

Hinh 23-1

1?216 1U 10

Metwork 172.16.20.0/24

17216404

1?2 16201
i
= Eggsmn @m&

17216.20.2

Metwork 172.16.20.0/30

172.16.30.30

14000

J__....__1?21sao1 | I
e

Network 172.16.30.0/24

uﬁalo—z

* Cha y: host name, password, va cac interface dudc coi nhu da cau hinh trong nhirng vi

du ctia Chuaong 6.

Boston Router

Boston>enable

Chuyén c8u hinh vao ché dd Privileged

Boston#configure terminal

Chuyén c8u hinh vao ché db6 Global

Configuration.

Boston(config) #username Buffalo
password academy

hinh

password cho qua trinh xac thuc PPP

Cau moét local username va

Boston(config-if)#interface serial
0/0/0

Chuyén cdu hinh vao ché& dd interface
s0/0/0

Boston(config-if) #description Link
to Buffalo Router

bat IGi mo ta cho interface.

Boston(config-if)#ip address
172.16.20.1 255.255.255.252

Gan dia chi IP va subnet mask cho

interface.

Boston(config-if)#clock rate 56000

Gan gia tri Clock rate cho interface.

Boston(config-if) #encapsulation
Ppp

Bat phuong phap déng goéi dir liéu trén
dudng lién két serial la PPP.

Boston(config-if) #ppp
authentication chap

Cho phép si dung giao thic CHAP dé
thuc hién qua trinh xac thuc.

Boston(config-if)#no shutdown

Bat interface.

Boston(config-if) #exit

Trd vé ché d0 cdu hinh Global
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Configuration.

Boston(config) #exit

Trd& vé ché do Privielged.

Boston#copy running-config
startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

Buffalo Router

Buffalo>enable

Chuyén c8u hinh vao ché dd Privileged

Buffalo#configure terminal

Chuyén c8u hinh vao ché dd6 Global

Configuration.

Buffalo(config) #username Boston
password academy

Tao mot local username va password
dudc sir dung trong qua trinh xac thuc
PPP.

Buffalo(config-if) #interface
serial 0/0/1

Chuyé&n cdu hinh vao ché& dd interface
s0/0/1.

Buffalo(config-if) #description
Link to Boston Router

bat IGi mo ta cho interface.

Buffalo(config-if) #ip address
172.16.20.2 255.255.255.252

Gan dia chi IP va subnet mask cho

interface.

Buffalo(config-if) #encapsulation
Ppp

S« dung giao thic PPP dé déng géi dir

liéu trén dudng truyén serial.

Buffalo(config-if) # ppp
authentication chap

Cho phép xac thuc bang CHAP.

Buffalo(config-if)#no shutdown

Bat interface.

Buffalo(config-if)# ctrl — z

Tr& vé ché do Privileged.

Buffalo#copy running-config
startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

Chuong 24: Frame Relay

Chudng nay sé cung cap nhitng thong tin va cac cau Iénh cé lién quan dén nhirng chu dé

Sau:

- Cau hinh Frame Relay:

+ Cau hinh giao thic déng géi cia Frame Relay

+ Cau hinh giao thic déng goi LMI cua Frame Relay

+ Cau hinh chi s6 Frame Relay DLCI

+ Cau hinh moét cau Iénh Frame Relay map

+ Cau hinh IG6i mo6 ta cua moét interface (tuy chon)

+ Cau hinh Frame Relay s dung Subinterfaces
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- Kiém tra Frame Relay
- Xur ly 16i véi Frame Relay
- Cau hinh vi du: Frame Relay

I. Cau hinh Frame Relay

1. Cau hinh giao thirc dong goi cua Frame Relay

Router(config)#interface serial
0/0/0

Chuyén cdu hinh vao ché& dd interface
s0/0/0.

Router(config-if) #encapsulation
frame-relay

Cho phép sir dung Frame Relay dé ddng
goi dit liéu vdi giao thic dong goi mac dinh

cla cisco.

Hoac

Router(config-if) #encapsulation
frame-relay ietf

Cho phép sir dung Frame Relay dé ddng
goi dit liéu véi giao thirc déng goi la ietf
(RFC 1490). S dung giao thifc déng goi
IETF trong trudng hgp két néi dén mot

router khéng phaila cta Cisco

2. Cau hinh giao thidc déng goéi LMI cua Frame Relay

Router(config-if) #frame-relay
Imitype
{ansi | cisco | q933a}

Phu thudc vao tuy chon ma ban lua chon
cdu hinh, cau Iénh dugc s dung dé ciu
hinh loai LMI |a chudn ANSI, chuén Cisco,
hodc chuén ITU-T Q.933 Annex A.

* Cha y: TU phién ban phan mém Cisco I0S 11.2 trd |én, thi loai LMI nay sé tu dong dugc

xac dinh, cau lénh trén chi la mot tuy chon.

3. Cau hinh chi s6 Frame Relay DLCI

Router(config-if) #frame-relay
interface-dici 110

Gan gia tri DLCI la 110 trén interface cuc
bd va chuyén vao ché& dd cdu hinh Frame
Relay DLCI

Router(config-fr-dici) #exit

Trd vé ché db cau hinh interface.

Router(config-if) # exit

Trd vé ché d0 cdu hinh Global

Configuration.

Router(config)#

4. Cau hinh mot cau lIénh Frame Relay map

Router(config-if) #frame-relay map
ip 192.168.100.1 110 broadcast

Anh xa gifta mot dia chi IP remote
(192.168.100.1) v6i mot gia tri DLCI
local (110).
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Router(config-if)#no frame-relay Tat giao thirc Inverse ARP.

inverse arp

* Chu y: cac router ctua Cisco cé giao thic Inverse Address Resolution Protocol (IARP) dudc
chay mac dinh. Khi giao th{c nay dugc chay trén cac router thi s d6 anh xa giltra mot dia
chi IP remote v&i mot gia tri DLCI local sé dudc xay dung tu dong. Néu router remote
khong ho trg IARP, hodc ban mudn diéu khién cac luu lugng broadcast trén mét PVC, ban
sé& phai nhép tinh s d6 anh xa gilra DLCI va dia chi IP, d6ng thdi ban can phai tat giao thirc
IARP.

- Ban can phai s dung cau Iénh no frame-relay inverse-arp trudc khi dua ra cau |énh no

shutdown.

5. Cau hinh mo6 ta cho interface (tuy chon)

Router(config-if) #description
Connection to the Branch office

Cau lénh 1a tuy chon dé cho phép ban

nhap thém théng tin vé interface nay.

6. Cau hinh Frame Relay st dung Subinterfaces

- Subinterface cho phép ban cé thé giadi quyét dudc su anh hudng cla split-horizon va dé

tao nhiéu PVC trén mot interface vat ly duy nhat dé két n6i dén ddm may Frame Relay cla

nha cung cap dich vu.

Router(config)#interface serial
0/0/0

Chuyén cdu hinh vao ché& dd interface
s0/0/0

Router(config-if) #encapsulation
frame-relay ietf

Cau hinh giao thirc dong gdéi cia Frame
relay cho tat ca cac subinterface trén

interface vat ly nay.

Router(config-if) #frame-relay
Imi-type ansi

Cau hinh loai LMI cho tat ca cac

subinterface trén interface vat ly nay.

Router(config-if)#no ip address

Chéc chan rang khdéng cé dia chi IP dugc

gan cho interface nay.

Router(config-if)#no shutdown

Bat interface.

Router(config-if) #interface
serial 0/0/0.102 point-to-point

Tao mot subinterface point-to-point cé
chi s6 la 102

Router(config-subif) #ip address
192.168.10.1 255.255.255.0

Gan dia chi IP va subnet mask cho

subinterface.

Router(config-subif)#frame-relay
interface-dici 102

Gan mot gia tri DLCI cho subinterface

Router(config-subif) #interface
serial 0/0/0.103 point-to-point

Tao mot subinterface point-to-point cé
chi sé la 103

Router(config-subif) #ip address
192.168.20.1 255.255.255.0

Gan mot dia chi IP va subnet mask cho

subinterface.

Router(config-subif)#frame-relay

Gan mot gia tri DLCI cho subinterface

Created by: Dwong Van Toan — CCNP, CCSP, MCSE, LPI level 1.

http://www.vnexperts.net 164


http://www.vnexperts.net

interface-dlci 103 nay.

Router(config-subif) #exit Trd vé ché do cdu hinh interface.

Router(config-if) #exit Trd vé ché do cau hinh Global

Configuration.

Router(config)#

* Chua y: Co hai loai subinterface:

- Point-to-Point, trong dé cé mot PVC dugdc st dung dé ké&t nSi dén mot router khac va moi
subinterface la mot dai dia chi mang riéng.

- Multipoint, trong dé router la diém trung cla mdt nhém céc router khac. T4t ca cac router
két nGi dén router khac théng qua router nay, va tét ca cac router nam trong cting mot dai
dia chi mang.

- SUr dung cau Iénh no ip split-horizon dé tat split-horizon trén cac interface multipoint.

7. Kiém tra Frame Relay

Router#show frame-relay map Hién thi bang sc d6 anh xa IP/DLCI

Router#show frame-relay pvc Hién thi trang thai cla tat ca cadc PVC da
dudgc cau hinh.

Router#show frame-relay Imi Hién thi trang thai cua LMI

Router#clear frame-relay counters Khai tao lai tat ca cac b6 dém cla Frame
Relay

Router#clear frame-relay inarp Xoa tdt cd bang s do6 anh xa dudc xay

dung tUr giao thic IARP.

* Cha y: Néu s dung céu lénh clear frame-relay inarp ma khong thuc su xéa dudc bang

sd do anh xa DLCI/IP cua Frame Relay thi ban can phai thuc hién khai dong lai router.

8. Xt ly 16i véi Frame Relay

Router#debug frame-relay Imi Pudc st dung dé xac dinh qua trinh trao

déi cac goi tin LMI trén mét router d3 ciu

hinh Frame Relay.

9. Cau hinh vi du: Frame Relay
- Hinh 24-1 13 s6 d& mang dudgc st dung dé cdu hinh vi du Frame Relay, nhitng ciu Iénh

thuc thi trong vi du nay sé nam trong pham vi ciia chuong nay.
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Hinh 24-1

192.168.20.0/24

| fal

f--.-,\ f
i
!Edmung
s0/0/0.21 | | sovon.42
192.168.3.1 192.168.1.1
21 | 12
> 11 <
Atlas Port
FRAME RELAY
(Atlas 550)
Atlas Port Atlas Port
L 21 -— 1/2 =i
11 | 12 21 | 11
s0/0/0.11 | | s0/0/0.12 50/0/0.21 0/0/0. 11
192.168.3.2 | | 19216841 19246842 |192166.1.2
Calga I.Winnip’

‘ fali

192.168.40.0/24

* Cha y : Trong sd db trén si dung thiét bj Adtran Atlas 550 dé gia 1ap |a ddm may Frame

falvd ‘

192.168.30.0/24

Relay. Ba port vat ly (1/1, 2/1, 2/2) dudc si dung dé két ndi dén ba thiét bj & 3 thanh phé.

Edmonton Router

router>enable

Chuyén c8u hinh vao ché dd Privileged

router#configure terminal

Chuyén c8u hinh vao ché dd6 Global

Configuration.

router(config)#host Edmonton

Pat tén router la Edmonton

Edmonton(config)#no ip domainlookup

Tat tinh ndng phéan dai cau Iénh khi ngudi

dung nhap sai.

Edmonton(config) #enable secret
Cisco

D&t mét khau enable secret 13 cisco.

Edmonton(config)#line console 0

Chuyén c&u hinh vao ché& dé Line console

Edmonton(config-line)#login

Cho phép router yéu cau ngudi dung xac
thuc khi truy cép router thong qua port
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console.

Edmonton(config-line) # password
Class

D&t mat khau truy cip console |a Class

Edmonton(config-line)#logging
Synchronous

Khong cho phép ngat cau lénh khi cac
théng diép loggin hién thi trén man hinh

console.

Edmonton(config-line) #exit

Trd& vé ché do Global Configuration

Edmonton(config) #interface
fastethernet 0/0

Chuyé&n cdu hinh vao ché& dd interface
fa0/0.

Edmonton(config-if) #ip address
192.168.20.1 255.255.255.0

Gan dia chi IP va subnet mask cho
interface fa0/0.

Edmonton(config-if)#no shutdown

Bat interface.

Edmonton(config-if) #interface
serial 0/0/0

Chuyén c8u hinh vao ché& dé interface
s0/0/0.

Edmonton(config-if) #encapsulation
frame-relay

Cho phép dong gdéi dir liéu badng giao
thirc Frame Relay.

Edmonton(config-if)#no shutdown

Bat interface.

Edmonton(config-if) #interface
serial 0/0/0.12 point-to-point

Tao subinterface loai poin — to —point vdi

chi s61a 12.

Edmonton(configsubif) #
description link to
Winnipeg router DLCI 12

Cau hinh mo ta cho subinterface.

Edmonton(config-subif) #ip address
192.168.1.1 255.255.255.0

Gan dia chi IP va subnet mask cho

subinterface.

Edmonton(config-subif) #framerelay
interface-dici 12 point-topoint

Gan gia tri DLCI local cho interface.

Edmonton(config-subif) #interface
serial 0/0/0.21

Tao subinterface véi chi so la 21.

Edmonton(configsubif) #
description link to Calgary
router DLCI 21

C&u hinh mo ta cho subinterface.

Edmonton(config-subif) #ip address
192.168.3.1 255.255.255.0

Gan dia chi IP va subnet mask cho

subinterface.

Edmonton(config-subif) #framerelay
interface dici 21

Gan gia tri DLCI local cho subinterface.

Edmonton(config-subif) #exit

Trd& vé ché do interface configuration.

Edmonton(config-if) #exit

Tr& vé ché do Global Configuration.

Edmonton(config)#router eigrp 100

Cho phép router chay giao thic dinh
tuyén EIGRP vai AS la 100

Edmonton(config-router)#network
192.168.1.0

Quang ba mang két néi truc ti€p vao

interface cta router.

Edmonton(config-router)#network
192.168.3.0

Quang ba mang két néi truc ti€p vao

interface cta router.

Edmonton(config-router)#network
192.168.20.0

Quang ba mang két néi truc ti€p vao

Created by: Dwong Van Toan — CCNP, CCSP, MCSE, LPI level 1.

http://www.vnexperts.net 167


http://www.vnexperts.net

interface cta router.

Edmonton(config-router)# ctrl — z

Trd& vé ché do Privileged.

Edmonton#copy running-config
startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.

Winnipeg Router

router>enable

Chuyén c8u hinh vao ché dd Privileged

router#configure terminal

Chuyén c8u hinh vao ché dd6 Global

Configuration.

router(config)#host Winnipeg

bat tén router la Winnipeg

Winnipeg(config)#no ip domainlookup

Tat tinh ndng phéan dai cau Iénh khi ngudi

dung nhap sai.

Winnipeg(config)#enable secret
Cisco

D&t mét khdu enable secret 1a cisco.

Winnipeg(config)#line console 0

Chuyén c8u hinh vao ché& dd Line console

Winnipeg(config-line)#login

Cho phép router yéu cau ngudi dung xac
thuc khi truy cédp router thong qua port

console.

Winnipeg(config-line) # password
Class

D&t méat khau truy cip console |a Class

Winnipeg(config-line)#logging
Synchronous

Khong cho phép ngat cau Iénh khi cac
thong diép loggin hién thi trén man hinh

console.

Winnipeg(config-line) #exit

Trd vé ché do Global Configuration

Winnipeg(config)#interface
fastethernet 0/0

Chuyén cdu hinh vao ché& dd interface
fa0/0.

Winnipeg(config-if) #ip address
192.168.30.1 255.255.255.0

Gan dia chi IP va subnet mask cho
interface fa0/0.

Winnipeg(config-if)#no shutdown

Bat interface.

Winnipeg(config-if) #interface
serial 0/0/0

Chuyé&n cdu hinh vao ché& dd interface
s0/0/0.

Winnipeg(config-if) #encapsulation
frame-relay

Cho phép dong gdéi dir liéu béng giao
thirc Frame Relay.

Winnipeg(config-if)#no shutdown

Bat interface.

Winnipeg(config-if) #interface
serial 0/0/0.11 point-to-point

Tao subinterface loai poin - to —point vdi

chisolaill.

Winnipeg(configsubif) #
description link to
Edmonton router DLCI 11

C&u hinh mo ta cho subinterface.

Winnipeg(config-subif) #ip address
192.168.1.2 255.255.255.0

Gan dia chi IP va subnet mask cho

subinterface.
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Winnipeg(config-subif) #framerelay Gan gia tri DLCI local cho interface.
interface-dici 11

Winnipeg(config-subif)#interface Tao subinterface vdi chi s6 la 21.
s 0/0.21 point-to-point
Winnipeg(configsubif)# Cau hinh mo ta cho subinterface.

description link to Calgary
router DLCI 21

Winnipeg(config-subif)#ip address Gan dia chi IP va subnet mask cho
192.168.4.2 255.255.255.0

subinterface.

Winnipeg(config-subif) #framerelay Gan gia tri DLCI local cho subinterface.
interface-dici 21
Winnipeg(config-subif) #exit Trd vé ché do interface configuration.
Winnipeg(config-if) #exit Trd vé ché do Global Configuration.
Winnipeg(config)#router eigrp 100 Cho phép router chay giao thiic dinh
tuyén EIGRP vgi AS la 100

Winnipeg(config-router)#network Quang ba mang két néi truc ti€p vao
192.168.1.0 interface cua router.
Winnipeg(config-router)#network Quang ba mang két néi truc ti€p vao
192.168.4.0 interface cua router.
Winnipeg(config-router)#network Quang ba mang két néi truc ti€p vao
192.168.30.0 interface cua router.
Winnipeg(config-router)# ctrl -z Trd& vé ché do Privileged.
Winnipeg#copy running-config Luu file cdu hinh dang chay trén RAM vao
startup-config NVRAM.

Calgary Router
router>enable Chuyén c8u hinh vao ché dd Privileged
router#configure terminal Chuyén c8u hinh vao ché dd6 Global

Configuration.

router(config)#host Calgary bat tén router la Calgary

Calgary(config)#no ip domainlookup Tat tinh ndng phéan dai cau Iénh khi ngudi

dung nhap sai.

Calgary(config)#enable secret D&t mét khdu enable secret 13 cisco.

Cisco

Calgary(config)#line console 0 Chuyén c8u hinh vao ché dd Line console

Calgary(config-line)#login Cho phép router yéu cau ngudi dung xac
thuc khi truy cép router thong qua port
console.

Calgary(config-line) # password D&t mat khau truy cip console |a Class

gllal'gsry(config-line)#Iogging Khong cho phép ngat cau lénh khi cac

Synchronous

théng diép loggin hién thi trén man hinh

console.
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Calgary(config-line) #exit

Trd vé ché do Global Configuration

Calgary(config) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché& dd interface
fa0/0.

Calgary(config-if) #ip address
192.168.40.1 255.255.255.0

Gan dia chi IP va subnet mask cho
interface fa0/0.

Calgary(config-if)#no shutdown

Bat interface.

Calgary(config-if) #interface
serial 0/0/0

Chuyén cdu hinh vao ché& dd interface
s0/0/0.

Calgary(config-if)#encapsulation
frame-relay

Cho phép dong gdéi dir liéu badng giao
thirc Frame Relay.

Calgary(config-if)#no shutdown

Bat interface.

Calgary(config-if) #int s0/0/0.11
point-to-point

Tao subinterface loai poin — to —point vdi

chisolaill.

Calgary(config-subif) #description
link to Edmonton router DLCI 11

C&u hinh mo ta cho subinterface.

Calgary(config-subif) #ip address
192.168.3.2 255.255.255.0

Gan dia chi IP va subnet mask cho

subinterface.

Calgary(config-subif) #frame-relay
interface-dici 11 point-to-point

Gan gia tri DLCI local cho interface.

Calgary(config-subif) #interface
serial 0/0/0.12

Tao subinterface véi chi so la 12.

Calgary(config-subif) #description
link to Winnipeg router DLCI 12

C&au hinh mo ta cho subinterface.

Calgary(config-subif) #ip address
192.168.4.1 255.255.255.0

Gan dia chi IP va subnet mask cho

subinterface.

Calgary(config-subif) #frame-relay
interface-dici 12

Gan gia tri DLCI local cho subinterface.

Calgary(config-subif) #exit

Tr& vé ché do interface configuration.

Calgary(config-if) #exit

Tr& vé ché do Global Configuration.

Calgary(config) #router eigrp 100

Cho phép router chay giao thic dinh
tuyén EIGRP vgi AS la 100

Calgary(config-router)#network
192.168.3.0

Quang ba mang két néi truc ti€p vao

interface cta router.

Calgary(config-router)#network
192.168.4.0

Quang ba mang két néi truc ti€p vao

interface cta router.

Calgary(config-router)#network
192.168.40.0

Quang ba mang két néi truc ti€p vao

interface cta router.

Calgary(config-router)# ctrl -z

Tr& vé ché do Privileged.

Calgary#copy running-config
startup-config

Luu file cdu hinh dang chay trén RAM vao
NVRAM.
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Phan IX: BAO MAT MANG
Chucong 25: Access Control List

Chuong 25: Access Control List

Chuadng nay sé cung cap nhitng théng tin va cac cau Iénh cd lién quan dén nhirng cha dé
sau:

- Access List number

- Cac tUr khoa ACL

- Tao ACL standard

- Gan ACL standard cho moét interface

- Kiém tra ACL

- Xéa ACL

- Tao ACL extended

- Gan ACL extended cho moét interface

- TU khoa established (tuy chon)

- Tao ACL named

- SUr dung sequence number trong ACL named

- Xda cau lénh trong ACL named sUr dung sequence number
- Chu y véi sequence number

- Tich hgp comments cho toan bd ACL

- SUr dung ACL dé€ han ché truy cép router théng qua telnet
- Cau hinh vi du: ACL

1. Access List numbers

1-99 or 1300-1999 Standard IP

100-199 or 2000-2699 Extended IP

600-699 AppleTalk

800-899 IPX

900-999 Extended IPX

1000-1099 IPX Service Advertising Protocol

2. Cac tuir khdéa ACL
Any Pudc s dung dé thay thé& cho 0.0.0.0
255.255.255.255, trudng hgp nay sé
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tuong ng vdéi tat cac dia chi ma ACL

thuc hién so sanh.

Host

Pudc st dung dé thay thé cho 0.0.0.0,
trudng hdp sé tuang Ung vdi duy nhat
mot dia chi IP dudc chi ra.

3. Tao ACL Standard

Router(config)#access-list 10 permit
172.16.0.0 0.0.255.255

Tat ca cac gdi tin cé dia chi IP ngubn la

172.16.x.x sé dugc phép truyén tiép.

access-list Cau lénh ACL.

10 Chi s6 ndm trong khoang tur 1 dén 99,
hoac 1300 dén 1999, dugc st dung cho
ACL standard.

Permit Cac gdi tin tuong Ung véi cau lénh sé
dudc cho phép.

172.16.0.0 bia chi IP ngudn sé dudc so sanh.

0.0.255.255 Wildcard mask.

Router(config)#access-list 10
host

deny

Tat ca cac gdi tin cé dia chi IP ngubn la
172.17.0.1 sé dudgc phép truyén tiép.

172.17.0.1

access-list Cau lIénh ACL.

10 Chi s6 ndm trong khoang tir 1 dén 99,
hoac 1300 dén 1999, dugc s dung cho
ACL standard.

Deny Cac goi tin tuong Ung vdi cau Iénh sé bi
chan lai.

Host TU khoa.

172.17.0.1 Chi ra dia chi cia moét host.

Router(config)#access-list 10 permit

Tat ca cac goi tin cla tat cad cac mang sé

any dugc phép truyén tiép.

access-list Cau Iénh ACL.

10 Chi s6 ndm trong khoang tir 1 dén 99,
hoac 1300 dén 1999, dudgc s dung cho
ACL standard.

Permit Cac gdi tin tuong Ung véi cau lénh sé
dudc cho phép.

any TU khda tucng ng vdi tat ca cac dia chi

IP.
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4. Gan ACL Standard cho mét interface

Router(config)#interface fastethernet 0/0 | Chuyén cdu hinh vao ché dé interface
fa0/0.

Router(config-if)#ip access-group 10 in Cau lénh nay dugc sir dung dé gan ACL
10 vao interface fa0/0. Nhirng gdi tin di
vao router thong qua interface fa0/0 sé
dugc kiém tra.

* Chuy:
- Access list cé thé dudc gan vao interface theo ca hai hudng: hudng vao (dung tir khda in)
va hudng ra (dung tir khda out).

- Gan mét ACL standard vao vi tri gan mang dich hodc thiét bi dich nhat.

5. Kiém tra ACL

Router#show ip interface Hién thi tat ca cac ACL dudc gan vao
interface.

Router#show access-lists Hién thi ndi dung cla t&t ca cac ACL trén
router.

Router#show access-list access-list- | Hién thi ndi dung ciia ACL cé chi s6 dugc

number chi ra trong cau Iénh.

Router#show access-list name Hién thi ndi dung cua ACL c6 tén dugc chi

ra trong cau lénh.

Router#show run Hién thi file cdu hinh dang chay trén
RAM.
6. Xda ACL
Router(config)#no access-list 10 Xo6a bd ACL cd chi s6 la 10.

7. Tao ACL Extended

Router(config)#access-list 110 permit | Cac goi tin HTTP cé dia chi IP ngudn la
172.16.0.0 0.0.0.255 192.168.100.0 | 172-16:0x & durgc cho phép truyén dén
0.0.0.255 mang dich la 192.168.100.x

eq 80

access-list Cau Iénh ACL.

110 Chi s6 nam trong khoang tir 100 dén
199, hoac tir 2000 dén 2699 sé dudc sur
dung dé tao ACL extended IP

Permit Nhitng gdi tin tudng 'ng v@i cadu Iénh sé
dudc cho phép.

Created by: Dwong Van Toan — CCNP, CCSP, MCSE, LPI level 1. http://www.vnexperts.net 173


http://www.vnexperts.net

Tcp Giao thirc sir dung sé phai la TCP

172.16.0.0 Dia chi IP ngudn sé& dudc s dung dé so
sanh.

0.0.0.255 Wildcard mask cua dia chi IP nguon.

192.168.100.0 Dia chi IP dich s& dugc dung dé so sanh.

0.0.0.255 Wildcard mask cua dia chi IP dich.

Eq Toan tlr bang.

80 Port 80, la dung cho cac luu lugng HTTP.

Router(config)#access-list 110 deny | Cac gdi tin Telnet cé dia chi IP ngudn sé
tcp any

192.168.100.7 0.0.0.0 eq 23 bi chan lai néu chung truy cap dén dich

la 192.168.100.7.

access-list Cau Iénh ACL.

110 Chi s6 nam trong khoang tur 100 dén
199, hodc tir 2000 dén 2699 sé dudc sur
dung dé tao ACL extended IP

Deny Nhitng gdi tin tudng 'ng va@i cadu Iénh sé
bi tir chai.

Tcp Giao thic sir dung la TCP.

Any TU khoa nay tucong Uing vdi tat ca cac dia
chi mang.

192.168.100.7 La dia chi IP cua dich

0.0.0.0 Wildcard mask cua dich.

Eq Toan tlr bang.

23 Port 23, la port ciia i'ng dung telnet.

8. Gan ACL extended cho mot interface

Router(config)#interface fastethernet 0/0 | Chuyén c8u hinh vao ch& dd interface
Router(config-if)#ip access-group 110 fa0/0
out bong thdi gan ACL 110 vao interface
theo chiéu out. Nhitng goi tin di ra khéi
interface fa0/0 s& dugc kiém tra.
* Chuy:

- Access list cé thé dudc gan vao interface theo ca hai hudng: hudng vao (dung tir khda in)
va hudng ra (dung tir khda out).
- Duy nh&t mét access list cé thé dugc gan cho mét interface, theo mét hudng di.

- Gan mét ACL extended & vi tri gan mang nguon hoac thiét bi nguon nhat.
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9. T khda established (tuy chon)

Router(config)#access-list 110 permit
tcp

172.16.0.0 0.0.0.255 192.168.100.0
0.0.0.255 eq

80 established

Cho biét mot két ndi sé dudgc thiét lap.

* Chuy:

- Cau lénh dugc kiém tra tudng ’ng duy nhét néu TCP datagram cé bit ACK hodc RST dugc

gan.
- TU khda established sé lam viéc duy nhat cho TCP, con UDP thi khéng.

10.

Tao ACL named

Router(config)#ip access-list extended
Serveraccess

Tao moOt ACL extended tén la seraccess
va chuyén cdu hinh vao ch& d6 ACL

configuration.

Router(config-ext-nacl)#permit tcp any
host
131.108.101.99 eq smtp

Cho phép cac gdi tin cha mail tir tat ca
cac dia chi nguén dén mot host co dia chi
la 131.108.101.99

Router(config-ext-nacl)#permit udp any
host
131.108.101.99 eq domain

Cho phép cac géi tin Domain Name
System (DNS) tur tat ca cac dia chi nguon
dén dia chi dich 3 131.108.101.99

Router(config-ext-nacl)#deny ip any any
log

Khéng cho phép tat ca cac gdi tin tur cac
mang ngudn dén tat ca cac mang dich.
Néu nhirng goi tin bi chan lai thi sé dugc
phép dua log.

Router(config-ext-nacl) #exit

Trd Vvé ché cau hinh Global

Configuration.

do

Router(config)#interface fastethernet 0/0
Router(config-if) #ip access-group
serveraccess

out

Chuyén cdu hinh vao ché& dd interface
fa0/0.
Gan ACL serveaccess vao interface fa0/0

theo chiéu ra.

11.

S dung Sequence Number trong ACL named

Router(config)#ip access-list extended
serveraccess?2

ACL tén la

serveraccess?2.

Tao mot extended

Router(config-ext-nacl)#10 permit tcp
any host
131.108.101.99 eq smtp

S« dung mot gia tri sequence number la

10 cho dong Iénh nay.

Router(config-ext-nacl)#20 permit udp
any host
131.108.101.99 eg domain

S« dung mot gia tri sequence number la

20 cho dong Iénh nay.

Router(config-ext-nacl)#30 deny ip any

S« dung mot gia tri sequence number la
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any log

30 cho dong Iénh nay.

Router(config-ext-nacl) #exit

Trd vé ché d0 cdu hinh Global

Configuration.

Router(config)#interface fastethernet 0/0

Chuyén cdu hinh vao ché& dd interface
fa0/0.

Router(config-if)#ip access-group
serveraccess2 out

Gan ACL tén la serveraccess?2 Vvao

interface fa0/0 theo chiéu ra.

Router(config-if) #exit

Trd vé ché d0 cdu hinh Global

Configuration.

Router(config)#ip access-list extended
serveraccess?2

Chuyén cdu hinh vao ACL tén I3

serveraccess?2.

Router(config-ext-nacl)#25 permit tcp
any host
131.108.101.99 eq ftp

S« dung mot gia tri sequence number la

25 cho dong Iénh nay.

Router(config-ext-nacl) #exit

Trd vé ché d0 cdu hinh Global

Configuration.

* Chu y:

- SUr dung Sequence Number cho phép ban dé& dang stfa cac cau lénh cla ACL named.
Trong vi du trén sif dung chi s6 10, 20, 30 cho cac dong Iénh trong ACL.

- Tham s6 sequence-number chi dugc phép cdu hinh trén cac phién ban phan mém Cisco
I0OS 12.2 trd Ién.

13. Xda cau lénh trong ACL named sif dung sequence number

Router(config)#ip access-list extended
serveraccess?2

Chuyén cdu hinh vao ch& d6 ACL

serveraccess2

Router(config-ext-nacl)#no 20

Xoa cau Iénh cé gia tri Sequence number
la 20.

Router(config-ext-nacl) #exit

Trd vé ché d0 cdu hinh Global

Configuration.

14. Nhitng chu y khi sir dung Sequence Number

- Sequence Number s& khdi tao tir gid tri 10 va sé tdng nén 10 cho mdi dong lénh trong
ACL named.

- Néu ban quén khéng gan mot gia tri Sequence Number trudc cau lénh, thi cau I1énh do sé
dudc gan tu dong vao cudi ACL.

- Sequence Number sé& thay d&i trén mot router khi router dé khdi ddng dé phan anh kha
nang tang bai 10 policy. Néu ACL cua ban cé cac chi s6 10, 20, 30, 40, 50 va 60 trong ACL
do thi khi khai dong lai thi cac chi s6 do sé trég thanh la 10, 20, 30, 40, 50, 60, 70.
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- Sequence Number s& khdéng thé nhin thdy khi ban s dung clu Iénh Router# show
running-config hodc Router# show startup-config. P& cé thé nhin thdy cac gid tri
Sequence Number, ban ¢ thé st dung cau Iénh sau:

Router#show access-lists
Router#show access-lists list name
Router#show ip access-list
Router#show ip access-list list name

15. Tich hgp comments cho toan bé ACL

Router(config)#access-list 10 remark | V4i tir khda remark cho phép ban cé thé
only . n R : A, R
Jones has access tich hgp thém mot ghi chu (gigi han la
100 ky tu)

Router(config)#access-list 10 permit Host c6 dia chi IP la 172.16.100.119 sé
172.16.100.119

dudgc cho phép truyén di liéu dén cac

mang khac.

Router(config)#ip access-list extended | Tao mo6t ACL extended tén Ia

Telnetaccess
telnetaccess

Router(config-ext-nacl)#remark do not | V4i tir khda remark cho phép ban cé thé
let

Smith have telnet tich hgp thém mot ghi chu (gigi han la

100 ky tu)

Router(config-ext-nacl)#deny tcp host | Host cé dia chi IP la 172.16.100.153 sé
172.16.100.153 any eq telnet bi t&r chéi khi thuc hién telnet dén cac

mang khac.

* Cha y:
- Ban c6 thé s dung tir khéa remark vdi cdc ACL standard, ACL extended hodc ACL
named.

- Ban cé thé sir dung tir khéa remark trudc hodc sau cau I1énh permit hodc deny.

16. SU dung ACL dé& han ché truy cép router théng qua telnet

Router(config) #access-list 2 permit Cho phép host cé dia chi IP la
:3;?16.10.2 172.16.10.2 c6 thé telnet vao router.
Router(config)#access-list 2 permit Cho phép cac host nam trong mang
172.16.20.0 172.16.20.x cd thé telnet vao router
0.0.0.255
Méc dinh c6 cau Iénh deny all & cudi moi
ACL tao ra.
Router(config)#line vty 0 4 Chuyén c8u hinh vao ché dd line vty.
Router(config-line)#access-class 2 in Gan ACL 2 vao trong ché do line vty 0 4
theo chiéu di vao router. Khi cac goi tin
telnet dén router nay thi s& dugc kiém
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tra.

* Chu y: Khi cdu hinh han ché truy cdp vao router thong qua telnet, si dung cau Iénh

access-class thay vi sif dung cau Iénh access-group.

17. Vi du: cau hinh ACL
- Hinh 25-1 13 s6 d mang dudgc st dung dé cdu hinh ACL, nhitng ciu Iénh dugc st dung

trong vi du nay chi ndm trong pham vi ciia chuong nay.

Hinh 25-1
Waorkstation Waorkstation Warkstation Workstation
20.163 B0.75 50.7 B80.18

& T, 601 —
s0/0/0 T T e =000 T T
an2 ‘Red D’ 80.2 .Cﬂlﬂ 1
401 | fanvo 70.1 | facm

-

Workstation Waorlkstation Workstation Server
10.5 40.89 705 70.2

-

17.1. Vi du 1: Viét mdt ACL d€ chdn khdng cho phép mang 10.0 truy cdp dén mang 40.0
nhung van cho phép ngudc lai.

RedDeer(config)#access-list 10 deny Tao ACL standard dé€ khéng cho phép

172.16.10.0
0.0.0.255 mang 172.16.10.0

RedDeer(config) #access-list 10 permit | Dung cdu 1énh nay dé |lam mé&t tac dung
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any cau lénh an deny all

RedDeer(config) #interface Chuyén cdu hinh vao ché& dd interface
fastethernet 0/0 fa0/0.
RedDeer(config)#ip access-group 10 | Gan ACL 10 vao interface fa0/0 theo

out chiéu di ra.

17.2. Vi du 2: Viét mét ACL khong cho phép host 10.5 truy cap dén host 50.7 nhung ngugc

lai vAn cho phép.

Edmonton(config)#access list 115 Tao ACL extended d€ khéng cho phép

gggyl'grgsst host 172.16.50.7 host 172.16.10.5 truy cdp dén host
172.16.50.7 bdng tat ca cac giao thrc.

Edmonton(config)#access list 115 | Dung cdu Iénh nay dé& lam méat tac dung

permit ip any any céu Iénh &n deny all

Edmonton(config) #interface Chuyén cdu hinh vao ché& dd interface

fastethernet 0/0 fa0/0.

Edmonton(config)#ip access-group | Gan ACL 115 vao interface fa0/0 theo

115in chiéu di vao.

17.3. Vi du 3: Viét mot ACL dé cho phép host 10.5 ¢ thé Telnet dén router Red Deer. Cac
host khac khdng thé.

RedDeer(config) #access-list 20 permit | Tao ACL 20 dé€ <cho phép host

host , Ny a o ,

172.16.10.5 172.16.10.5 s dung tat ca cac giao thuc
dé truyén.

RedDeer(config) #line vty 0 4 Chuyén c8u hinh vao ché dd line vty.

RedDeer(config-line)#access-class 20 | Gan ACL 20 vao line vty thel chiéu in.

17.4. Vi du 4: Viét mdt ACL named dé€ cho phép host 20.163 cé thé telnet d&n host 70.2.
Nhung khdéng ¢é host ndo trong mang 20.0 cd thé telnet dén host 70.2. Ngoai ra nhiing
host ndm trong cdc mang khac cé thé truy cdp dén host 70.2 st dung nhitng giao thirc
khac.

Calgary(config)#ip access-list Tao moét ACL extended tén la
extended
serveraccess
Serveraccess
Calgary(config-ext-nacl)#10 permit tcp | Cho phép host 172.16.20.163 c6 thé
host n
172.16.20.163 host 172.16.70.2 eq | /et den host 172.16.70.2
telnet

Calgary(config-ext-nacl)#20 deny tcp Khong cho phép cac host khac nam trong

172.16.20.0 o n
0.0.0.255 host 172.16.70.2 eq telnet mang 172.16.20.0 co thé telnet dén host
172.16.70.2.
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Calgary(config-ext-nacl)#30 permit ip
any any

Dung cau lénh nay dé lam mét tac dung

céu Iénh &n deny all

Calgary(config-ext-nacl) #exit

Tr& vé ché do Global Configuration.

Calgary(config) #interface fastethernet
0/0

Chuyén c&u hinh vao ché& dd interface
fa0/0.

Calgary(config) #ip access-group
serveraccess out

Gan ACL tén la serveraccess vao

interface fa0/0 theo chiéu di ra.

17.
80.

5. Vi du 5: Viét mot ACL dé nhitng host tir 50.1 dé&n 50.63 khdng truy cdp web dén host
16. Nhitng host tir 50.64 dén 50.254 la cho phép.

RedDeer(config)#access-list 101 deny
tcp
172.16.50.0 0.0.0.63 host

172.16.80.16 eq 80

Tao mot ACL dé chan cac luu lugng HTTP
tr mot mang 172.16.50.0 0.0.0.63 dén
mot host 172.16.80.16

RedDeer(config)#access-list 101

permit ip any any

Dung cau lénh nay dé& lam mét tac dung

céu Iénh &n deny all

RedDeer(config) #interface
fastethernet 0/0

Chuyén cdu hinh vao ché& dd interface
fa0/0.

RedDeer(config)#ip access-group 101

Gan ACL 101 vao interface fa0/0 theo

chiéu di vao.
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